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Preface

The Third International Workshop on Security (IWSEC 2008) was held at
Kagawa International Conference Hall, Kagawa, Japan, November 25–27, 2008.
The workshop was co-sponsored jointly by CSEC, a special interest group on
computer security of IPSJ (Information Processing Society of Japan) and ISEC,
a technical group on information security of the IEICE (The Institute of Elec-
tronics, Information and Communication Engineers). The excellent Local Orga-
nizing Committee was led by the IWSEC 2008 General Co-chairs, Masato Terada
and Kazuo Ohta.

This year, there were 94 paper submissions from all over the world. We would
like to thank all the authors who submitted papers to IWSEC 2008. Each paper
was reviewed at least three reviewers. In addition to the members of the Program
Committee, many external reviewers joined the review process of papers in their
particular areas of expertise. We were fortunate to have this energetic team of
experts, and are grateful to all of them for their hard work. The hard work
includes very active discussion; the discussion phase was almost as long as the
initial individual reviewing. The review and discussion were supported by a very
nice Web-based system, iChair. We appreciate its developers.

After all the review phases, 18 papers were accepted for publication in this
volume of Advances in Information and Computer Security. In the workshop,
the contributed papers were supplemented by one invited talk from eminent
researcher Alfred Menezes (the Centre for Applied Cryptographic Research, The
University of Waterloo).

There are many people who contributed to the success of IWSEC 2008. We
wish to express our deep appreciation for their contribution to information and
computer security.

November 2008 Kanta Matsuura
Eiichiro Fujisaki
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On Generating Elements of Orders Dividing

p2k ± pk + 1�

Maciej Grześkowiak

Adam Mickiewicz University,
Faculty of Mathematics and Computer Science,

Umultowska 87, 61-614 Poznań, Poland
maciejg@amu.edu.pl

Abstract. In 1999 Gong and Harn proposed a new cryptosystem based
on third-order characteristic sequences with period p2k + pk + 1 for a
large prime p and fixed k. In order to find key parameters and there-
fore to construct a polynomial whose characteristic sequence is equal to
p2k + pk + 1 one should generate a prime p such that the prime factor-
ization of the number p2k + pk + 1 is known. In this paper we propose
new, efficient methods for finding the prime p and the factorization of
the aforementioned number. Our algorithms work faster in practice than
those proposed before. Moreover, when used for generating of XTR key
parameters, they are a significant improvement over the Lenstra-Verheul
Algorithm. Our methods have been implemented in C++ using LiDIA
and numerical test are presented.

Keywords: The Gong-Harn Public Key System, The XTR Public Key
System, primes of a special form, solving polynomial equations modulo p.

1 Introduction and Background

1.1 The Problem

Many new cryptosystems have been introduced in recent years, which require
generating primes of special forms as key parameters [9], [13], [17]. For instance,
in 1998 and 1999 Gong and Harn [6], [7] proposed public-key cryptosystems
based on third-order characteristic sequences over Fp3k of period Φ3(pk), where
Φm(x) is the m-th cyclotomic polynomial. In order to generate key parameters
to the GH cryptosystem one should find a large prime p and an element α ∈ Fp3k

of order Φ3(pk) for a fixed k [8]. One can determine whether or not the element α
has the desired order if one knows the prime factorization of the number Φ3(pk).
We extend the definition from [8] and we define a prime p to be good if the
factorization of Φm(pk) is known, where m = 3, 6. From the security point of
view it is essential to find a good prime p such that Φm(pk) has a large prime

� Partially supported by Ministry of Science and Higher Education, grant N N206
2701 33, 2007–2010.

K. Matsuura and E. Fujisaki (Eds.): IWSEC 2008, LNCS 5312, pp. 1–19, 2008.
c© Springer-Verlag Berlin Heidelberg 2008



2 M. Grześkowiak

factor q having at least 160 bits to make DLP Problem in subgroup of order q of
F∗pmk intractable. Moreover one should finds a prime p such that mk log p ≈ 1024
to obtain security equivalent to factoring a positive integer having 1024 bits.
There exist two main approaches for generating good primes. One of them was
proposed by Gong and Harn [8]. Now we give an illustration of this algorithm in
the case m = 3 and k = 2. The main idea it is based on is the following simple
observation related to the factorization of polynomials

Φ3(x2) = Φ3(x)Φ6(x) = (x2 + x + 1)(x2 − x + 1)

The algorithm works as follows. It selects a bound B and a random prime p.
Next it computes Φ3(p) and Φ6(p) and attempts trial division of Φ3(p) and Φ6(p)
for all primes less than B. In the end the algorithm performs a primality test
on the remaining large factors of Φ3(p) and Φ6(p) respectively. If both are prime
(say equal to q and q̃ respectively) then the algorithm returns the good prime
p. Otherwise, it randomly selects a prime p and the abovementioned steps are
repeated. It is worth pointing out that for the appropriate level of security p
and q should be have no less than 170 and 160 bits respectively. For such sizes
of p and q, the algorithm works well in practice. However, it is essential for the
algorithm to work efficiently in spite of the parameters’ increase by orders of
magnitude.

However for a large p and k > 2 it seems to be time-consuming to generate
a good prime p in the aforementioned way and consequently to check whether
or not a sequence has the correct period Φ3(pk) in the GH cryptosystem. For
example, note that in the case k = 4 we have the following factorization

Φ3(p4) = Φ12(p)Φ6(p)Φ3(p) = (p4 − p2 + 1)(p2 − p + 1)(p2 + p + 1)

We can see that not only does the order of magnitude of the generated prime
factors of Φ3(p4) increase, but also their number, which in turn increases the
algorithm’s complexity.

On the other hand, theoretical estimation of the algorithm’s running time
becomes a problem. Namely, it is not known whether there exists an infinite
number of primes p such that Φ12(p)/s1, Φ6(p)/s2 and Φ3(p)/s3 are simultane-
ously prime, where si, i = 1, 2, 3 factor into small primes < B.

The second approach for generating good primes was proposed by Lenstra and
Verheul [14]. However, we have to point out that the goal of that algorithm was
to generate such key parameters for the XTR cryptosytem which are resistant
to the so called subgroup attacks. Unfortunately, we can only use it for our
purposes if the polynomial Φm(xk) is irreducible. We briefly recall the idea of
this algorithm. The algorithm randomly selects a prime q1 ≡ 7 (mod 12) and
computes ri for i = 1, 2 roots of Φ6(x) = x2 − x + 1 mod q1. Alternatively the
algorithm finds a positive integer r3 such that Φ6(r3) = q1 is a prime. Next the
algorithm selects a prime p such that p ≡ ri (mod q1) for one of ri i = 1, 2, 3
(from this q1 divides Φ6(p)). In the end it checks if the number Φ6(p)/q1 is of
the form s · q2 where s factors into small primes < B and q2 is a large prime. It
is worth pointing out that the above algorithm works perfectly well in practise.
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However in the general case, we can encounter further problems. For example
let k = 6. Consider the naive way of computing the root of the polynomial

Φ6(x6) = Φ36(x) = (x12 − x6 + 1) (mod q), (1)

irreducible in Z[x], where q is a prime. Substituting y = x6 we reduce the degree
of (1) to 2. Next we compute y1, y2 roots of y2 − y + 1 (mod q), which requires
computing

√
3 (mod q). In the end we compute the 6-th root (mod q) of yi

for i = 1 or i = 2. However there are two difficulties, which we can encounter
in practice while computing the roots of (1). The first is that we have to use
algorithms to both compute the square root and to compute the 6-th root modulo
q. Computing of the square root (mod q) is basically simple, except for the case
where q ≡ 1 (mod 8), which takes at most O(log4 q) [4]. However, computing of
the 6-th root can be more difficult. In general, solving of the congruence xr ≡ a
(mod q), if a solution exists, is difficult for large r [4]. However, algorithms exist
to solve it efficiently if r is a small prime [21]. The simplest case is r = 3 [15].
The second problem lies in the handling of square and 6-th roots when these are
not in Fq (they are then in Fq2 and Fq6 respectively). The alternative method in
the abovementioned algorithm, involving finding a positive integer r3 such that
Φ6(r3) is a prime, causes both theoretical and practical problems. We do not
know if there exist infinitely many primes of the form Φ6(r). This is an extremely
hard, still unproven mathematical problem. However, there are some conjectures
related to this problem [19], [3]. Moreover, numerical tests conducted by us
prove that for large r, finding primes which are values of high-degree irreducible
polynomials in Z[x], is time-consuming. The second part of the algorithm also
seems problematic. We denote by P (a, q) the least prime p ≡ a (mod q) for any
a, q ∈ N, 1 ≤ a ≤ q, (a, q) = 1. A well known theorem by Heath-Brown [11] gives
P (a, q) � q5.5. From this we cannot exclude the possibility that the number of
steps we need to find prime p is exponential. However it can be found quickly in
practice [20].

1.2 The Main Result of This Paper

In this paper, we propose an new method of finding good primes, which is faster
than those previously considered. We also present the developments and im-
provements of ideas proposed by Lenstra and Verheul. In particular, we improve
the method of finding roots of irreducible polynomials

Φm(xk) (mod q) (2)

in Z[x] where q is a prime, by reducing the number and degree of computed roots.
Our method can also be used to construct torus based system using optimal
extension fields [18]. Torus based cryptosystem requires one to find a suitable
subgroup of prime order in Fqm with q = pk for general m nad k. If m, k becomes
large, then this causes significant problem because one needs to find a big (and
suitable) prime factor of Φm(pk).
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For example, for m = 3, 6 and k = 1 our method does not require computing
any roots in Fq in order to find the root of (2), which is a big improvement over
the Lenstra-Verheul Algorithm [13]. Such an algorithm is presented in Section 2
and it can be used for any arbitrary positive integer k. However the complexity
of the algorithm will rise with order of magnitude of k, which is a consequence
of the necessity of computing the k-th root in Fq.

Furthermore, for k = 6, finding of the root of (2) in Fq is reduced to computing
only one cubic root in Fq, for which there exist an efficient algorithm [15]. This
in turn vastly speeds up generation of key parameters of the GH cryptosystem.
Algorithm which fulfills this aim is presented in Section 3. This algorithm works
for even arbitrary positive integer k. For each such even arbitrary positive integer
k computing of k-th root is reduced to computing k/2 root in Fq. However, the
analysis of this algorithm is more complex and subtle then analysis of algorithm
from Section 2.

Moreover, our algorithms guarantee that roots of (2) always exist in Fq.
Achieving the described goals is made possible by generating a prime q, which
is a value of a primitive quadratic polynomial of two variables with integer co-
efficients. We prove that the algorithm for finding such a prime is random and
executes in polynomial time.

Computational advantages of our method are significant. Numerical tests show
that our algorithm works on average three times as fast in practice than those
proposed in [8] under comparable of level of security. Our approach splits natu-
rally into two parts. Let m = 3, 6. For clarity we will consider only k = 1, 2, 3, 4, 6.
Observe that we have

Φm(pk) = Φmk(p), (3)

if m = 3 and k = 1, 3 or m = 6 and k = 1, 2, 3, 4, 6. On the other hand it easy
to see that we have the following factorization

Φ3(pk) =
∏

d|k
Φ3d(p), (4)

where k = 2, 4, 6 and we assume d > 2 if k = 6. It can be easily checked using
any of the available computer algebra systems. First we describe an algorithm
for finding a large prime q which divides an irreducible factor of Φm(pk). Next,
we describe an algorithm for finding a good prime which satisfies (3), and we
extend our method and apply it to the case (4).

2 Generating a Prime Factor of Φm(pk) for k = 1, 2, 3

We start with an algorithm which finds large primes q and p such that q divides
Φm(pk), where m = 3, 6 and k = 1, 2, 3. Let ω = (−1+

√
−3)/2 be the cubic root

of unity. Define the Eisenstein integers as the set Z[ω] = {x + yω : x, y ∈ Z}.
Let Q(ω) be the corresponding quadratic number field with the ring of integers
Z[ω]. Let α ∈ Z[ω]. We denote by N(α) = αα = x2 − xy + y2 the norm of
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α relative to Q, where x, y ∈ Z. We will now introduce the main ideas of our
algorithm, omitting some details for clarity. Our strategy works as follows. Let
us fix a quadratic polynomial Q(x, y) = x2 − xy + y2 irreducible in Q[x, y].
Let us fix k. Of course Q(x, y) = N(x + yω) for positive integers x and y.
Suppose that one randomly finds positive integers a and b, (a, b) = 1 such that
Q(a, b) = q is a prime. Then there exists the element α = a + bω ∈ Z[ω] such
that N(α) = Q(a, b) = q. Let β = (pk − 1) + pkω ∈ Z[ω], where p is a prime.
Then N(β) = Φ6(pk), which can be easily computed. Now assume that α divides
β. Then there exists γ = c + dω ∈ Z[ω] such that

αγ = (a + bω)(c + dω) = (pk − 1) + pkω = β. (5)

Since ω2 = −ω − 1 then the above equalities yield
{

ac − bd + 1 = pk,
bc + (a − b)d = pk.

(6)

Subtracting the first equation from the second, we simplify the above system of
equations to a linear equation of variables c and d

ad − (a − b)c = 1 (7)

Since (a, a − b) = 1, there exists infinitely many solutions of this equation. In
particular, we find certain solutions of the system of equations (6). We now look
for such solutions of (7) that the right-hand side of one of the two equations in
the system (6) is a k-th power of prime p. Let c0 and d0 be such solutions of (7).
Then, from (5) and multiplicative property of norms we get qN(γ) = Φ6(pk),
where γ = c0 + d0ω.

Now, we briefly explain the meaning of some functions used in our algorithms.
The function Random(n) : returns a random integer n. Let n1, n2, . . . , nr be
positive integers. The function IsPrime(n1, n2, . . . , nr) returns true if every
n1, n2, . . . , nr satisfies probabilistic test for primality [16] or some primality test
which is deterministic [1]. Moreover both algorithm run in polynomial time.
Otherwise it returns false. We will denote by PT number of bit operations
necessary to carry out the deterministic primality test. For simplicity, assume
that PT � log3 n.

Theorem 1. Let m = 3 and k = 1, 3 or m = 6 and k = 1, 2, 3 be fixed positive
integers. Let l1, l2 be positive integers, such that l21 − l1l2 + l22 ≡ 1 (mod mk)
and l1 	≡ l2 (mod mk). Then Algorithm 1 generates primes q and p such that q
divides Φm(pk). Moreover q = Q(a, b) = N(α) and Φm(pk) = N(β), where α, β
∈ Z[ω], α | β and α = (6ka + l1) + (6kb + l2)ω and β = (pk − 1) + pkω.

Proof. Let us fix k and positive integers l1, l2. Assume that the procedure Find-
PrimeQ finds positive integers a, b such that Q(a, b) = q is prime. Then there
exists α = (6ka + l1) + (6kb + l2)ω ∈ Z[ω] such that

N(α) = (6ka + l1)2 − (6ka + l1)(6kb + l2) + (6kb + l2)2 = Q(a, b).
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Algorithm 1. Generating primes p and q, such that q|Φm(pk)
input: m = 3 and k = 1, 3 or m = 6 and k = 1, 2, 3, n ∈ N, l1, l2 ∈ N such that

l21 − l1l2 + l22 ≡ 1 (mod mk) , l1 �≡ l2 (mod mk).
output: primes p, q, such that q |Φm(pk).

1: A← 36k2

2: B ← −36k2

3: C ← 36k2

4: E ← 6k(2l1 − l2)
5: F ← 6k(2l2 − l1)
6: G← l21 − l1l2 + l22
7: Q(x, y)← Ax2 + Bxy + Cy2 + Ex + Fy + G

8: procedure FindPrimeQ(n, Q(x, y))
9: q ← 1

10: while not IsPrime(q) do

11: a← Random(n) � Randomly select a ∈
h

n−l1
6k

,
√

cn−l1
6k

i

12: b← Random(n) � Randomly select b ∈
h

n−l2
6k

,
√

cn−l2
6k

i

13: q ← Q(a, b)
14: end while
15: return (a, b, q)
16: end procedure

17: procedure FindRestModuloQ(a, b, q, k, m)
18: a← 6ka + l1
19: b← 6kb + l2
20: Find x0, y0 ∈ Z : ay0 − (a− b)x0 = 1 � Use Extended Euclid’s Algorithm
21: s← bx0 + (a− b)y0 (mod q)
22: if m = 3 then
23: s← −s
24: end if
25: r ← s

1
k (mod q)

26: return (r)
27: end procedure

28: procedure FindPrimeModuloQ(r, q, t)
29: p← qk + r
30: while not IsPrime(p) do
31: p← p + q
32: t← t + 1
33: end while
34: return (p, t)
35: end procedure

36: return (p, q)
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Moreover assume that α divides an element β ∈ Z[ω] of the form β = (pk − 1)+
pkω, where p is a prime. Then there exists γ ∈ Z[ω], γ = x + yω, x, y ∈ Z such
that

αγ = β (8)

and

N(α)N(γ) = N(β) = Φ6(pk). (9)

We show how one can find elements γ, β ∈ Z[ω], and the prime p satisfying (9).
Since ω2 = −ω − 1, equalities (8) yield

{

(6ka + l1)x − (6kb + l2)y + 1 = pk,
(6kb + l2)x + (6ka + l1 − 6kb − l2)y = pk,

(10)

where 6ka + l1, 6kb + l2 are given. Subtracting we get the linear equation

(6ka + l1)y − (6ka + l1 − 6kb − l2)x = 1. (11)

Since

q = Q(a, b) = (6ka + l1)2 − (6ka + l1)(6kb + l2) + (6kb + l2)2

is a prime then (6ka+l1, 6ka+l2−6kb−l2) = 1 and hence there exists an integer
solution x0, y0 of (11). It can be found by applying the extended Euclidean
algorithm (see step 20 of procedure FindRestModuloQ). Furthermore, the
equation (11) has infinitely many solutions x, y of the form

{

x = x0 + (6ka + l1)t,
y = y0 + (6ka + l1 − 6kb − l2)t,

(12)

where t ∈ Z. Substituting (12) into the second equation of (10), we obtain

(6kb + l2)x0 + (6ka + l1 − 6kb − l2)y0 + qt = pk, t ∈ Z.

Consequently

pk ≡ (6kb + l2)x0 + (6ka + l1 − 6kb − l2)y0 (mod q).

Now, taking

s = (6kb + l2)x0 + (6ka + l1 − 6kb − l2)y0 (mod q)

(see step 21 of procedure FindRestModuloQ) from (9) we obtain

Φ6(s) ≡ 0 (mod q).

Therefore the order of s is equal to 6 modulo q. Since q ≡ 1 (mod 6k) then

s
q−1

k ≡ 1 (mod q),
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and there exists r1 such that

rk
1 ≡ s (mod q)

(see step 25 of procedure FindRestModuloQ). Consequently

Φ6(rk
1 ) ≡ Φ6(s) ≡ 0 (mod q).

Since Φ6(s) = Φ3(−s) then the order of −s is equal to 3 modulo q. Hence

(−s)
q−1

k ≡ 1 (mod q)

and there exists r2 such that

rk
2 ≡ −s (mod q).

Consequently

Φ3(rk
2 ) ≡ Φ3(−s) ≡ 0 (mod q).

Now, let p be the a prime in an arithmetic progression p ≡ rj (mod q), where
j = 1 or j = 2. Then Φ3(pk) ≡ Φ3(rk

2 ) (mod q) and Φ6(pk) ≡ Φ6(rk
1 ) (mod q)

(see procedure FindPrimeModuloQ). This finishes the proof.

Remark 1. In 2000, A. Lenstra and E. Verheul introduced a new public key
system called XTR [13]. They proposed a straightforward algorithm for finding
primes p and q, such that q|Φ6(p), p ≡ 2 (mod 3). The algorithm randomly
selects a prime q ≡ 7 (mod 12) and computes ri for i = 2, 3 roots of Φ6(X) mod
q. Next, the algorithm selects a prime p such that p ≡ ri (mod q) and p ≡
2 (mod 3) for i = 2 or i = 3. Let us note that computing of the roots of this
polynomial requires finding

√
3 (mod q) and an inverse (mod q). The problem

of finding the values of a if a2 = b for a given square b ∈ Fq is simple when
q ≡ 3 (mod 4). One immediately obtains the two solutions a1,2 = ±b(q+1)/4

(mod q) which can be determined using the square and multiply algorithm.
However, when q ≡ 1 (mod 4) then the problem is much more difficult [4]. For
m = 6 and k = 1 Algorithm 1 generates key parameters for the XTR. However,
our algorithm does not require the computation of roots in Fq. Therefore, the
computational benefits are considerable. Furthermore, since 3 is a quadratic
residue modulo q if and only if q ≡ 1 (mod 6), while our algorithm generates
primes q of this form, it works for a broader class of primes.

3 Generating a Large Prime Factor of Φ6(p
k) for

k = 2, 4, 6

Our next goal is to present an algorithm for generating a prime p and a large
prime factor q of Φ6(pk) for m = 6 and k = 2, 4, 6. Let Z[i] = {x + yi : x, y ∈
Z, i =

√
−1}. This ring is called the ring of Gaussian integers. Let Q(i) be the
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quadratic number field with the ring of integers Z[i]. Let γ ∈ Z[i]. We denote
by N(γ) = x2 + y2 the norm of α relative to Q, where x, y ∈ Z. Let us fix
a quadratic polynomial Q(x, y) = x2 + y2 irreducible in Q[x, y]. Our strategy
works as follows. Let us fix k. Of course Q(x, y) = N(x+yi) for positive integers
x and y. Suppose that one randomly finds positive integers a and b, (a, b) = 1
such that Q(a, b) = q is a prime. Then there exists the element γ = a + bi ∈ Z[i]
such that N(γ) = Q(a, b) = q. Let ξ = (pk − 1) +

√

pk i ∈ Z[i] where p is a
prime. We have N(ξ) = Φ6(pk). Now assume that γ divides ξ. Then there exists
δ = c + di ∈ Z[i] such that

γδ = (a + bi)(c + di) = (pk − 1) +
√

pki = ξ. (13)

Hence the above equalities yield
{

ac − bd = pk − 1
bc + ad =

√

pk,
(14)

where a, b are given. Squaring the second equation and substituting into the first
one we get

Ac2 + Bcd + Cd2 + Dc + Ed = −1, (15)

an quadratic polynomial of variables c and d, where A = −b2, B = −2ab,
C = −a2, D = a, E = −b. There exist infinitely many solutions of equation
(15). In particular, we find certain solutions of (14). Next, we look for solutions
of (15), such that the second equation in the system (14) is k/2-th power of
prime p. In practice, this can be reduced to computing the k/2-th degree root
in Fq and to finding the prime p in an arithmetic progression. Let c0 and d0 be
such solutions. Then by (13) we obtain qN(δ) = Φ6(pk), where δ = c0 + d0i.

Algorithm 2. Generating primes p and q, such that q|Φ6(pk)
input: k = 2, 4, 6, n ∈ N, F (x, y) = 36k2x2 + 36k2y2 + 12ky + 1.
output: primes p and q such that q |Φ6(pk).

1: FindPrimeQ(n, F (x, y)) � Return prime q and a, b : q = F (a, b)

2: procedure FindRestModuloQTwo(a, b, q, k)
3: w← 3

1
2 (mod q)

4: s← (w(6kb + 1)− 6ka)(−2(6kb + 1))−1 (mod q)
5: r ← s

2
k (mod q)

6: return r
7: end procedure

8: FindPrimeModuloQ(r, q, t) � Return t and prime p
9: return (q, p)
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Theorem 2. Let k = 2, 4, 6 be fixed positive integer. Then Algorithm 2 generates
primes q and p, such that q divides Φ6(pk). Moreover q = F (a, b) = N(γ),
Φ6(pk) = N(ξ), where γ, ξ ∈ Z[i], γ | ξ and γ = 6ka + (6kb + 1)i, ξ = (pk − 1) +
√

pk i.

Proof. Let us fix k. Assume that the procedure FindPrimeQ finds positive
integers a, b such that F (a, b) = q is prime. Then there exists γ = 6ka + (6kb +
1)i ∈ Z[i] such that

N(γ) = (6ka)2 − ((6kb + 1)i)2 = F (a, b)

Moreover assume that γ divides ξ = (pk − 1)+
√

pk i ∈ Z[i], where p is a prime.
Hence there exists δ ∈ Z[i], δ = x + yi, x, y ∈ N such that

γδ = ξ, (16)

and

N(γ)N(δ) = N(ξ) = Φ6(pk). (17)

We show how one can find elements δ, ξ ∈ Z[i], and a prime p satisfying (16).
By (16) it follows that

{

6kax − (6kb + 1)y = pk − 1
(6kb + 1)x + 6kay =

√

pk,
(18)

where 6ka, 6kb + 1 are given. Squaring the second equation and substituting to
the first one we get

Ax2 + Bxy + Cy2 + Dx + Ey = −1, (19)

where A = −(6kb + 1)2, B = −2(6ka)(6kb + 1), C = −(6ka)2, D = 6ka,
E = −(6kb = 1). Now we find solutions of (19). We write Δ = B2 − 4AC.
Trivial computation show that Δ = 0. Multiplying (19) by 4A we obtain,

(2Ax + By)2 + 4ADx + 4AEy + 4A = 0.

Let 2Ax + By = T then

T 2 + 2(2AE − BD)y + 4A + 2DT = 0,

(T + D)2 = 2(BD − 2AE)y + D2 − 4A.

Consequently equation (19) is equivalent to

(2Ax + By + D)2 + αy = β, (20)

where

α = 2(BD − 2AE) = 4(6kb + 1)((6ka)2 + (6kb + 1)2) = 4(6kb + 1)q (21)

and

β = D2 − 4A = (6ka)2 + 4(6kb + 1)2. (22)
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Let

X = 2Ax + By + D, Y = −αy. (23)

By (20)

X2 − β = Y, (24)

we see that a necessary condition for existence of an integers solution of (20) is
solubility of the congruence

Z2 ≡ β (mod α). (25)

Let z0 be the solution of (25). From (21) and (22) it follows that z0 ≡ 0 ( mod 4),
z0 ≡ 6ka (mod (6kb + 1)) and z0 ≡

√
3(6kb + 1) (mod q). Since q ≡ 1 (mod 3)

then 3 is quadratic residue modulo q and, in consequence, z0 (mod α) exists. It
can be easily found by the Chinese Remainder Theorem. By (23), (24) we have

y = (z2
0 − β)/(−α), y ∈ N (26)

Now we prove that in this case x is integer as well. By (23) we have

z0 − D = 2Ax + By (27)

Since q = F (a, b) = (6ka)2+(6kb+1)2 is a prime then (2A, B) = 2(2kb+1). Hence
z0 − D ≡ 0 (mod 2(6kb + 1)) and so (27) has integer solutions. Consequently,
solutions of (20) are integers. This observation works for general solutions of (25)

z ≡ z0 (mod α). (28)

Our computation shows that integers solutions x, y of (20) have the form

x =
z − By − D

2A
, y =

z2 − β

−α
, x, y ∈ Z, (29)

where z = αt + z0, t ∈ Z. Substituting (29) to the second equation of (18) we
obtain

(6kb + 1)
(

αt + z0 − D

2A

)

+
(

6ka − B(6kb + 1)
2A

)

y = pk/2

Since (6ka − ((6kb + 1)B)/2A)y = 0 then putting (21) we get

−2qt +
z0 − 6ka

−2(6kb + 1)
= pk/2, t ∈ Z.

Consequently

pk/2 ≡ (
√

3(6kb + 1) − 6ka)(−2(6kb + 1))−1 (mod q), (30)
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Taking

s = (
√

3(6kb + 1) − 6ka)(−2(6kb + 1))−1 (mod q)

(see step 4 of procedure FindRestModuloQTwo) from (17) and (30) we get

Φ6(pk) ≡ Φ6(s2) ≡ Φ12(s) ≡ 0 (mod q).

Therefore order s is equal to 12 modulo q. Since q ≡ 1 (mod 6k) then

s
2(q−1)

k ≡ 1 (mod q).

Then there exists r such that

rk/2 ≡ s (mod q)

(see step 5 of procedure FindRestModuloQTwo) and so

Φ6(s2) ≡ Φ6(rk) ≡ 0 (mod q).

Now, let p be a prime in an arithmetic progression p ≡ r ( mod q), then Φ6(pk) ≡
Φ6(rk) ≡ 0 (mod q) (see procedure FindPrimePModuloQ). This finishes the
proof.

4 Run-Time Analysis of the Procedure FindprimeQ

We denote by π(x) the number of primes p not exceeding x, where x ≥ 1, that
is

π(x) =
∑

p≤x

1

With the notation as above we recall some theorems which are related distribu-
tions of primes.

Theorem 3 (Hadamard and de la Vallée Poussin). For some positive
number A

π(x) = li x + O(xe−A
√

log x),

where

li x =
∫ x

2

dt

log t
, x > 2.

Proof. See [5].

Theorem 4 (Iwaniec). Let Q(x, y) = ax2 + bxy + cy2 + ex + fy + g ∈ Z[x, y],
deg Q = 2, (a, b, c, e, f, g) = 1, Q(x, y) be irreducible in Q[x, y], represent arbi-
trary large number and depend essentially on two variables. Then
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N

log N
�

∑

q≤N
q=Q(x,y)

1, (31)

if D = af2 − bef + ce2 + (b2 − 4ac)g = 0 or Δ = b2 − 4ac is a perfect square.

N

log
3
2 N

�
∑

q≤N
q=Q(x,y)

1 � N

log
3
2 N

, (32)

if D 	= 0 and Δ is different from a perfect square.

Proof. See [12].

Remark 2. We say that Q depends essentially on two variables if ∂Q/∂x and
∂Q/∂y are linearly independent.

Now we give the analysis of computational complexity of the procedure Find-
PrimeQ.

Theorem 5. Let m = 3 and k = 1, 3 or m = 6 and k = 1, 2, 3. Let l1, l2 be
positive integers, such that l21 − l1l2 + l22 ≡ 1 (mod mk) and l1 	≡ l2 (mod mk).
Then there exist constants b0 and n0 such that for every integer n ≥ n0 and an
arbitrary real λ ≥ 1, the procedure FindPrimeQ generates prime q = Q(a, b)
such that q � n2, with probability greater than or equal to 1−e−λ after repeating
[b0λ log n] steps 10 − 14 of the procedure. Every step of the procedure takes no
more than PT bit operations.

Proof. We start with an estimate for the number of primes in the interval
[n2, cn2] which are of the form Q(a, b), where Q(x, y) = Ax2 + Bxy + Cy2 +
Ex + Fy + G ∈ Z[x, y] and A = C = 36k2, B = −36k2, E = 6k(2l1 − l2),
F = 6k(2l2 − l1) and G = l21 − l1l2 + l22. We apply the Theorem 4. Let us fix
k and l1, l2. Since G ≡ 1 (mod mk) then (A, B, C, E, F, G) = 1. Since l1 	= l2
then a short computation shows that α1(Ax+By +E)+α2(2Cy +Bx+F ) = 0
if α1 = α2 = 0. Hence ∂Q

∂x and ∂Q
∂y are linearly independent and Q(x, y) depends

essentially on x and y. Moreover, it is easy to check that Q(x, y) is irreducible
in Q[x, y]. Since D = 0 polynomial Q(x, y) satisfies assumptions of Theorem 4.
We define the set

Q = {n2 ≤ q ≤ cn2 : Q(x, y) = q − prime, x, y ∈ N},

where c > 0. Denote by |Q| the number of the elements of Q. By Theorem 4
there exists c0 > 0 such that for sufficiently large n we have

|Q| ≥ c0cn
2

2 logn
− π(n2). (33)

Since

li n =
n

log n
+ O

(

n

log2 n

)

,
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then by Theorem 3 and (33) it follows that there exist c1 = (cc0 −1)/2 such that
for sufficiently large n we have

|Q| ≥ c1
n2

log n
+ O

(

n2

log2 n

)

, (34)

where c > 1/c0. Denote by AQ the event that a randomly chosen pair of natural
numbers a and b satisfying

a ∈
[

n − l1
6k

,

√
cn − l1
6k

]

, b ∈
[

n − l2
6k

,

√
cn − l2
6k

]

is such that the number Q(a, b) ∈ [n2, cn2] is a prime. Hence by (34) there exist
exists ε → 0 as n → ∞ and c2 = (c1 − ε(n))/c such that for sufficiently large n
we have such that the probability that in l trials AQ does not occur is

(

1 − c2

log n

)l

= exp
(

l log
(

1 − c2

log n

))

≤

≤ exp
(

−c2l

log n

)

≤ e−λ

for an arbitrary real λ ≥ 1 and l = b0λ log n, where b0 = c−1
2 . Hence the probabil-

ity that in l trials AQ does occur is greater or equal to 1−e−λ. So after repeating
[b0λ log n] steps, the procedure finds integers a and b and primes q = Q(a, b) with
probability greater than or equal to 1 − e−λ. Now, we estimate the number of
bit operations required to carry out the steps of the procedure. It takes a fixed
numbers of time to generate a random bit, and O(log n) bit operations to gener-
ate a random integers a and b. Polynomials’ Q value computation can be done
with O(log2 n) bit operations. The most time-consuming step of the algorithm
is the deterministic primality test for number q which takes no more than PT
operations. This finished the proof.

Remark 3. A theorem similar to the one proven above, concerning the com-
putational complexity of the procedure FindPrimeQ can be proven for the
polynomial F (x, y) defined in Algorithm 2.

5 Generating Good Primes for Irreducible Factors

In this section we present an algorithm which finds a good prime if Φm(xk)
is irreducible in Z[x]. Therefore, we consider the following cases: m = 3 and
k = 1, 3 or m = 6 and k = 1, 2, 3, 4, 6. For fixed B ∈ N we define B = {p ≤
B : p is prime}. We will now describe the main idea of our algorithm for
finding primes p and q1, q2 such that Φm(pk) = sq1q2, where s is small. Let us
fix m, k, and choose Algorithm 1 or 2 depending on their values. Let Q(x, y) be a



On Generating Elements of Orders Dividing p2k ± pk + 1 15

fixed polynomial, chosen according to parameters m and k. The main idea of
the algorithm works as follows. We find a prime q1 = Q(a, b) for a certain a, b,
using procedure FindPrimeQ. Next, we find residue r (mod q1) using procedure
FindRestModduloQ. As mentioned before, r is a root of Φm(xk) (mod q1).
The following steps are repeated until the algorithm finds a good prime p. Using
procedure FindprimeModuloQ we find a prime p = q1t0 + r, for some t0 ∈ N .
We check whether Φm(pk)/q1 = sq2 where s =

∏

pei

i , for certain pi ∈ B and q2 is
a large prime. If this condition is not satisfied, we find another prime p = q1t1+r
for some t1 ∈ N , t1 > t0 and we again check whether Φm(pk)/q1 is of the desired
form. For more details see Algorithm 3 in the appendix.

6 Generating Good Primes for Reducible Factors

Let m = 3 and k = 2, 4, 6. We describe an algorithm which finds a good prime
p if Φm(pk) is reducible. To illustrate the idea of this algorithm we will use the
following example. Let

Φ3(x2) = Φ3(x)Φ6(x) = (x2 + x + 1)(x2 − x + 1)

Let Q(x, y) be a fixed polynomial as in Algorithm 1, for k = 1. The main idea of
the algorithm works as follows. Using procedure FindPrimeQ we find two differ-
ent large primes q1 = Q(a, b) and q̃1 = Q(ã,˜b) for some a, b, ã,˜b. Next, we find
residues r1 (mod q1) and r̃1 (mod q̃1) using procedures Find RestModuloQ

(a, b, q1, 1, 3) andFindRestModuloQ(ã,˜b, q̃1,1,6) respectively.Then above pro-
cedures return r1 and r̃1 such that Φ3(r1) ≡ 0 (mod q1) and Φ6(r̃1) ≡ 0 (mod q̃1).

Table 1. Timing results of algorithms generating prime p and the prime divisors of
Φ3(p2). The table on the left-hand side contains the timing results of Algorithm 4 for
m = 3 and k = 2. Algorithm 4 generates primes p and qi such that q1, q2 divide Φ3(p)
and q3, q4 divide Φ6(p). The table on the right-hand side contains the timing results
of Giuliani and Gong Algorithm [8]. The algorithm finds primes p and q1, q2 dividing
Φ3(p) and Φ6(p) respectively.

n � searched time (sec) p q1 q2 q3 q4 � searched time (sec) p q1 q2

38 69 1.451 161 75 231 74 230 131 4.163 160 305 308
42 89 2.310 177 82 259 82 257 152 6.142 176 334 335
46 88 2.907 193 90 283 90 281 149 6.796 192 373 374
50 119 4.546 210 99 307 98 309 181 10.297 208 399 398
54 154 7.215 226 106 333 106 330 229 14.469 224 436 430
58 143 7.864 242 114 356 114 356 231 18.210 240 458 462
62 197 13.208 259 122 382 123 381 313 26.699 256 491 499
66 213 16.361 275 130 405 130 405 319 32.778 272 534 530
70 209 19.616 291 139 428 138 431 408 46.281 288 559 563
74 252 25.905 307 146 455 145 453 402 55.79 304 593 592
78 326 37.215 324 154 476 154 476 607 89.726 320 625 623
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Table 2. Timing results of algorithms generating prime p and the prime divisor of
Φ6(p) which are key parameters for the XTR cryptosystem. The table on the left-hand
side contains the timing results of Algorithm 1 for m = 6 and k = 1. The table on the
right-hand side contains the timing results of Lenstra and Verheul Algorithm [13].

n time (sec) p q time (sec) p q
100 0.045 211 205 0.047 210 203
200 0.361 412 405 0.371 411 403
300 1.014 611 604 1.469 611 604
400 2.588 813 805 4.977 812 802
500 6.780 1020 1012 12.056 1015 1007
600 13.862 1213 1205 21.295 1213 1203
700 23.629 1409 1403 39.558 1412 1404

Table 3. Timing results of Algorithm 4 for m = 3 and k = 4. The algorithm finds a
prime p such that Φ3(p4) = Φ3(p)Φ6(p)Φ12(p) and primes q1, q2 dividing Φ3(p), primes
q3, q4 dividing Φ6(p) and primes q5, q6 dividing Φ12(p).

bits n � searched time (sec) p q1 q2 q3 q4 q5 q6

11 197 10.490 81 20 129 20 127 28 286
14 307 20.101 100 26 159 26 159 34 353
17 956 74.853 120 33 191 34 192 40 428
20 1020 94.845 138 38 222 38 224 46 492
23 1743 189.339 157 44 256 44 256 52 556

Since (q1, q̃1) = 1, we can find, using the Chinese Remainder Theorem, the solution
r of the system of congruences

{

r ≡ r1 (mod q1)
r ≡ r̃1 (mod q̃1)

The following steps are repeated until we find a good prime p. We find a prime
p = q1q̃1t0 + r for some t0 ∈ N . We check if simultaneously Φ3(p)/q1 = s1q2

and Φ6(p)/q̃1 = s̃1q̃2, where s =
∏

pei

i , for certain pi ∈ B, s̃ =
∏

p
ej

j , for some
pj ∈ B and q2, q̃2 are large primes. If the condition is not true, we find the next
large prime p = q1q̃1t1 + r for a certain t1 ∈ N , t1 > t0 and we check again if
Φ3(pk)/q1 and Φ6(p)/q̃1 are of the desired form. For more details see Algorithm
4 in the appendix.

7 Numerical Test

We have implemented the algorithms presented in this paper. They were imple-
mented in C++ on LINUX server using LiDIA [22] Library For Computational
Number Theory. The bound B = 216 was tested. To enable fair comparison, we
implemented the algorithm proposed by Giuliani, Gong [8] and Lenstra Verheul
[13]. The column labeled ”� searched” contains the number of primes p searched
before the prime factorization of Φm(pk) was found. Columns labeled ”n”, ”p”
and ”qi” contain the number of bits of n, p and qi respectively.
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Appendix

Algorithm 3. Finds a prime p and prime factors of Φm(pk)
input: m = 3 and k = 1, 3 or m = 6 and k = 1, 2, 3, 4, 6, n, B ∈ N, B.
output: primes p, q1, q2 and pi ≤ B such that q1q2

Q
pei

i = Φm(pk) for some pi ∈ B.

1: if m = 6 and k = 2, 4, 6 then
2: F (x, y) = 36k2x2 + 36k2y2 + 12ky + 1 � See Algorithm 1
3: else
4: F (x, y)← Ax2 + Bxy + Cy2 + Ex + Fy + G � See Algorithm 1
5: end if
6: FindPrimeQ(n, F (x, y)) � Return prime q1 and a, b : q1 = F (a, b)

7: if m = 3, 6 and k = 1, 3 then
8: FindRestModuloQ(a, b, k, q1) � Return r (mod q1)
9: else

10: FindRestModuloQTwo(a, b, k, q1) � Return r (mod q1)
11: end if

12: procedure FindPrimeFactors(q1)
13: t← 0
14: b← false
15: while not b do
16: FindPrimeModuloQ(r, q1, t) � Return k and prime p
17: q2 ← Φm(pk)/q1

18: if not IsPrime(q2) then
19: for all pi ∈ B do
20: if pei

i |q2 then � Let ei be the highest power of pi dividing q2

21: q2 ← q2/pei
i

22: store (pi, ei) in table eB
23: end if
24: if IsPrime(q2) then
25: b← true
26: goto line 34:
27: end if
28: end for
29: else
30: b← true
31: end if
32: t← t + 1
33: end while
34: return (p, q1, q2, eB)
35: end procedure
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Algorithm 4. Finds a prime p and prime factors of Φ3(pk)
input: k = 2, 4, 6, n, B ∈ N, B, l be the number of irreducible factors of the Φm(xk).

output: primes p, qi, eqi, i = 1, . . . , l and pj ≤ B such that s
Ql

i=1 qi eqi = Φm(pk), where s =
Q

p
ej
j

for some pj ∈ B.

1: if k = 2 then
2: l← 2; F1(x, y) = F2(x, y)← Q(x, y) � See Algorithm 1
3: end if
4: if k = 4 then
5: l← 3; F1(x, y) = F2(x, y)← Q(x, y)
6: F3(x, y)← F (x, y) � See Algorithms 1 and 2
7: end if
8: if k = 6 then
9: l← 2; F1(x, y) = F2(x, y)← F (x, y) � See Algorithms 2
10: end if

11: for i← 1, l do
12: FindPrimeQ(n, Fi(x, y)) � Return prime qi and ai, bi : qi = F (ai, bi)
13: if k = 2, 4 and i = 1, 2 then
14: FindRestModuloQ(ai, bi, k, qi) � Return ri (mod qi)
15: else
16: FindRestModuloQTwo(ai, bi, k, qi) � Return ri (mod qi)
17: end if
18: end for
19: q ← Ql

i=1 qi

20: Find r (mod q) : r ≡ ri (mod qi) � Use the Chinese Remainder Theorem

21: procedure FindPrimeFactors(q)
22: FindPrimeModuloQ(r, q, t) � Return k and prime p
23: t← 0
24: b← false
25: while not b do
26: for i← 1, l do
27: eqi ← Φm(pk)/qi

28: end for
29: if not IsPrime(eq1, . . . , eql) then � qi, where i = 1 . . . l
30: for all i, such that eqi is not prime do
31: for all pj ∈ B do

32: if p
ej
j |eqi then � Let ej be the highest power of pj dividing eqi

33: eqi ← eqi/p
ej
j

34: store (pj , ej) in table eB
35: end if
36: if IsPrime(eq1, . . . , eql) then
37: b← true
38: goto line 47:
39: end if
40: end for
41: end for
42: else
43: b← true
44: end if
45: t← t + 1
46: end while
47: return (p, q1, . . . , ql, eq1, . . . , eql, eB)
48: end procedure
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Abstract. In this paper, we present a new public key encryption scheme
with an easy-to-understand structure. More specifically, in the proposed
scheme, for fixed group elements g1, . . . , g� in the public key a sender
computes only gr

1 , . . . , gr
� for encryption where r is a single random num-

ber. Due to this simple structure, its security proof becomes very short
(and one would easily understand the simulator’s behavior for simultane-
ously dealing with embedding a hard problem and simulating a decryp-
tion oracle). Our proposed scheme is provably chosen-ciphertext secure
under the gap Diffie-Hellman assumption (without random oracles). A
drawback of our scheme is that its ciphertext is much longer than known
practical schemes. We also propose a modification of our scheme with
improved efficiency.

1 Introduction

1.1 Background

Chosen-ciphertext security (CCA-security, for short) [15, 31] is a standard notion
of security for practical public key encryption (PKE) schemes. Furthermore, this
security also implies universally composable security [9]. Among existing CCA-
secure PKE schemes, ECIES [1] (see Appendix A) has a simple and interesting
structure. Namely, (i) its encryption algorithm calculates only gr

1 and gr
2 with

a common random r where g1 and g2 are fixed bases which are contained in
the public key, and (ii) its security can be proven with the gap Diffie-Hellman
(GDH) assumption [28] (in the random oracle model [2]). Due to this simple
structure, we can construct a practical PKE scheme, and more importantly, it is
easy, especially for non-experts, to understand the basic mechanism for handling
CCA adversaries (in the random oracle model).

The main motivation of this paper is to construct a PKE scheme which pro-
vides the above two properties in the standard model (i.e. without using random
oracles).

1.2 Our Contribution

In this paper, we propose a novel PKE scheme which has similar properties to
ECIES. Specifically, in the proposed scheme, for fixed group elements g1, . . . , g�

K. Matsuura and E. Fujisaki (Eds.): IWSEC 2008, LNCS 5312, pp. 20–33, 2008.
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in the public key a sender computes only gr
1 , . . . , g

r
� for encryption where r is

a random, and CCA-security of the proposed scheme can be proven under the
GDH assumption.

Due to the simple structure of our proposed scheme (which is similar to
ECIES), one can easily understand its essential idea for dealing with chosen-
ciphertext attacks. For example, CCA-security of the proposed scheme is opti-
mally (i.e. without any security loss) reduced to indistinguishability of a hardcore
bit of the (gap) Diffie-Hellman key. In other words, in its security proof, the sim-
ulator can perfectly respond to any decryption query without any error probabil-
ity. Especially, for starters our scheme would give an easy-to-understand insight
for designing CCA-secure PKE schemes. Specifically, in the security proof, the
simulator can perfectly respond to any decryption query by simply un-mask one
of its components with an ordinary exponentiation (not, for example, the Boneh-
Boyen-like technique [5]). Namely, since in the simulation one of components of
a decryption query must form as Ka where K is the answer of the query and a
is a secret for the simulation, the simulator can easily extract the answer K as
K = (Ka)

1
a . It is also easy to see how the given instance of the underlying hard

problem is embedded in the challenge ciphertext.
Unfortunately, this scheme is not practical as it has only one-bit plaintext

space and its ciphertext consists of k + 2 group elements (plus one bit) where
k is a security parameter, and hence our scheme has nothing advantageous to
existing practical PKE schemes in all practical aspects. In particular, the Kiltz
scheme [25] is more efficient than our scheme in terms of both data sizes and
computational costs with the same underlying assumption, i.e. the GDH assump-
tion.1 However, we stress that the main contribution of the proposed scheme is
its easy-to-understand structure for protecting chosen-ciphertext attacks.

We also give some extensions of the proposed scheme for enhancing efficiency.
By using these ideas, we can significantly reduce data sizes, and especially the
ciphertext overhead becomes only two group elements which is the same as [25]
(however, key sizes are still much longer than [25]).

1.3 Related Works

The first CCA-secure PKE scheme was proposed by Dolev, Dwork, and Naor
[15] by extending the Naor-Yung paradigm [27] which is only non-adaptively
CCA-secure. However, this scheme has a complicated structure primarily due to
the use of non-interactive zero knowledge (NIZK) proof [4].

Cramer and Shoup [13] proposed the first practical CCA-secure scheme under
the DDH assumption. This scheme was further improved by Shoup [33] and
Kurosawa and Desmedt [26]. Furthermore, Hofheinz and Kiltz [23] showed a
variant of the Cramer-Shoup scheme with a weaker assumption, i.e. the n-linear
DDH assumption.
1 In [25], security of the Kiltz scheme is discussed mainly based on the gap hashed

Diffie-Hellman (GHDH) assumption instead of the standard GDH assumption. How-
ever, as (slightly) mentioned in [25], this scheme is also provably CCA-secure under
the GDH assumption if the plaintext is only one-bit long.
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Canetti, Halevi, and Katz [11] proposed a generic method for converting an
(selectively secure) identity-based encryption scheme [6, 32] into a CCA-secure
PKE scheme, and Boneh and Katz [7] improved its efficiency. Kiltz [24] discussed
a more relaxed condition for achieving CCA-security. Boyen, Mei, and Waters [8]
proposed practical CCA-secure schemes by using the basic idea of the Canetti-
Halevi-Katz paradigm and specific properties of [35] and [5].

The above schemes, i.e. [11, 13] and their extensions, utilize powerful crypto-
graphic tools such as subset membership problems [14] or identity-based encryp-
tion [6, 32] for efficiently achieving CCA-security. Therefore, in these schemes
minimum functionality for achieving CCA-security seems unclear.

Kiltz [25] also proposed another practical CCA-secure scheme whose security
is proven under the gap hashed Diffie-Hellman (GHDH) assumption. With a
slight modification (by using the hard-core bit), this scheme is also provably
secure under the GDH assumption. Our proposed scheme is considered as a
redundant version of this scheme with an easier-to-understand structure.

In the random oracle methodology [2], it is possible to construct more efficient
CCA-secure schemes, e.g. [1, 3, 17, 18, 29] (though this methodology is known
as problematic [10]). Among these schemes, ECIES [1] has a very simple struc-
ture on which one can easily understand its essential mechanism for protecting
chosen-ciphertext attacks (in the random oracle model). Namely, in ECIES it is
impossible to properly encrypt a plaintext without submitting its corresponding
Diffie-Hellman key to a random oracle, and therefore, a simulator can respond
to any decryption query by simply picking it from random oracle queries (and
one can correctly choose the valid Diffie-Hellman key with the help of the DDH
oracle). See Appendix A for ECIES. Similarly to this, in our proposed scheme,
we can easily understand that for generating a valid ciphertext a CCA adversary
has to (implicitly) input the corresponding Diffie-Hellman key into redundant
components of the ciphertext, and that the simulator can extract it from such
redundant components. See also Sec. 6 for a more detailed description on this
observation.

2 Definitions

Here, we give definitions for CCA-security of PKE schemes and some number
theoretic assumptions, e.g. the GDH assumption. See also Appendix C for target
collision resistant hash functions and data encapsulation mechanisms (DEMs).

2.1 Public Key Encryption

The Model. A public key encryption (PKE) scheme consists of the following
three algorithms:

Setup(1k). Takes as input the security parameter 1k and outputs a decryption
key dk and a public key PK.

Encrypt(PK, M). Takes as input a public key PK and a plaintext M ∈ M,
and outputs a ciphertext ψ.
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Decrypt(dk, ψ, PK). Takes as input the decryption key dk, a ciphertext ψ, and
the public key PK, and outputs the plaintext M ∈ M or a special symbol
“⊥”.

We require that if (dk, PK) R← Setup(1k) and ψ
R← Encrypt(PK, M) then

Decrypt(dk, ψ, PK) = M .

Chosen-Ciphertext Security. CCA-security of a PKE scheme is defined using
the following game between an attack algorithm A and a challenger. Both the
challenger and A are given 1k as input.

Setup. The challenger runs Setup(1k) to obtain a decryption key dk and a
public key PK, and gives PK to A.

Query I. Algorithm A adaptively issues decryption queries ψ1, . . . , ψm. For
query ψi, the challenger responds with Decrypt(dk, ψi, PK).

Challenge. At some point, A submits a pair of plaintexts (M0, M1) ∈ M2.
Then, the challenger picks a random b ∈ {0, 1}, runs algorithm Encrypt to
obtain the challenge ciphertext ψ� R← Encrypt(PK, Mb), and gives ψ� to A.

Query II. Algorithm A continues to adaptively issue decryption queries ψm+1,
. . . , ψqD . For query ψi(�= ψ�), the challenger responds as Query I.

Guess. Algorithm A outputs its guess b′ ∈ {0, 1} for b and wins the game if
b = b′.

Let AdvPKEA denote the probability that A wins the game.

Definition 1. We say that a PKE scheme is (τ, ε, qD) CCA-secure if for all
τ -time algorithms A who make a total of qD decryption queries, we have that
|AdvPKEA − 1/2| < ε.

2.2 Number Theoretic Assumptions

The Gap (Hashed) Diffie-Hellman Assumption. Let G be a multiplicative
group with prime order p. Then, the gap Diffie-Hellman (GDH) problem in G is
stated as follows. Let A be an algorithm, and we say that A has advantage ε in
solving the GDH problem in G if

Pr[AO(g, gα, gβ) = gαβ ] ≥ ε,

where the probability is over the random choice of generators g in G, the random
choice of α and β in Zp, and the random bits consumed by A. The oracle O
denotes the DDH oracle which on input (g1, g2, g3, g4) ∈ G4, answers whether
logg1

g3 = logg2
g4 or not, and A is allowed to access O in any time and any

order.

Definition 2. We say that the (τ, ε)-GDH assumption holds in G if no τ-time
algorithm has advantage at least ε in solving the GDH problem in G.
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Occasionally we drop the τ and ε and refer to the GDH in G.
The gap hashed Diffie-Hellman (GHDH) problem [25] in G and function h :

G → D is stated as follows. Let A be an algorithm, and we say that A has
advantage ε in solving the GHDH problem in G and h if

1
2

· | Pr[AO(g, gα, gβ, h(gαβ)) = 0] − Pr[AO(g, gα, gβ , T ) = 0]| ≥ ε,

where the probability is over the random choice of generators g in G, the random
choice of α and β in Zp, the random choice of T ∈ D, and the random bits
consumed by A. The oracle O is the DDH oracle.

Definition 3. We say that the (τ, ε)-GHDH assumption holds in G and h if no
τ-time algorithm has advantage at least ε in solving the GHDH problem in G

and h.

Occasionally we drop the τ and ε and refer to the GHDH in G and h.

Hardcore Bits for the (Gap) Diffie-Hellman Key. Roughly speaking, h is
called a hardcore bit function for the (gap) Diffie-Hellman key in G if the GHDH
assumption in G and h holds under only the GDH assumption in G.

Let A be a τ -time algorithm which has advantage ε in solving the GHDH
problem in G and h : G → {0, 1}.

Definition 4. We say that function h : G → {0, 1} is a (p1, p2) hardcore bit
function in G if there exists a p1(τ)-time algorithm B which for any given A,
can solve the GDH problem with advantage p2(ε) for some polynomials p1 and p2.

See [19] for an example of hardcore bit functions for the (gap) Diffie-Hellman
key.

3 The Proposed Scheme

In this section, we give the construction of our proposed scheme (its extensions
with enhanced efficiency are given in the next section). As a basic scheme, we
start with the standard ElGamal PKE scheme [16]. Since semantic security of
the ElGamal scheme is based on only the DDH assumption (not the GDH as-
sumption), with the use of hardcore bits we modify it to have semantic security
based on the GDH assumption. See Appendix B for this semantically secure PKE
scheme. Next, we further modify this scheme to have CCA-security by using the
Dolev-Dwork-Naor paradigm [15]. Interestingly, in our proposed scheme, NIZK
proofs which is required for [15] is not necessary due to the GDH assumption.2

2 In general, for applying the technique of [15] we need NIZK proofs which make
the resulting scheme complicated, however in our scheme it is not needed since
the DDH oracle in the GDH assumption provides the necessary functionality for
proving equivalence of plaintexts of different ciphertexts without neither any further
computational assumption nor any additional ciphertext redundancy.
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3.1 The Construction

Let G be a multiplicative group with prime order p, and g ∈ G be a generator.
We assume that a group element of G is k-bit long where k is the security
parameter. Then, the construction of our proposed PKE scheme is as follows:

Setup(1k): Pick dk = (x0, . . . , xk, y0, . . . , yk, z) ∈ Z2k+3
p , and compute Xi =

gxi , Yi = gyi , and Z = gz for i = 0, . . . , k. The decryption key is dk, and the
public key is PK = (G, g, X0, . . . , Xk, Y0, . . . , Yk, Z, h) where h is a hardcore
bit function in G.

Encrypt(PK, M): For a plaintext M ∈ {0, 1}, pick a random r
R← Zp, and

compute

ψ = (gr, U r
0 , . . . , Ur

k , h(Zr) ⊕ M),

where Ui = Xi if vi = 0, or Ui = Yi if vi = 1, vi is (i + 1)-th bit of
((gr)2‖(h(Zr)⊕M)), and (W )2 denotes the binary representation of W ∈ G.
The ciphertext is ψ.

Decrypt(dk, ψ, PK): For a ciphertext ψ = (C0, C1,0, . . . , C1,k, C2), check

whether for all i = 0, . . . , k, Cui
0

?= C1,i where ui = xi if vi = 0, or ui = yi if
vi = 1 where vi is (i + 1)-th bit of ((C0)2‖C2). If not, output ⊥. Otherwise,
output M = C2 ⊕ h(Cz

0 ).

As earlier mentioned, the required operation for encryption in the proposed
scheme is only exponentiations with a common exponent r under fixed bases
(which are contained in PK).

3.2 Security

Before going into a formal security proof of the proposed scheme, we consider the
(in)security of its simplified scheme which would be helpful for understanding
the essential part of the proposed scheme. The (insecure) simplified scheme is as
follows: Suppose that the decryption key is reduced to be only dk = (x0, z) and
the public key is PK = (G, g, X0, Z, h). Let a ciphertext ψ be (gr, Xr

0 , h(Zr) ⊕
M) for a plaintext M ∈ {0, 1}. Then, if the component “Xr

0” is valid (this
can be checked by testing the consistency with (gr)x0), the receiver would be
convinced that the sender knows r since without knowing r (nor x0), it seems
hard to generate the Diffie-Hellman key gr·x0. However, this is false. Namely, once
an adversary sees a valid (challenge) ciphertext (C0, C1, C2), he can generate
another valid ciphertext (Cr′

0 , Cr′

1 , C2) without knowing logg Cr′

0 , where r′ ∈ Zp

is a random. In other words, this scheme is malleable, and hence, insecure.
Our proposed scheme is considered as an enhanced version of the above scheme

with non-malleability by using a similar technique to [15]. More specifically, in
the proposed scheme, for each encryption the sender is enforced to choose a dis-
tinct subset from {X0, . . . , Xk, Y0, . . . , Yk} (instead of single X0), and therefore,
the above attack does not work any more. Consequently, the resulting scheme
becomes CCA-secure.
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The security of the above scheme is formally addressed as follows:

Theorem 1. Let G be a multiplicative group with prime order p, and h be a
(p1, p2) hardcore bit function in G. Then, the above scheme is (p−1

1 (τ − o(τ)),
p−1
2 (εgdh), qD) CCA-secure assuming the (τ, εgdh) GDH assumption holds in G.

Proof. Assume we are given an adversary A which breaks CCA-security of the
above scheme with running time τ , advantage ε, and qD decryption queries.
We use A to construct another adversary B which, by using the DDH oracle,
distinguishes hardcore bit h of the (gap) Diffie-Hellman key in G. This suffices for
proving CCA-security of our scheme under the GDH assumption since existence
of an algorithm which distinguishes a hardcore bit of the gap Diffie-Hellman
key immediately implies existence of another algorithm which solves the GDH
problem by the definition. Define adversary B as follows:

1. For a given GDH instance (g, gα, gβ), B picks a random bit γ, and (a0, . . . , ak,
b0, . . . , bk) ∈ Z2k+2

p . Let v�
i be (i + 1)-th bit of ((gβ)2‖γ) for 0 ≤ i ≤ k.

2. B sets Z = gα, and (Xi, Yi) = (gai , (gα)bi) if v�
i = 0, or (Xi, Yi) = ((gα)ai , gbi)

if v�
i = 1, for i = 0, . . . , k.

3. B inputs public key PK = (G, g, X0, . . . , Xk, Y0, . . . , Yk, Z) and challenge
ciphertext ψ� = (gβ, (gβ)μ0 , . . . , (gβ)μk , γ) to A where μi = ai if v�

i = 0, or
μi = bi if v�

i = 1 for i = 0, . . . , k.
Notice that ψ� is a valid ciphertext for plaintext γ ⊕ h(gαβ) ∈ {0, 1}. We
also note that since the pair of plaintexts (M0, M1) which are challenged is
always (0, 1), without loss of generality B may give ψ� to A at this stage.

4. When A makes decryption query ψ = (C0, C1,0, . . . , C1,k, C2) ∈ Gk+2×{0, 1}
(if a query is not in this form, then B simply rejects it), B proceeds as follows:
(a) B determines a binary string (vi)0≤i≤k = ((C0)2‖C2), and checks whether

for all i = 0, . . . , k,

logg Ui
?= logC0

C1,i

by using the DDH oracle (See Sec. 2.2), where Ui = Xi if vi = 0, or
Ui = Yi if vi = 1. If ψ is in an invalid form, then B responds with “⊥”.

(b) If ψ is in a valid form, then B picks (one of) i such that vi �= v�
i . (We

note that there always exists at least one such i if ψ �= ψ�.) B also picks
C1,i and calculates C

1/ai

1,i = Cα
0 if vi = 0, or C

1/bi

1,i = Cα
0 if vi = 1. B

responds with M ′ = C2 ⊕ h(Cα
0 ) to A.

5. Finally, A outputs his guess b′ on γ ⊕ h(gαβ), and B outputs b′ ⊕ γ as his
guess on h(gαβ).

Obviously, the above simulation is always perfect without even any negligible
error probability. Therefore, B’s advantage is completely the same as A’s, i.e. ε.

4 A Comparison on “Easiness-to-Understand”

In this section, we discuss “easiness-to-understand” of our proposed scheme by
comparing it with the Kiltz scheme [25] and the Dolev-Dwork-Naor scheme [15]
by focusing on their techniques for responding to decryption queries.
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In our proposed scheme, for responding to a query the simulator picks a
component from the query, and un-masks it by an ordinary exponentiation.
Then, the simulator responds to the query with this result.

In the Kiltz scheme [25], there is only one redundant component in a cipher-
text (which is practical and beautiful), and the simulator always picks it for
extracting the answer of the query. However, since this construction utilizes the
Boneh-Boyen-like technique [5], it requires more complicated and non-intuitive
calculation than a single exponentiation. See, for example, Eq. (1) in the full
version of [25] for the required calculation.

In the Dolev-Dwork-Naor scheme [15], similarly to our scheme, the simulator
picks one of components of a decryption query, and simply decrypts this compo-
nent ciphertext. This is due to that the NIZK proof guarantees that all decryp-
tion results of all component ciphertexts are identitcal. Therefore, this scheme
is also considered easy-to-understand if we do not mind using an NIZK proof as
a black box. However, actually NIZK proofs require the Karp reduction from the
specific NP language (i.e. equality of plaintexts) to some NP complete language,
and furthermore, the assumption of existence of enhanced trapdoor permutations
is also necessary. Therefore, the full description of the scheme with a concrete
construction of the NIZK proof becomes more complicated than our scheme.

5 Extensions

In this section, we give some ideas for enhancing efficiency of the proposed
scheme. However, the structure of the resulting scheme becomes much less easy-
to-understand.

5.1 Compressing Keys

It is possible to compress the size of keys by using target collision resistant hash
functions (see Appendix C). Specifically, by replacing the vector (vi)0≤i≤k =
((C0)2‖C2) with another vector (v′i)0≤i≤�−1 = TCR(C0, C2) where TCR : G ×
{0, 1} → {0, 1}� is a target collision resistant hash function, sizes for both de-
cryption and public keys are reduced by approximately �/k � 1/2.3

5.2 Compressing Ciphertexts

Interestingly, our strategy of the security proof still works even if we compress
the redundant components of a ciphertext by a product as

ψ = (gr,

(

∏

vi=0

Xi ·
∏

vi=1

Yi

)r

, h(Zr) ⊕ M).

The ciphertext overhead (i.e. ciphertext size minus plaintext size) of the resulting
scheme becomes only two group elements, which is the same as the best known
schemes, e.g. [8, 25].
3 For �-bit security, the size of a group element is required to be at least 2�-bit long,

while the size of an output of TCR is required to be at least �-bit long.
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5.3 Expanding the Plaintext Space

Similarly to [25], we can expand the size of plaintexts for arbitrary length with
the GHDH assumption. Specifically, we replace the hardcore bit function h : G →
{0, 1}with another hash function h′ : G → {0, 1}ν where ν is sufficiently large, and
assume the GHDH assumption holds in G and h′. Then, by encrypting a plaintext
with CCA-secure DEM [20, 21, 22, 30] under the data encryption key h′(Zr) (in-
stead of the simple one-time pad). See Appendix C for CCA-secure DEMs.

5.4 Applying the above Extensions Together

Here, we give a concrete construction of an enhanced version of our proposed
scheme with all of the above extensions. Let G be a multiplicative group with
prime order p, and g ∈ G be a generator. Let TCR : G → {0, 1}� be a target
collision resistant hash function, and h : G → {0, 1}� be a hash function (such
that the GHDH assumption holds in G and h).4 Let (E, D) be a CCA-secure
DEM. Then, the construction of the enhanced scheme is as follows:

Setup(1k): Pick dk = (x0, . . . , x�−1, y0, . . . , y�−1, z) ∈ Z2�+1
p , and compute Xi =

gxi , Yi = gyi, and Z = gz for i = 0, . . . , � − 1. The decryption key is dk, and
the public key is

PK = (G, g, X0, . . . , X�−1, Y0, . . . , Y�−1, Z, h, TCR).

Encrypt(PK, M): For a plaintext M ∈ M, pick a random r
R← Zp, and com-

pute

ψ = (gr,

(

∏

vi=0

Xi ·
∏

vi=1

Yi

)r

, E(h(Zr), M)),

where vi is (i + 1)-th bit of TCR(gr). The ciphertext is ψ.
Decrypt(dk, ψ, PK): For a ciphertext ψ = (C0, C1, C2), check whether

∏

vi=0

(Cxi
0 ) ·

∏

vi=1

(Cyi

0 ) ?= C1,

where vi is (i + 1)-th bit of TCR(C0). If not, output ⊥. Otherwise, output
M = D(h(Cz

0 ), C2).

Theorem 2. Let G be a multiplicative group with prime order p, TCR be a
(τ, εtcr) target collision resistant hash function, and (E, D) be a (τ, εdem) CCA-
secure DEM. Then, the above PKE scheme is (τ − o(τ), εghdh + εtcr + εdem, qD)
CCA-secure assuming the (τ, εghdh) GHDH assumption holds in G and h.

The proof of the theorem is given in the full version of this paper.
The above scheme is much more efficient than the basic scheme in the previous

section, and especially its ciphertext overhead is only two group elements which
is the same as the best known schemes [8, 25]. However, this scheme is not very
easy-to-understand any more, and furthermore, is still less efficient than [25] in
all practical aspects.
4 For �-bit security, length of outputs for both TCR and h are determined as �-bit long.
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6 Random Oracle Model vs. Standard Model

Here, we give a brief comparison of our proposed scheme with ECIES by focusing
on their methods for simulating decryption oracles (under the GDH assumption).
This comparison would clarify an essential difference between the random oracle
model and the standard model. In both cases the main issue is that for given gr

and gx which are contained in a decryption query and a public key, respectively,
the simulator has to somehow produce gr·x without knowing x nor r.

In the security proof of ECIES, since the data encryption key is set as K =
H(gr·x) where H is a random oracle, one cannot properly encrypt a plaintext
without submitting gr·x to H . Hence, gr·x can be extracted from H-queries. We
notice that gr·x is not embedded in the ciphertext, and consequently this trick
does not require ciphertext redundancy which results in a very short ciphertext.
See Appendix A for ECIES.

On the other hand, in the security proof of our proposed scheme (and the
Kiltz scheme [25]), the simulator cannot observe the CCA adversary’s inputs to
h, and therefore, we have to enforce the CCA adversary to embed gr·x (with
a mask) into some redundant part (i.e. (C1,0, . . . , C1,k) in ψ) of the ciphertext
instead. The simulator extracts (masked) gr·x from such a redundant part by
using an incomplete decryption key. Hence, we see that it is difficult to remove
redundancy of a ciphertext in the standard model.

Construction of redundancy free CCA-secure PKE schemes under reasonable
assumptions in the standard model is a major open problem, and even in a
relaxed notion of CCA-security, only the DDH-based scheme in [12] achieves it.
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A A Brief Review of ECIES

Here, we give a brief review of ECIES [1]. Let G be a multiplicative group with
prime order p, and g ∈ G be a generator, and H : G → {0, 1}� be a hash function,
which will be viewed as a random oracle in the security analysis. Let (E, D) is
a CCA-secure DEM (see Appendix C). Then, the construction of ECIES is as
follows:

Setup(1k): Pick z
R← Zp, and compute Z = gz. The decryption key is z, and

the public key is PK = (G, g, Z, H).
Encrypt(PK, M): For a plaintext M ∈ M, pick a random r

R← Zp, and com-
pute ψ = (gr, E(H(Zr), M)). The ciphertext is ψ.

Decrypt(dk, ψ, PK): For a ciphertextψ = (C0, C1), outputM = D(H(Cz
0 ), C1).

Proposition 1 ([34]). Let G be a multiplicative group with prime order p, H be
a random oracle, and (E, D) be a (τ, εdem) CCA-secure DEM. Then, the above
scheme is (τ − o(τ), εgdh + εdem, qD) CCA-secure assuming the (τ, εgdh) GDH
assumption holds in G.

http://eprint.iacr.org/2007/036
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An intuitive explanation of the security is as follows: Due to the standard
KEM/DEM composition theorem [33], it is sufficient to prove that the KEM
part of the above scheme is CCA-secure (since the DEM part is already CCA-
secure). Therefore, for proving security, by using a CCA adversary A against the
KEM, we will construct another algorithm B which solves the GDH problem.

For a given GDH instance (g, gα, gβ), B sets PK = (G, g, gα, H), where ran-
dom oracle H is controlled by B, and C�

0 = gβ as a challenge ciphertext. PK

and (C�
0 , K�) is given to A, where K� R← {0, 1}� and A’s goal is to correctly

guess if K� = H(gαβ) or not. For a decryption query C0, by using the DDH
oracle O, B searches an H query w which has been submitted by A such that
(g, gα, C0, w) forms a Diffie-Hellman tuple. B returns H(w) if there is such an
H query, or a random KC0 ∈ {0, 1}� otherwise. Similarly, for an H query w, by
using O, B searches a decryption query C0 which has been submitted by A such
that (g, gα, C0, w) forms a Diffie-Hellman tuple. B responds as H(w) = KC0 if
there is such a decryption query, or H(w) R← {0, 1}� otherwise. B keeps the above
answers in his memory, and returns the same answer for the same query. Since
it is information-theoretically impossible to distinguish H(gαβ) from a random
�-bit string without submitting gαβ to H , A submits it to random oracle H at
some point. Therefore, B can also output gαβ with non-negligible probability by
picking it from A’s H queries (and B can correctly select it with the help of O).

B The ElGamal PKE Scheme with the GDH Assumption

Let G be a multiplicative group with prime order p, and g ∈ G be a generator.
Then, the construction of the GDH-based semantically secure PKE scheme is as
follows:

Setup(1k): Pick z
R← Zp, and compute Z = gz. The decryption key is dk = z,

and the public key is PK = (G, g, Z, h) where h is a hardcore bit function
in G.

Encrypt(PK, M): For a plaintext M ∈ {0, 1}, pick a random r
R← Zp, and

compute ψ = (gr, h(Zr) ⊕ M). The ciphertext is ψ.
Decrypt(dk, ψ, PK): For a ciphertext ψ = (C0, C1), output M = C1 ⊕ h(Cz

0 ).

Theorem 3. Let G be a multiplicative group with prime order p, and h be a
(p1, p2) hardcore bit function in G. Then, the above scheme is (p−1

1 (τ − o(τ)),
p−1
2 (εgdh), 0) CCA-secure (i.e. semantically secure) assuming the (τ, εgdh) GDH

assumption holds in G.

Proof. Assume we are given an adversary A which breaks semantic security of
the above scheme with running time τ and advantage ε. We use A to construct
another adversary B which distinguishes hardcore bit h of the Diffie-Hellman
key in G. This suffices for proving semantic security of the above scheme under
the GDH assumption. Define adversary B as follows: For a given GDH instance
(g, gα, gβ), B sets PK = (G, g, gα, h) and ψ� = (gβ , γ) where γ is a random bit.
PK and ψ� are given to A. Finally, A outputs his guess b′ on γ ⊕ h(gαβ), and B
outputs b′ ⊕ γ as his guess on h(gαβ).
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Obviously, we can also prove semantic security of the above scheme under the
computatinal Diffie-Hellman assumption since in the above proof the DDH oracle
is never used. However, for enhancing it to have CCA-security we need the DDH
oracle.

C Cryptographic Tools

C.1 Target Collision Resistant Hash Functions

Let TCR : X → Y be a hash function, A be an algorithm, and A’s advantage
AdvTCRA be

AdvTCRA = Pr[TCR(x′) = TCR(x) ∈ Y ∧ x′ �= x| x
R← X ; x′ R← A(x)].

Definition 5. We say that TCR is a (τ, ε) target collision resistant hash function
if for all τ -time algorithm A, we have that AdvTCRA < ε.

It is obvious that any injective mapping can be used as a perfectly secure target
collision resistant hash function.

C.2 Data Encapsulation Mechanism

The Model. A data encapsulation mechanism (DEM) scheme consists of the
following two algorithms:

E(K, M) Takes as input a data encryption key K ∈ K and a plaintext M ∈ M,
and outputs a ciphertext ψ.

D(K, ψ) Takes as input a data encryption key K ∈ K and a ciphertext ψ, and
outputs the plaintext M ∈ M.

We require that if ψ ← E(K, M) then D(K, ψ) = M .

Chosen-Ciphertext Security. CCA-security of a DEM is defined using the
following game between an attack algorithm A and a challenger. Both the chal-
lenger and A are given 1k as input.

Setup. The challenger chooses a data encryption key K ∈ {0, 1}k.
Query I. Algorithm A adaptively issues decryption queries ψ1, . . . , ψm. For

query ψi, the challenger responds with D(K, ψi).
Challenge. At some point, A submits a pair of plaintexts (M0, M1) ∈ M2.

Then, the challenger picks a random b ∈ {0, 1}, runs algorithm E to obtain
the challenge ciphertext ψ�←E(K, Mb), and give ψ� to A.

Query II. Algorithm A continues to adaptively issue decryption queries ψm+1,
. . . , ψqD . For query ψi(�= ψ�), the challenger responds as Query I.

Guess. Algorithm A outputs its guess b′ ∈ {0, 1} for b and wins the game if
b = b′.

Let AdvDEMA denote the probability that A wins the game.

Definition 6. We say that a DEM is (τ, ε, qD) CCA-secure if for all τ -time algo-
rithms A who make a total of qD decryption queries, we have that |AdvDEMA −
1/2| < ε.



Remarks on the Attack of Fouque et al. against
the �IC Scheme

Naoki Ogura and Shigenori Uchiyama

Tokyo Metropolitan University
ogura-naoki@ed.tmu.ac.jp, uchiyama-shigenori@tmu.ac.jp

Abstract. In 2007, �-Invertible Cycles (�IC) was proposed by Ding et
al. This is one of the most efficient trapdoors for encryption/signature
schemes, and of the mixed field type for multivariate quadratic public-
key cryptosystems. Such schemes fit on the implementation over low cost
smart cards or PDAs. In 2008, Fouque et al. proposed an efficient attack
against the �IC signature scheme by using Gröbner basis algorithms. How-
ever, they only explicitly dealt with the odd case, i.e. � is odd, but the
even case; they only implemented their proposed attack in the odd case. In
this paper, we propose an another practical attack against the �IC encryp-
tion/signature scheme. Our proposed attack does not employ Gröbner ba-
sis algorithms, and can be applied to the both even and odd cases. We show
the efficiency of the attack by using some experimental results. Further-
more, the attack can be also applied to the �IC- scheme. To the best of
our knowledge, we for the first time show some experimental results of a
practical attack against the �IC- scheme for the even case.

1 Introduction

In 2007, Ding, Wolf and Yang [4] proposed �-Invertible Cycles (�IC), which is a
trapdoor for public-key encryption/signature schemes, and also proposed �IC-,
which is a signature scheme as a variation of it. The security of these schemes is
based on the hardness of solving simultaneous multivariate quadratic equations
(MQ system) over a finite field whose characteristic is two; we call the problem
“MQ problem”. The problem of deciding whether an MQ system has a solution
or not belongs to NP-complete, and quantum polynomial algorithms for solving
the MQ problem are still unknown. It has been expected that public-key cryp-
tosystems based on NP-complete problems like the MQ problem will replace the
schemes based on the integer factorization or discrete logarithm problems which
will be efficiently solved by quantum computers. Moreover, the schemes based
on the MQ problem are very practical under limited computational resources,
such as smart cards or PDAs. The �IC scheme is more efficient than Quartz[3]
under the same security level.

In 2007, Dubois, Fouque, Shamir and Stern [8] proposed a practical attack
against SFLASH which is called C∗− scheme with specific parameters. The �IC-
signature scheme is similar to SFLASH. In 2008, Fouque, Gilles, Perret and Stern
proposed an efficient attack against the �IC signature scheme by using Gröbner
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basis algorithms. However, they only considered the cryptanalysis under some
condition; namely, they only considered the case that a secret-key as a pair of
two transformations S, T is a pair of linear maps not affine ones. Also, they
only explicitly dealt with the odd case, i.e. � is odd, but the even case; they only
implemented their proposed attack in the odd case.

In this paper, we propose an another practical attack against the �IC en-
cryption/signature scheme. Our proposed attack does not employ Gröbner basis
algorithms, and can be applied to the both even and odd cases. We show the
efficiency of the attack by using some experimental results under the most gen-
eral condition that a secret-key as a pair of two transformations S, T is a pair
of affine ones. To the best of our knowledge, we for the first time show some
experimental results of a practical attack against the �IC- signature scheme for
the even case.

This paper is organized as follows. In Section 2, we will briefly introduce �-
Invertible Cycles. In Section 3, 4, we will propose the attack against �IC. In Section
5, we will show our experimental results. In Section 6, we will conclude this paper.

2 �-Invertible Cycles

In this section, we will describe about public-key cryptosystems based on the
multivariate quadratic equations (Multivariate Quadratic public-key Cryptogra-
phy: MQPKC), and �IC (�-Invertible Cycles) and �IC- schemes.

2.1 MQPKC

We will briefly review about public-key cryptosystems based on the MQ prob-
lem. Matsumoto and Imai[16] proposed the first MQPKC scheme. In the last few
decades, there has been enormous amount of work devoted to this area. Most
public-key cryptosystems based on the MQ problem use a trapdoor function
below. For two vector spaces Kn1 and Kn2 over a finite field K = Fq whose
characteristic is 2, we construct a public-key as a map P : Kn1 → Kn2 . Each
scheme has the map F : Kn1 → Kn2 whose inverse images are efficiently com-
putable. This map, which is constructed by the n2 quadratic polynomials with
n1 variables, is called “central map.” We generate a secret-key as a pair of two
bijective affine transformations (S, T ). We call these transformations “secret
transformations.” Of course, the inverse images of secret transformations is easy
to compute if these transformations are known. Finally, the map P = T ◦F ◦S is
made to public. Since it is believed that solving the MQ problem is intractable,
we may assume that it is difficult to compute an inverse image for the public-key
if secret transformations are unknown.

For the encryption scheme use, Alice (a sender) sends a ciphertext C = P (m),
where m is a plaintext and P is Bob’s public-key. Bob (a receiver) obtains
m = P−1(C), where P−1 = S−1 ◦ F−1 ◦ T−1. For the signature scheme use, on
the other hand, Alice (a signer) generates a signature σ = P−1(m), where m is
a message and P is Alice’s public-key. Bob (a verifier) checks whether m = P (σ)
or not.
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Many central maps are classed as four basic types below.

– MIA (Matsumoto-Imai Scheme A, C∗)[16], [18]
– HFE (Hidden Field Equations)[21]
– UOV (Unbalanced Oil and Vinegar)[20], [17]
– STS (Stepwise Triangular Systems)[15], [25]

Although these schemes are efficient, some of them are broken. So some mod-
ifiers have been proposed for enforcing schemes against known attacks. For more
information about the modifiers, [24] is very useful for us. Ding et al. [4] recom-
mended three modifiers for �IC schemes below.

– Minus [23]
– Internal Perturbed Plus [21], [7], [6], [5]
– Embedding [4], similar to Fixing [2]

We will describe �IC-, which is a variation of �IC with the Minus method later.

2.2 �IC

We will show the central map based on �IC scheme [4]. Let � ≥ 2 be a divisor
of n := n1 = n2. Define L by an n/�-dimensional extended field of K = Fq. An
L-vector space L� can be identified to a K-vector space Kn with a fixed basis
over K. Fix the values (λ1, . . . , λ�) ∈ {0, . . . , n/� − 1}�. Then, the central map
of �IC scheme is

F : L� → L�; (A1, . . . , A�) �→ (A1
qλ1

A2, . . . , A�
qλ�

A1) . (1)

In addition, in [4], the concrete values of λi were proposed due to efficiency of
computation of the inverse image:

λ1 =
{

0 (� : odd)
1 (� : even) , λi = 0 (2 ≤ i ≤ �) (2)

In the case when � is even, the condition that q = 2 (i.e. K = F2), are required
for bijectivity of the central map. Then, for A = (A1, . . . , A�), the explicit central
map of these schemes is given as follows.

F (A) =
{

(A1A2, A2A3, . . . , A�A1) (q : a power of two) for � : odd
(A2

1A2, A2A3, . . . , A�A1) (q = 2) for � : even (3)

We call these scheme odd-IC scheme and even-IC scheme, respectively.

2.3 �IC-

In [4], some schemes with modifiers were also proposed due to enforcing an �IC
scheme. The �IC- scheme is the scheme applied the Minus method to the �IC
scheme. Select an integer r < n, and define a projection map Π : Kn → Kn−r.
This scheme uses not P but ΠP = Π ◦ P as a public-key. This modification
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prevents attackers from breaking the scheme by using bijectivity of P . Because
of filling the requirements for security, r has to be some big integer. So this
scheme is used for not an encryption but a signature scheme.

Ding et al. [4] recommended a signature scheme based on a 3IC- scheme. But
they did not mention about specific construction of the scheme. We will describe
the possible concrete construction of this scheme below. This construction is the
same as that of SFLASH [1].

Secret-key

1. Generate the bijective affine transformation S : Kn → Kn. To be more
precise, generate randomly an n-dimensional non-singular matrix SL and an
n-dimensional vector SC over K, and set a function S(x) = SLx + SC .

2. Similarly, generate the affine transformation T : Kn → Kn (i.e. a matrix TL

and a vector TC).
3. Generate a random binary string Δ (enough long to satisfy security require-

ments).

Let a secret-key be (S, T, Δ).

Public-key
Construct a map P = T ◦ F ◦ S, where F is the bilinear map over (L∗)� below.

F ((A1, A2, A3)) = (A1A2, A2A3, A3A1) (Ai ∈ L) (4)

Recall that Kn is identified to L�. By a projection Π : Kn → Kn−r, let a public-
key be Π ◦ P .

Signing
We regard the binary strings with length lg q as the elements over K.

1. By applying a hash function to a message, generate V ∈ Kn−r.
2. By applying a hash function to the concatenation between V and Δ, generate

W ∈ Kr.
3. By concatenating between V and W , generate B ∈ Kn. Let a signature be

P−1(B) = S−1(F−1(T−1(B))).

Verification

1. By applying the hash function to the message, generate Y ∈ Kn−r.
2. Verify that Y corresponds with the element generated by applying Π ◦ P to

the signature.

3 Attack against �IC

In this section, we will give an attack against �IC schemes.
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Table 1. The algorithm of an attack against odd-IC scheme

Input: a public-key P , parameters q, n, �, a message m (resp. a ciphertext c)
Output: the valid signature against m (resp. the plaintext for c)
{(Reduction to linear transformation)}

{νj} ← Linear part of P
{ζij} ← Quadratic (not squared) part of P
vspace ← Kernel of {νj}
v ← A vector of the vspace satisfying equation(6)
PL(x) := P (x− v)− P (−v)
{(Forging (resp. Deciphering))}

{(γ(k), γ′(k))} ← {(γ(k), γ′(k))} satisfying forging equations (11)
V ← The element over Kn generated by applying hash function to m (resp. c)
y ← V − P (−v)
xspace ← Space of x satisfying forging equations (11) for y
x ← A vector of the xspace satisfying y = PL(x)
return x− v

3.1 Summary of Attack against �IC

In this subsection, we will show a brief sketch of our attack against �IC. The
Table 1 shows an algorithm of breaking both a signature scheme (forging) and an
encryption scheme (deciphering) based on odd-IC schemes. The attack will be
applied to other �IC schemes. The attack against �IC consists of 2 steps below.

– Reduction to linear transformation
– Forging a signature(resp. Deciphering)

In this attack, we employ a property of the easily invertible central map F , which
is taken over a public-key P . The MQ problem is reduced to the linear system
problem.

3.2 Reduction to Linear Transformation

Some attacks against MQPKC need that S and T are not only the affine but
the linear transformations. The reduction attacks in the cases of SFLASH [14],
[13] and HFE [10] were proposed. This process is used for the attack by using
a differential against the Minus method. Moreover, this reduction is also useful
for our attack against �IC schemes. We will see in the next section.

As is well known, a polynomial is called a quadratic form or a homogeneous
polynomial if all terms of it have degree 2. As for �IC, each coordinate of F is
a quadratic form. We will see how to use this property. The aim of this attack
is to find v = (v1, . . . , vn) := S−1

L · Sc. Since each coordinate of F is a quadratic
form, that of PL(x) := P (x − v) − P (−v) is also the quadratic form, whose
coordinate consists of only quadratic (including squared) part of that of P . Here,
define the differential[12] by a bilinear function below. This function is useful for
cryptanalysis against the schemes based on the MQ problem.

DP (a, b) := P (a + b) − P (a) − P (b) + P (0) (5)
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We will describe in detail the way of using the differential for an attack against
the Minus method later. By definition of DP , the equation below can be easily
shown.

−DP (x, −v) = P (x) − PL(x) − P (0) (6)

Because the right hand of (6) consists of only linear part of P , it is efficiently
computable from the public-key P . Then, we can compute v by solving the linear
equations created from (6). Since (a, P (a)) corresponds to (b = a + v, PL(b) =
P (a) − P (−v)), the function PL, whose S and T are linear, give information
about the public-key P .

3.3 Forging Equation

We will adapt the attack against C∗ scheme[22] to �IC scheme. Because of concise
representation of index, let μ be the function below for each i ∈ Z. Note that
this symbol is different from [4]’s one.

μ(i) :=
{

� (� | i)
i mod � (otherwise) , (7)

where mod express the least non-negative residue. This residue is called the
“least positive residue”.

The obvious relation below is derived between (B1, . . . , B�) = F ((A1, . . . , A�))
= (A1

qλ1
A2, . . . , A�

qλ�
A1).

Aμ(i+2)Bi
q

λμ(i+1) − Ai
q

λi+λμ(i+1)
Bμ(i+1) = 0 (8)

Let y be P (x). Then, T−1(y) = F (S(x)), where S and T are some bijective affine
transformation. By applying (8) to this equation, the simple relation below is
found.

∑

1≤i,j≤n

γij
(k)xiyj +

n
∑

i=1

(αi
(k)xi + βi

(k)yi) + δ(k) = 0 , (9)

where γij
(k), αi

(k), βi
(k), δ(k) ∈ K. This relation induces linear equations be-

tween x and y(= P (x)). We call this relation forging equation.
Here, let us examine the number of linear independent equations, i.e. the rank

of the coefficient matrix. In the case of even-IC scheme, almost all y makes full
rank system. So we can easily forge signatures based on even-IC schemes by using
equations (9). In the case of odd-IC scheme, On the other hand, unfortunately
an linear dependent equation exists because λ1 = λ2 = · · · = λ� = 0. Thus, (9)
gives us only (n − k)-dimensional equations, so we need exhaustive search from
k-dimensional space.

Odd Case. In this subsection, we will give different relation from (8). Put
(B1, . . . , B�) = F ((A1, . . . , A�)) = (A1A2, . . . , A�A1) for an odd-IC scheme. Us-
ing the technique of computation of inverse images shown in [4], we can obtain
the relation below.
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(�−1)/2
∏

j=0

Bμ(i+2j) = Ai
2

(�−1)/2−1
∏

j=0

Bμ(i+2j+1) (10)

Note that the map Ai �→ Ai
2 is bijective since Ai is in K, whose characteristic

is two. Like the previous subsubsection, for y = P (x), we can find the relation
q1(y1, . . . , yn) = q2(x1, . . . , xn, y1, . . . , yn), where the total degree of the polyno-
mial q1 and q2 is (� + 1)/2.

Now we show an advantage of linearity of S and T . By applying (10) to
y = P (x) in this case, more simple relation below is found.

∑

|w1|=(�+1)/2

γw1
(k)yw1 =

n
∑

i=1

∑

|w2|=(�−1)/2

γ′iw2
(k)

xi
2yw2 , (11)

where we define yw = yc1 · · · yc|w| for y = (y1, . . . , yn) ∈ Kn and w = (c1, . . . ,

c|w|) such that 1 ≤ ci ≤ n. For example, in the case that � = 3, the equation
below is induced.

∑

1≤i1≤i2≤n

γi1i2
(k)yi1yi2 =

∑

1≤i,j≤n

γ′ij
(k)

xi
2yj (12)

Thus the reduction attack in Section 3.2 has the advantage that we can save
computational space.

4 Attack against �IC-

We will describe an attack against �IC-, which is a Minus variation of �IC.

4.1 Summary of Attack Against �IC-

In this section, we will show a brief sketch of our attack against �IC- schemes.
The Table 2 shows an algorithm of breaking signature schemes based on odd-
IC− scheme. Remember that �IC- scheme is used for a signature scheme only
(not an encryption one). The attack against �IC- consists of 3 steps below.

– Reduction to linear transformation
– Recovering the deleted part by using a differential
– Forging a signature

This attack is summarized as follows. First of all, the secret affine transforma-
tions S and T are reduced to the linear transformation. Secondly, we recover the
part which is deleted by the projection in the time of transforming �IC to �IC-.
Finally, we can apply the attack against �IC.

The first and third step were already showed at the previous section. In the
next subsection, we will explain details of the second step.
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Table 2. The algorithm of an attack against odd-IC− scheme

Input: a public function ΠP , parameters q, n, �, r, a message m
Output: the valid signature for m
{(Reduction to linear transformation)}

{νj} ← Linear part of ΠP
{ζij} ← Quadratic (not squared) part of ΠP
vspace ← Kernel of {νj}
v ← A vector of the vspace satisfying equation(6)
ΠPL(x) := ΠP (x− v)−ΠP (−v)
{(Recovering the deleted part by using a differential)}

ΠDPL(a, x) := ΠPL(x + a)−ΠPL(x)−ΠPL(a)
Nspace ← Space of N which is kernel of function (21)
while true do

{(Forging)}
Nξ ← Regular(not scalar) matrix of Nspace
Pf ← Function Kn → Kn(full rank) by adding (ΠPL) ◦Nξ to ΠPL

γspace ← {(γ(k), γ′(k))} satisfying forging equations (11)
if rank(γspace) ≤ n then
{(γ(k), γ′(k))} ← γspace
break

end if
end while
V ← The element over Kn−r generated by applying hash function to m
y ← The element over Kn generated by V −ΠP (−v) (with random padding)
xspace ← Space of x satisfying forging equations (11) for y
x ← A vector of the xspace satisfying y = PL(x)
return x− v

4.2 Recovering with Differential

In [11], �IC- schemes were broken. This is an application of the attack against
SFLASH [8], [9]. We will describe in detail this attack. In what follows, we
assume that secret transformations are the linear transformation.

For ξ := (ξ1, . . . , ξ�) ∈ L�, define

Mξ : L� → L�

(A1, . . . , A�) �→ (ξ1A1, . . . , ξ�A�) . (13)

We can check F ◦Mξ = MF (ξ) ◦F . Here, remember that a differential DF (A, B)
= F (A+B)−F (A)−F (B)+F (0). For A = (A1, . . . , A�) and B = (B1, . . . , B�),
we have the specific form of DF below.

DF (A, B) = (A1
qλ1

B2 + B1
qλ1

A2, . . . , A�
qλ�

B1 + B�
qλ�

A1) (14)

So we can see

DF (Mξ(A), B) + DF (A, Mξ(B)) = Lξ(DF (A, B)) , (15)

where Lξ := M
(ξ1

qλ1 +ξ2,...,ξ�
qλ� +ξ1)

.
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A differential has various properties. If S is linear, the relation between DF
and DP is easily shown as follows.

DP (a, b) = (T ◦ DF )(S(a), S(b)) (16)

Thus, DP , which is generated by a public-key P , takes over properties of DF .
Let Nξ be S−1 ◦ Mξ ◦ S, let N ′ξ be T ◦ Lξ ◦ T−1. The property (16) gives us the
useful equation below.

(Π ◦ DP )(Nξ(a), b) + (Π ◦ DP )(a, Nξ(b))
= Π(N ′ξ(DP (a, b))) (17)

Let BSNξ
be the function which represents left side of (17). Then, we obtain the

simple relation below.

BSNξ
(a, b) = Π(N ′ξ(DP (a, b))) (18)

We will see how to compute Nξ by using this relation in the next subsubsection.
If once we find Nξ, we can recover the projected part. By the definition of Nξ,

we can arrive at the useful property as the following.

(Π ◦ P )(Nξ(x)) = Π(T (F (Mξ ◦ S)(x)))
= Π((T ◦ MF (ξ))(F ◦ S)(x)) (19)

Then recovering the deleted part by the projection Π is done as stated below.

Pf := (P (1), . . . , P (n−r), P (1) ◦ Nξ, . . . , P (r) ◦ Nξ) (20)

Note that Pf does not have to correspond with original P because a verifier
checks Π(Pf ) only.

Compute Nξ on Odd Case. We consider a way of computation of Nξ. To
find a solution of Nξ, we apply the technique of [8] or [9]. The difference of the
attack between [8] and [9] is caused by whether kernel of Lξ is trivial or not.
On the context of odd-IC scheme, by the definition that Lξ := M(ξ1+ξ2,...,ξ�+ξ1),
we can find a non-trivial kernel, which is ξ1 = ξ2 = · · · = ξ�. In other words, a
solution that the right side of (18) equals 0 exists. This leads us a computation
method of Nξ, i.e. solving kernel of the function below.

(Π ◦ DP )(Nξ(a), b) + (Π ◦ DP )(a, Nξ(b)) (21)

By the cryptanalysis similar to that of [9], we expect that Nξ is computable
under the condition that r ≤ n − 3.

Compute Nξ on Even Case. On the other hand, in the case of even-IC
scheme, we can find only a trivial kernel. This is because Lξ = M(ξ1

2+ξ2,...,ξ�+ξ1)
= 0 is equivalent to ξ1 = ξ2 = · · · = ξ� ∈ F2. So we apply the technique of [8].
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Let cij be the (i, j)-element of N ′ξ. Then the equation (18) is equivalent to the
relation below for i = 1, . . . , n − r.

BS
(i)
Nξ

=
n

∑

j=1

cijDP (j) (22)

We cannot solve directly the equation (22) since DP (n−r+1), . . . , DP (n) are in-
cluded in it. However, we expect that, for some i, BS

(i)
Nξ

is in the space generated

by only DP (j) (j = 1, . . . , n − r). We can solve this relations for i = 1, 2, 3 and
obtain non-trivial Nξ. Applying the [8]’s analysis to this scheme, Nξ can be prob-
ably induced under the condition that r is up to (n − 2)/3.1 Our experimental
results implies that this assertion is almost correct.

5 Experimental Results

In this section, we will show some computational results of attacks against �IC
and �IC-. The computational complexity of our attack will be discussed.

5.1 �IC Case

The following is a summary of our attack against �IC schemes.

1 Reduction to linear transformation
2 Forging a signature (resp. Deciphering)

2–1 Finding forging equations (9), (11)
2–2 Forging a signature (resp. Deciphering) by using the forging equations

Note that we start this algorithm directly from step 2 in the case that K = F2.
Main computation of this algorithm against odd-IC scheme is solving

O(n(�+1)/2)-dimensional linear equations over Fq in step2–1. So the asymptotic
computational complexity of this algorithm is

O(n3(�+1)/2 lg2 q) . (23)

Similarly, the complexity against even-IC scheme is O(n6 lg2 q).
We used the computer whose CPU is 2GHz AMD Opteron 246, memory is

4GB, and hard disk is 160GB. Magma[26] was used as a software for writing the
program. The Tables 3, 4 shows experimental results of our attack.

Comparing our attack with [11], our attack would not be so efficient. This
is because our attack is simple and completely analogous of Patarin’s attack
[22]. Fouque et al.[11] stated that Patarin’s attack is not efficient and used a
technique of Gröbner basis. However, the results show that Patarin’s attack is
still practical and polynomial time under the condition that � is small.

1 In [8], the idea of breaking SFLASH under the case that r < n/2 was also discussed.
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Table 3. Experimental Results against oddIC (over q = 28)

� 3 3 5
n 69 138 35
k 23 46 7

time[s] 1353.1 73814.7 82309.1

Table 4. Experimental Results against evenIC (over q = 2)

� 2 2 4 6
n 120 240 240 240
k 60 120 60 40

time[s] 327.1 5630.3 5618.9 5668.3

Table 5. Experimental Results against 3IC- (over q = 28)

n 30 36 48
k 10 12 16
r 10 12 16

time[s] 34.1 79.3 321.6

Table 6. Experimental Results against 2IC- with linear (over q = 2)

n 40 60 80
k 20 30 40
r 10 15 20

time[s] 317.3 2021.3 7725.6

5.2 �IC- Case

We will explain about our attack experiments against �IC- schemes. In this
section, we classify our algorithm into 5 steps below.

1 Reduction to linear transformation
2 Recovering the deleted part by using a differential

2–1 Finding linear equations using a differential
2–2 Solving the equations and recovering the part deleted by a projection

3 Forging a signature
3–1 Finding forging equations (9), (11)
3–2 Forging a signature by using the forging equations

This method does not ensure whether we obtain non-trivial Nξ = S−1 ◦ Mξ ◦ S
in step 2–2. So our algorithm checks whether we can find non-trivial forging
equations (9) in step 3–1. Computational results show that almost all parameters
pass this check.
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Once forging equation(9) are found, we can forge a signature by only executing
step 3–2, which is an easy task. The computational complexity of this algorithm
is the same as that of the �IC case above. The main operations of our algorithm
are step 2 and step 3–1.

Results of attack experiments against proposed parameter at [4] is shown at
the Table 5. We also show some experimental results against 2IC- schemes under
the condition that secret transformations are linear at the Table 6.

6 Conclusion

We proposed a practical attack against the �IC schemes. This attack can be ap-
plied to the �IC- signature scheme under the most general condition that secret
transformations are affine. Also, oddIC− schemes (with affine secret transfor-
mations) for small � are efficiently broken by our proposed attack. Furthermore,
we carried out computational experiments of the attack against 3IC- signature
scheme with the recommended parameters in [4] and showed that forging a sig-
nature is efficiently computable. Here we note that these attacks wold not be
applied directly to solving the all MQ problems. Main emphasis of our attack is
that, by using a property of the central map F , the MQ problem is reduced to
solving the linear equations. We used the property to obtain forging equations,
which is linear relations between the domain and the image of a public function
P . Also, the differential DF enables us to fill the deleted part by a projection.
Fouque et al.[11] stated that Patarin’s attack would not be efficient, so they used
Gröbner basis algorithms. On the other hand, our experimental results explic-
itly showed that Patarin’s attack is still practical and polynomial time under the
condition that � is small.
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Appendix A Implementation of Our Attack

In this appendix, we concentrate on a specific implementation of our attack in
detail.

We only assume that we can compute P (x)(or ΠP (x)) for all given x. So,
at first we examine a construction of the public key P (or ΠP ). Because P =
T ◦F ◦S, where S, T are affine transformations over K and F can be expressed
as a quadratic map over K (by using a K-linear map from L� to Kn), P =
(P (1), . . . , P (n))(or ΠP = (P (1), . . . , P (n−r))) has a polynomial expression over
K below.

P (k)(x) =
∑

1≤i<j≤n

ζij
(k)xixj +

∑

1≤i≤n

ζii
(k)xi

2 +
∑

1≤j≤n

νj
(k)xj + ε(k)

(ζij
(k), νj

(k), ε(k) ∈ K), (24)

where x = (x1, . . . , xn) ∈ Kn. We call each summation of (24), the bilinear part,
the squared part, the linear part and the constant part, respectively.

The polynomial expression of P is obtained by the following procedure. Let
e1, . . . , en be the canonical basis overKn. (i.e. e1 = (1, 0, · · · , 0), e2 = (0, 1, · · · , 0)
and so on.) We can check the formula for the bilinear and constant part below.

ζij
(k) = P (k)(ei + ej) − P (k)(ei) − P (k)(ej) + P (k)(0) (for i �= j) (25)

ε(k) = P (k)(0) (26)

Moreover, when K �= F2, we can see the equations for the squared and linear
part below.

ζii
(k) =

1
z − z2 (zP (k)(ei) − P (k)(z · ei) − (z − 1)ε(k))

νi
(k) =

1
z2 − z

(z2P (k)(ei) − P (k)(z · ei) − (z2 − 1)ε(k)),

where z is some element of K \ F2.
In the case when K = F2, we use more complicated techniques. 2 We in-

troduce an (another) polynomial expression over L; P is transformed into P =
(P(1), . . . , P(�)) below.

P
(k)(X) =

∑

1≤i<j≤�

∑

0≤α,β<n/�

Zαβij
(k)Xi

qα

Xj
qβ

+

∑

1≤i≤�

∑

0≤α≤β<n/�

Zαβii
(k)Xi

qα+qβ

+

∑

1≤j≤�

∑

0≤α<n/�

Nαj
(k)Xj

qα

+ E(k)

(Zαβij
(k), Nαj

(k), E(k) ∈ L), (27)
2 Of course, if we consider that P has no squared part, computing the linear part is

easy. However, since we use a feature that F (k) is a quadratic form, P may have
both of the squared and linear part.
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where X = (X1, . . . , X�) ∈ L�. Note that this expression is the most general
representation of multivariate quadratic systems. (i.e. � = 1 induces the “mul-
tivariate representations” and � = n the “univariate representations”. See [24].)
The coefficients Zαβij

(k), Nαj
(k), E(k) can be computed by using the linear

algebra. Precisely speaking, compute P(X) for distinct 1
2n(n+1)(n+2) X , rep-

resents a system of linear equations and solve the system. By transforming P

into P , we can obtain the polynomial expression over K.
Here, implementation of (6) is discussed. As we stated above, each coordinate

of PL(x) = P (x−v)−P (−v) is a quadratic form. (The fact that each coordinate
of F (x) is a quadratic form is essential.) Then linear part of P (x − v) equals 0:

∑

j

νj
(k)xj −

∑

1≤i<j≤n

ζij
(k)(vixj + vjxi) = 0 (28)

Especially, we find the equation
∑

j νj
(k)vj = 0 by substituting x = v into the

equation above. So we compute a kernel of νj(which we called vspace in our
algorithms) and find a vector of the vspace satisfying (28).

Here, implementation of (6) is discussed. By definition of PL, DPL is expressed
as follows.

DPL
(k)(a, x) =

∑

1≤i<j≤n

ζij
(k)(aixj + xiaj), (29)

where a = (a1, . . . , an), x = (x1, . . . , xn). So we obtain the precise expression of
BSNξ

for Nξ = (nij)1≤i,j≤n.

BSNξ

(k)(a, x) =
∑

1≤i,j≤n

⎧

⎨

⎩

∑

l �=i

ζil
(k)(ajxl + xjal)

⎫

⎬

⎭

nij , (30)

where ζij
(k) = ζji

(k) (for i > j). By using the discussion on Section 4.2, the
linear algebra techniques enables us to compute Nξ.

Finally, we see how to forge a signature. Note that this step can be used for
deciphering. At first, we compute coefficients of forging equations (9), (11). This
task is accomplished by solving the linear system for distinct x. Once we obtain
the forging equations (9), (11), these equations enable us to forge a signature by
using the linear algebra. As we saw above, our attack is not key recovery attack
but forgery attack. However, we can compute efficiently many fake signatures
by using the same forging equations.
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Abstract. In Eurocrypt 2007, Camenisch, Hohenberger and Pedersen
introduced the notion of multi-signer batch verification and proposed
several efficient and practical batch verification schemes for signatures,
including a very efficient batch verification scheme for a multi-signer set-
ting without random oracles. This scheme is the most efficient in com-
parison with other existing schemes, but it can be applied only to the
multi-signer setting. We observe that amongst all existing batch verifi-
cation schemes, the fastest scheme for a single-signer setting is based on
the BLS short signature whose proof need resort to random oracles. It
is clear that batch verification for a single-signer setting is as important
as for multi-signer scenarios in some applications, especially where the
system has only a single signer, such as a secure time-stamping server or
a certificate generation server. However, to our knowledge, the efficient
batch verification of short signatures in a single-signer setting without
random oracles is a challenging open problem. In this paper, we propose
a new signature scheme from Gentry IBE that is as efficient as the BLS
short signature scheme in batch verification. We are able to prove its se-
curity without random oracles. Our signature is approximately 320 bits
in length, and a verification requires only two pairings for verifying n
signatures from a single signer.

Keywords: Batch verification, short signature.

1 Introduction

The notion of Batch Cryptography was first introduced by Fiat [5] in 1989.
Loosely speaking, batch verification is a kind of signature scheme where the
cost on verifying n signatures of different messages is less than conducting them
one by one. If signatures for a batch verification are generated by multiple sign-
ers, we call it multi-signer batch verification; otherwise, we call it single-signer
batch verification.
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Since the seminal work due to Fiat [5], many schemes about batch verification
were published (e.g., [3, 8, 9, 11, 12, 17]). Unfortunately, most of them were
broken. Recently, Camenisch, Hohenberger and Pedersen [4] extended the general
batch verification definition of Bellare, Garay and Rabin [3] to the case of multi-
signer. They proposed two batch verification schemes from existing signature
schemes of Waters IBS and BLS [1, 14, 16] and proposed an efficient batch
verification scheme of short signatures in a multi-signer setting without random
oracles (for simplicity, we denote it by CL∗). However, the CL∗ scheme requires a
time limitation where all signatures to be batch-verified should be signed in the
same period. We review the previous schemes in terms of two aspects: random
oracle model and standard model.

Random Oracles Model. Although the batch verification scheme can be derived
from RSA and DSA schemes, the much more efficient one is based on the BLS
short signature scheme [1], which possesses two main properties: (1) The sig-
nature length is very short, about 160 bits; (2) The computation only requires
two pairing operations for verifying n signatures from a single-signer. The BLS
scheme can also achieve multi-signer batch verification, but it’s not as efficient
as single-signer batch verification due to multiple pairings [7].

Standard Model. There are only two schemes presented in [4]. The first scheme,
denoted by Waters IBS, has the batch verifiability for both multi-signer and
single-signer settings. However, they are not efficient due to multiple pairings.
The second one, denoted by CL∗, has a short signature length and is very fast
in multi-signer batch verification, where a verification only requires three pair-
ings for verifying n signatures from multiple signers. However, the CL∗ scheme
requires that the signatures to be verified must be signed in the same period
and any signer can only issue one signature per period; therefore it cannot be
applied to single-signer batch verification.

In summary, the most efficient batch verification for a single-signer setting is
from the BLS scheme and for a multi-signer setting is from the CL∗ scheme. There-
fore, the remaining open problems are how to find a fast batch verification for a
single-signer setting without random oracles and how to find a fast batch verifica-
tion for both multi-signer and single-signer with or without random oracles.

1.1 Our Contribution

In this paper, we propose an efficient batch verification of short signatures for a
single-signer setting in the standard model from Gentry IBE [6] in order to fill
the gap outlined earlier. Our signature length is short (about 320 bits) and the
batch verification requires only two pairings for n signatures, which is almost
as efficient as the BLS scheme for single-signer that requires the random oracle
model. Similarly to the BB04 short signature [2], our short signature scheme is
provably secure under the q-Strong Diffie-Hellman (q-SDH) assumption.

Apart from the feature of batch verification, our signature scheme also cap-
tures other nice properties, i,e, ability of online/offline signing and feature of
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Table 1. Comparison on the cost for batch verification

CL∗ BLS Waters IBS Ours
Security Standard Model Random Oracles Standard Model Standard Model
Length 1 1 2 2

Multi-signers Fast Normal Normal Normal
Single-signer × Fast Normal Fast

Table 2. Comparison within the feature of online/offline signing

CL∗ BLS Waters IBS Ours
Security Standard Model Random Oracles Standard Model Standard Model
Length 2 2 3 2

Multi-signers Normal Normal Normal Normal
Single-signer × Normal Normal Fast

short signature length. Considering all these features, we show that our scheme
is much more efficient than all previous schemes.

To demonstrate that our single-signer batch verification scheme fills the gap,
we give a comparison in the following tables (Tables 1 and 2). We denote by
“1”, “2” , “3” the number of elements of a signature, respectively. We denote
by “Normal” the verification that requires multiple pairings related with the
number of signatures and by “Fast” the verification that requires only a few
pairings.

The rest of this paper are organized as follows. In Section 2, we provide the
preliminaries associated with our scheme, including the security model, batch
verification of signature, bilinear pairing and assumption. We present our sig-
nature scheme and its security proof in Section 3. In Section 4, we show the
batch verifiability of our signature scheme. We give a discussion in Section 5 and
conclude our paper in last Section.

2 Definition

In this section, we give the definition of signature security, batch verification of
signatures, bilinear pairing, assumptions and the notations of cost.

2.1 Signature Scheme

A signature scheme consists of three algorithms (G, S, V), for key generation,
signing, and signature verification, respectively. The security of a signature
scheme is modeled with unforgeability under a chosen message attack (UF-
CMA), where a game between a challenger C and an adversary A can be de-
scribed as follows :

Setup: The challenger C runs algorithm G to obtain a pair of signing key and
verification key (sk, vk). The adversary A is given vk.
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Query: A makes a signature query on message mi of his choice. C responds to
each query with a signature σmi = Ssk(mi). A can require qs message queries
at most.

Forge: A outputs a signature pair (m∗, σ∗) and wins the game if

1. A did not make a signature query on m∗;
2. σ∗ is a valid signature on m∗ for vk, i.e., Vvk(m∗, σ∗) = True.

We define AdvA as the probability that A wins in the above game.

Definition 1. A signature scheme is (t, qs, ε)-secure against UF-CMA attack if
no forger (t, qs, ε)-breaks it, where the forger A runs in time at most t, makes at
most qs signature queries, and AdvA is at least ε.

2.2 Batch Verification of Signatures

Definition 2. (Batch Verification of Signatures)[4] Let k be the security
parameter. Suppose (G, S, V) is a signature scheme, k ∈ poly(k), and (pk1, sk1),
· · · , (pkn, skn) are generated independently according to G(1k). Then we call prob-
abilistic Batch a batch verification algorithm when the following conditions hold:

– If V(pki, mi, σmi) = 1 for all i ∈ [1, n], then

Batch((pk1, m1, σm1), · · · , (pkn, mn, σmn)) = 1;

– If V(pki, mi, σmi) = 0 for any i ∈ [1, n], then

Batch((pk1, m1, σm1), · · · , (pkn, mn, σmn)) = 0.

2.3 Bilinear Pairing

The notation of bilinear pairing and bilinear pairing groups used in our short
signature scheme are as follows:

1. G1, G2, GT are three multiplicative cyclic groups of prime order p ;
2. g1 is a generator of G1 and g2 is a generator of G2;
3. ψ is an isomorphism from G2 to G1, with ψ(g2) = g1;
4. e : G1 × G2 → GT is the bilinear pairing.

Let G1, G2, GT be three groups as the above, such that |G1| = |G2| = |GT | = p.
A bilinear pairing is e : G1 × G2 → GT with the following properties:

– Bilinearity: for all u ∈ G1, v ∈ G2 and a, b ∈ Zp, we have e(ua, vb) = e(u, v)ab;
– Non-degeneracy: e(g1, g2) �= 1. In other words, if g1 be a generator of G1 and

g2 be a generator of G2, then e(g1, g2) generates GT ;
– Computability: It is efficient to compute e(u, v) for all u ∈ G1, v ∈ G2.
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2.4 The q-Strong Diffie-Hellman Assumption

Let G1, G2 be two cyclic groups of prime order p. Let g1 be a generator of G1 and
g2 be a generator of G2 such that g1 = ψ(g2). The q-SDH problem in (G1, G2)
is defined as follows: given g1, g2, g

a
2 , g

(a2)
2 , · · · , g(aq)

2 as input, it outputs a pair
(c, g1/(a+c)

1 ) for any c ∈ Zp. An algorithm A has advantage ε in solving the
q-SDH problem in (G1, G2) if

Pr
[

A(g1, g2, g
a
2 , g

(a2)
2 , · · · , g(aq)

2 ) = (c, g
1

a+c

1 )
]

≥ ε,

where the probability is over the random choice of generator g2 ∈ G2 with
g1 = ψ(g2), the random choice of a in Zp, and the random bits consumed by A.

Definition 3. We say that the (q, t, ε)-SDH assumption holds in (G1, G2) if
no t-time algorithm has advantage at least ε in solving the q-SDH problem in
(G1, G2).

2.5 Notations

We use the same definition of computation cost in [4]. Note that Lim [10] provides
a number of efficient methods for doing n-term exponentiations and Granger and
Smart [7] give improvements over the naive method for computing a product of
pairings. We define them explicitly.

n-MPs : s n-term pairings
∏n

i=1 e(gi, hi) where gi, hi ∈ G.
n-MEs

G
(k) : s n-term exponentiations

∏n
i=1 gai

i where gi ∈ G, |ai| = k.
Ps : s pairings e(gi, hi) for i = 1, 2, · · · , s where gi, hi ∈ G.
Es

G
(k) : s exponentiations gai for i = 1, 2, · · · , s where g ∈ G, |ai| = k.

GTs : Testing whether or not s elements are in the group G.
Hs : Hashing s values into the group G.
Ms : s multiplications in one or more groups.
ms : s modular multiplications in Zp.

3 Our Signature Scheme

We now present our short signature construction and then provide its security
proof. The construction is a modification from the private key generation of
Gentry IBE construction in [6].

3.1 Construction

Let (G1, G2) be bilinear groups where |G1| = |G2| = p for some prime p. The
short signature scheme can be described as follows:
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Key generation: Pick a random generator g2 ∈ G2 and set g1 = ψ(g2). Ran-
domly choose α, β ∈ Zp, and compute u = e(g1, g2) ∈ GT , v = e(g1, g2)α ∈
GT , z = gβ

2 ∈ G2, the verification key and signing key are, respectively,

vk = (e, G1, G2, g1, g2, u, v, z), sk = (α, β).

Sign: Given a message m ∈ Zp and the signing key sk = (α, β), the signer picks
a random r ∈ Zp and outputs the signature σm:

σm = (σ1, σ2) =
(

α − r(β − m), gr
1

)

∈ Zp × G1.

Verification: Given a verification key vk = (e, G1, G2, g1, g2, u, v, z), a message
m ∈ Zp and a signature σm = (σ1, σ2), verify that

uσ1 · e(σ2, z/gm
2 ) = v.

If the equality holds the signature σm on m of vk is valid; otherwise invalid.

Correctness:

uσ1 · e(σ2, z/gm
2 ) = e(g1, g2)σ1 · e(gr

1, g
β
2 /gm

2 )

= e(g1, g2)α−r(β−m) · e(g1, g2)r(β−m)

= e(g1, g2)α−r(β−m)+r(β−m)

= e(g1, g2)α

= v.

A signature contains two elements (α − r(β − m), gr) ∈ Zp × G1. The length
of a signature is approximately log2(p) bits; therefore the total signature length
is approximately 2 log2(p). When using the same pairing as BLS [1] and BB04
[2] scheme, the signature length is approximately 320 bits.

3.2 Security

We now prove that our short signature is secure against chosen message attack
under the q-SDH assumption.

Theorem 1. Let q = qs + 1. Then, our short signature scheme is (qs, t, ε) UF-
CMA secure assuming the (q, t′, ε′)-SDH assumption holds for (G1, G2):

t′ = t + O(texp · q2), ε′ ≥ (1 − qs

p
)ε,

where texp is the maximum time for an exponentiation in G1 and G2.

Proof. Assume A is the forger (adversary) that (qs, t, ε)-breaks the signature
scheme. We construct an algorithm B that, by interacting with A, solves the
q-SDH problem in time t′ with advantage ε′. Algorithm B is given a random
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g1, g2, g
a
2 , g

(a2)
2 , · · · , g(aq)

2 of the q-SDH problem for some unknown a ∈ Zp. Algo-
rithm B’s goal is to produce a pair (c, g1/(a+c)

1 ) for some c ∈ Zp. Algorithm B
does so by interacting with the forger A as follows:

Setup:Algorithm B randomly chooses a polynomial f(x) ∈ Zp[x] of degree q and
sets the signing key to be sk = (α, β) = (f(a), a). The value g

f(a)
2 can be computed

from g2, g
a
2 , g

(a2)
2 , · · · , g(aq)

2 and f(x). So, the verification key

u = e(g1, g2), v = e(g1, g2)α = e(g1, g2)f(a) = e(g1, g
f(a)
2 ), z = gβ

2 = ga
2

can be computed from g1, g2, g
a
2 , g

f(a)
2 . B gives the verification key vk = (e, G1, G2,

g1, g2, u, v, z) to the forger A.

Query: The forger makes a signature query on message mi, algorithm B returns
the following signature:

σmi = (σ1, σ2) =
(

f(mi), ψ(g
f(a)−f(mi)

a−mi

2 )
)

. (1)

Because (x − mi)|f(x) − f(mi), we have f(a)−f(mi)
a−mi

= f ′i(a) where f ′i(x) ∈ Zp[x]

is a polynomial of degree q − 1 and σ′2 = g
(f(a)−f(mi))/(a−mi)
2 = g

f ′(a)
2 can be

computed from f ′i(x) and g2, g
a
2 , ga2

2 , · · · , gaq

2 and then σ2 = ψ(σ′2).
Let r = f(a)−f(mi)

a−mi
, we have

f(mi) = f(a) − r(a − mi) = α − r(β − mi),

(

f(mi), ψ(g
f(a)−f(mi)

a−mi
2 )

)

=
(

α − r(β − mi), ψ(gr
2)

)

=
(

α − r(β − mi), gr
1

)

.

So, signature (1) is a valid signature on mi. B gives it to A.

Forge: Let (m∗, σ∗) be a valid signature forged by the adversary A, where the
tuple of signature σ∗ is

σ∗ = (σ∗1 , σ∗2) =
(

α − r∗(β − m∗), gr∗

1

)

.

If (x−m∗) | f(x)−σ∗1 , B aborts; Otherwise, let s∗ = α− r∗(β −m∗), the forged
signature can be re-written as

σ∗ = (s∗, g
α−s∗
β−m∗
1 ) = (s∗, g

f(a)−s∗
a−m∗

1 ).

Then, there exists a polynomial f ′′(x) ∈ Zp[x] of degree q − 1 and d, which can
be computed by B, such that:

g
f(a)−s∗
a−m∗

1 = g
f ′′(a)+ d

a−m∗
1 .
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B produces the pair
(

−m∗, g
1

a−m∗
1

)

using g2, g
a
2 , ga2

2 , · · · , gaq

2 , ψ and f ′′(x) by:

g
1

a−m∗
1 =

(ψ(g
f(a)−s∗

a−m∗
2 )

ψ(gf ′′(a)
2 )

)
1
d

=
(g

f(a)−s∗
a−m∗

1

g
f ′′(a)
1

)
1
d

=
(

g
d

a−m∗
1

)
1
d

= g
1

a−m∗
1 .

This completes the description of the simulation. It remains to analyze the
correctness of simulation and the probability of B for not aborting.

For q = qs + 1, from A’s view, the random value f(m1), f(m2), · · · , f(mqs)
in the signature queries are random and independent. But this follows from a
fact that f(x) ∈ Zp[x] is a uniformly random polynomial of degree q. So, it’s a
perfect simulation in signature query.

The adversary A outputs the forged signature (m∗, σ∗) and B will abort if and
only if (x − m∗) | f(x) − σ∗1 , i.e., σ∗1 = f(m∗). When the adversary A forges the
signature σ∗ = (σ∗1 , σ∗2) on m∗, it deserts the signature and re-forges a signature
on m∗ if σ∗2 is equal to the value g

rj

1 in the queries of mj . If A makes qs queries
in total and we have σ∗2 = g

(f(a)−σ∗
1)/(a−m∗)

1 , then σ∗1 is constrained within p−qs

values in Zp. So the probability that B did not abort is 1 − qs/p. We therefore
have

Pr
[

B(g1, g2, g
a
2 , g

(a2)
2 , · · · , g(aq)

2 ) = (−m∗, g
1

a−m∗
1 )

]

≥ ε − qs

p
ε.

The time complexity of the algorithm B is dominated by each signature query,
producing the pair (−m∗, g1/(a−m∗)

1 ), which costs q exponentiations at most in
each signature query for producing the pair. There are qs = q − 1 signature
queries, so it takes O(texp · q2) at most, where texp is the time required to expo-
nentiate in (G1, G2). �

3.3 Signing Arbitrary Messages

We can also extend our short signature scheme to sign arbitrary messages in
{0, 1}∗, as opposed to merely messages in the space of Zp, by using a collision-
resistant hash function H : {0, 1}∗ → Zp. Obviously, the challenger can simulate
the signatures in the query phase for any qs (qs < q) messages if the property
of hash function holds. In the forge phase, the challenger will output the pair of
(−H(m∗), g1/(a−H(m∗))

1 ) as the solution to the q-SDH problem.

4 Batch Verification

We use the way of “Small Exponents Test” described by Bellare, Garay and
Rabin in 1998 [3] to achieve secure batch verification.

4.1 Single-Signer Batch Verification

Given the verification key vk = (e, G1, G2, g1, g2, u, v, z), suppose there are n sig-
natures σm1 , σm2 , · · · , σmn on m1, m2, · · · , mn using the signing key sk = (α, β),
where r1, r2, · · · , rn are random values in Zp, respectively.
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σm1 =
(

α − r1(β − m1), gr1
1

)

∈ Zp × G1,

σm2 =
(

α − r2(β − m2), gr2
1

)

∈ Zp × G1,

· · · · · · · · ·
σmn =

(

α − rn(β − mn), grn
1

)

∈ Zp × G1.

The batch verification works as follows:

– Check whether gr1
1 , gr2

1 , · · · , grn
1 ∈ Gn

1 or not;
– Randomly choose a vector δ = (δ1, δ2, · · · , δn) with each element being a

l-bits random numbers and compute

A = (gr1
1 )δ1 · (gr2

1 )δ2 · · · (grn
1 )δn = g

�n
i=1 δiri

1 ,

B = (gr1
1 )m1δ1 · (gr2

1 )m2δ2 · · · (grn
1 )mnδn = g

�n
i=1 δirimi

1 ,

C = δ1(α − r1(β − m1)) + δ2(α − r2(β − m2)) + · · · + δn(α − rn(β − mn))

= α

n
∑

i=1

δi − β

n
∑

i=1

δiri +
n

∑

i=1

δirimi.

– Accept all signatures if the equation holds

uC · e(A, z)
e(B, g2)

= v
�n

i=1 δi .

Correctness:

uC · e(A, z)
e(B, g2)

=
e(g1, g2)α

�n
i=1 δi−β

�n
i=1 δiri+

�n
i=1 δirimi · e(g1, g2)β

�n
i=1 δiri

e(g1, g2)
�

n
i=1 δirimi

= e(g1, g2)α
�n

i=1 δi

= v
�n

i=1 δi .

We use the group defined in [1, 2] such that the order is about 160 bits in length,
and same as the below. The cost on above single-signer batch verification is

n-MEG(160) + n-MEG(l) + P 2 + EGT (160) + EGT (nl) + GT n + M + mn+1,

where the cost on native verification is Pn +En
G
(160)+En

GT
(160)+GT n +M2n.

Security:

Theorem 2. The probability that any adversary breaks the above batch verifica-
tion is no more than 2−l, where l is the size of small exponent number.

Proof. Suppose there are n signatures σ′m1
, σ′m2

, · · · , σ′mn
on m1, m2, · · · , mn us-

ing the signing key sk = (α, β), which are accepted as n valid signatures by
batch verification. Now, we prove that the probability that the adversary breaks
the batch verification is decided by the size of small exponent number.
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No matter the signatures are valid or not, the signatures can be re-written as
the follows with random ri, ki ∈ Zp in each signature:

σ′m1
=

(

α − r1(β − m1) + k1, g
r1
1

)

∈ Zp × G1

σ′m2
=

(

α − r2(β − m2) + k2, g
r2
1

)

∈ Zp × G1

· · · · · · · · ·
σ′mn

=
(

α − rn(β − mn) + kn, grn
1

)

∈ Zp × G1

Such that

σ′mi
=

(

α − ri(β − mi) + ki, g
ri
1

)

=
{ valid, if ki = 0;

invalid, otherwise ;

Then, we have

A = (gr1
1 )δ1 · (gr2

1 )δ2 · · · (grn
1 )δn = g

�n
i=1 δiri

1 = gR
1 ,

B = (gr1
1 )m1δ1 · (gr2

1 )m2δ2 · · · (grn
1 )mnδn = g

�n
i=1 rimiδi

1 = gT
1 ,

C′ = δ1(α − r1(β − m1) + k1) + · · · + δn(α − rn(β − mn) + kn)

= α

n
∑

i=1

δi − Rβ + T + (k1δ1 + · · · + knδn)

Let δ0 = δ1 + · · · + δn, for the batch verification equation still holds, we have

uC′ · e(A, z)
e(B, g2)

=
e(g1, g2)δ0α−Rβ+T+(k1δ1+···+knδn) · e(gR

1 , gβ
2 )

e(gT
1 , g2)

= e(g1, g2)δ0α−Rβ+T+(k1δ1+···+knδn) · e(g1, g2)Rβ · e(g1, g2)−T

= e(g1, g2)δ0α−Rβ+T+(k1δ1+···+knδn)+Rβ−T

= e(g1, g2)δ0α+(k1δ1+···+knδn)

= vδ0e(g1, g2)k1δ1+···+knδn

= vδ0

⇒ k1δ1 + · · · + knδn ≡ 0(mod p)

Assume that the batch verification holds but for at least one signature is
invalid. Assume that the signature σmj is invalid, which means kj �= 0. Since p

is a prime value then δj has an inverse k−1
j such that

δj ≡ −k−1
j

n
∑

i=1,i�=j

δiki(mod p).
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If δi, i = 1, 2, · · · , n are random l-bits chosen by a verifier, the above equation
holds with the probability of

Pr
[

δj ≡ −k−1
j

n
∑

i=1,i�=j

δiki(mod p)
∣

∣

∣k1δ1 + · · · + knδn ≡ 0(mod p)
]

=
1
2l

.

Therefore, the probability that any adversary (signer) can break the batch ver-
ification is not more than 2−l. �

As noted in [3, 4], the size of l depends on the application and how critical it
is not to accept even a single invalid signature. For just a rough check that all
signatures are correct 20 bits seems reasonable. In a higher security setting we
should probably be using around 64 bits.

4.2 Multi-signer Batch Verification

From our signature construction, we know that different signers can use the
common parameters of (e, G1, G, g1, g2, u) as part of their public keys. So, we set
(αi, βi) to be the private key and (e, G1, G, g1, g2, u, vi, zi) as the corresponding
public keys, where vi = e(g1, g2)αi and zi = gβi

2 .
Suppose there are n signatures σm1 , σm2 , · · · , σmnand σmi on mi is singed by the

private key of (αi, βi), where r1, r2, · · · , rn are random values in Zp, respectively.

σm1 =
(

α1 − r1(β1 − m1), gr1
1

)

∈ Zp × G1,

σm2 =
(

α2 − r2(β2 − m2), gr2
1

)

∈ Zp × G1,

· · · · · · · · ·
σmn =

(

αn − rn(βn − mn), grn
1

)

∈ Zp × G1.

The batch verification works as follows:

– Check whether gr1
1 , gr2

1 , · · · , grn
1 ∈ Gn

1 or not;
– Randomly choose a vector δ = (δ1, δ2, · · · , δn) with each element being a

l-bits random numbers and compute

A = (gr1
1 )m1δ1 · (gr2

1 )m2δ2 · · · (grn
1 )mnδn = g

�n
i=1 rimiδi

1 ,

B =
(

e(g1, g2)α1

)δ1
(

e(g1, g2)α2

)δ2

· · ·
(

e(g1, g2)αn

)δn

,

C = δ1(α1 − r1(β1 − m1)) + · · · + δn(αn − rn(βn − mn))

=
n

∑

i=1

δiαi −
n

∑

i=1

δiriβi +
n

∑

i=1

δirimi;

– Accept all the signatures if the equation holds

uC ·
∏n

i=1 e
(

gri
1 , zi

)δi

e(A, g2)
= B.
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Correctness:

uC ·
∏n

i=1 e
(

gri
1 , zi

)δi

e(A, g2)

=
e(g1, g2)

�n
i=1 δiαi−

�n
i=1 δiriβi+

�n
i=1 δirimi · e(g1, g2)

�n
i=1 δiriβi

e(g1, g2)
�n

i=1 δirimi

= e(g1, g2)
�n

i=1 δiαi

= B.

The cost on the above multi-signer batch verification is

n-MP + n-MEG(160) + n-ME2
GT

(l) + P + EGT (160) + GT n + M + mn+1,

where the cost on the native verification is Pn+En
G
(160)+En

GT
(160)+GT n+M2n.

Theorem 3. The algorithm above is a batch verification for our signatures.

Proof. The proof is similar to the proof in Theorem 2 and omitted.

4.3 Comparison

The BLS [4] scheme is much more efficient and practical than the other schemes
in single-signer batch verification; therefore we only give our comparison to the
the BLS scheme.

BLS: The cost on multi-signer batch verification is

n-MP + n-MEG(l) + P + En
GT

(l) + GT n + Hn;

The cost on single-signer batch verification is

n-ME2
G(l) + P 2 + GT n + Hn.

Ours: The cost on the multi-signer batch verification is

n-MP + n-MEG(160) + n-ME2
GT

(l) + P + EGT (160) + GT n + M + mn+1;

The cost on the single-signer batch verification is

n-MEG(160) + n-MEG(l) + P 2 + EGT (160) + EGT (nl) + GT n + M + mn+1.

Our scheme is as efficient as the BLS based scheme in terms of in pairing
computation in both for multi-signer and single-signer cases, where both need
one multi-pairing and two pairing operations. The cost for all is almost the same
when the inefficient Hn with n-MEGT (l) are equal to n-MEGT (160). However,
our scheme is provably secure without random oracles.
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5 Discussion

5.1 Online/Offline Signature

We briefly describe how to modify our scheme into an efficient online/offline
signature scheme in a natural way. There is no need to modify the key generation
and the verification phases. We here briefly describe how to separate signing into
two phases:
– Offline phase: Choose at random r ∈ Z∗p and compute gr

1 ∈ G1. Keep (r, gr
1)

in the memory.
– Online phase: For a given message m ∈ Z∗p and the signing key sk = (α, β),

retrieve from the memory the pair (r, gr
1) and compute σ1 = α − r(β − m)

mod p. The signature is

σm = (σ1, σ2) =
(

α − r(β − m), gr
1

)

.

The offline cost is one exponentiation and the online cost is only one modular
multiplication.

5.2 Comparison

We now provide an interesting comparison for online/offline signing applications.
We have described that our scheme can be naturally separated into online and
offline phases. However, the schemes based on the BLS scheme must use the
“hash-sign-switch” paradigm [15] in order to enable online/offline signing. We
denote by BLS∗ and CL∗∗ two online/offline enabled signature schemes, where
they are generated from BLS and CL∗ schemes based on the “hash-sign-switch”
paradigm. Clearly, they require one additional trapdoor hash computation (i.e.,
one 2-MEG(160) operation) for verification and one element (i.e., about 160 bits)
in signature length. Thus, by allowing online/offline signing, our scheme is much
more efficient than the BLS∗ scheme, since the cost increases 2-MEn

G
(160) for n

signatures prior to the batch verification for both cases. Because of this, we only
make a comparison to the CL∗∗ scheme.

CL∗∗: The cost on multi-signer batch verification is

2-MEn
G + n-ME2

G(l) + n-MEG(160) + P 3 + GT n + Hn + mn.

Ours: The cost on multi-signer batch verification is

n-MP + n-MEG(160) + n-ME2
GT

(l) + P + EGT (160) + GT n + M + mn+1.

The cost on single-signer batch verification is

n-MEG(160) + n-MEG(l) + P 2 + EGT (160) + EGT (nl) + GT n + M + mn+1.

From [7, 10], we know that the cost on n-MP and 2-MEn
G
(160) is nearly equal.

So, our signature scheme is as efficient as the CL∗∗ scheme with the following
improvement. (1) Our multi-signer batch verification does not have the signing
time limitation. (2) Our scheme can be applied to single-signer batch verification
and is very efficient, whereas the CL∗∗ scheme can be applied to a multi-signer
setting only.
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6 Conclusion

Amongst all the previous schemes, the most efficient and practical batch verifi-
cation scheme for single-signer is based on the BLS scheme, where it costs only
two pairing operations for verifying n signatures. However, the security proof
must employ random oracles. In this paper, we proposed a batch verification of
short signatures for a single-signer setting as efficient as BLS scheme without
using the random oracle model, where the signature is about 320 bits in length
and the security is based on the q-Strong Diffie-Hellman (q-SDH) assumption in
the standard model. Our scheme can be further speeded up by converting it into
online/offline signature.
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Abstract. Since the notion of signcryption scheme was introduced by
Zheng in 1997, many signcryption schemes were proposed. In 2002, An
et al. introduced an insider and outsider security of signcryption scheme.
Their insider security model was based on the so-called g-CCA2 security
which was a relaxation of CCA2 security (adaptive chosen ciphertext at-
tacks security). The g-CCA2 security means that an attacker is not al-
lowed to query the ”equivalent” challenged ciphertext (which is produced
by the same challenged plaintext). Recently,many insider-secure signcryp-
tion schemes were proposed and provably insider-secure in the random or-
acles model based on the usual CCA2 security (not the g-CCA2 security),
for example, Libert-Quisquater’s signcryption schemes at PKC’2004 and
SCN’2004 respectively, Yang et al.’s signcryption scheme at ISC’2005 and
Ma’s signcryption scheme at Inscrypt’2006. But, Tan showed that these
signcryption schemes were not insider-secure against either adaptive cho-
sen ciphertext attacks or forgery in two-user setting. In this paper, we pro-
posed an insider-secure signcryption scheme based on encrypt-then-sign
structure and it is provably insider-secure in a multi-user setting without
random oracles based on the usual CCA2 security. The other advantage of
the proposed signcryption scheme is that the ciphertext is publicly verifi-
able and corresponds to the unique plaintext.

Keywords: Signcryption, decisional bilinear Diffie-Hellman assumption.

1 Introduction

In 1997, Zheng [25] introduced the notion of signcryption scheme. The purpose of
signcryption is to perform encryption and signature simultaneously more efficient
than the usual encryption and signing approach. Since then, many signcryption
schemes were proposed [7, 8, 9, 10, 12, 13, 14, 15, 16, 17, 22, 24] and [25], etc.
The formal security models of signcryption scheme in a two-user setting was
introduced by Baek et al. [2], [3] and An et al. [1] independently in 2002. While
the security model of signcryption scheme in a multi-user setting was proposed
by An et al. [1]. The two-user setting means that the security is only considered
a sender and a receiver, while the multi-user setting means that the security
takes into the consideration of many users and does not only restrict to a sender
and a receiver.

K. Matsuura and E. Fujisaki (Eds.): IWSEC 2008, LNCS 5312, pp. 64–82, 2008.
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In addition, An et al. [1] also defined two types of security on a signcryp-
tion scheme, that is, an outsider security and an insider security. The outsider
security only protects an external attacker, that is, an attacker only knows the
public keys of a sender and a receiver. While the insider security protects against
attacks from his/her partner’s private key being exposed. Consider two types of
key exposed: (a) If the sender’s private key is exposed, then an attacker is not
able to recover the message from the ciphertext. (b) If the receiver’s private key
is exposed, then an attacker is not able to forge any signcryption message. An
et al. [1]’s insider security model was based on the so-called g-CCA2 security
which did not allow an attacker querying the ”equivalent” challenged ciphertext
(which was produced by the same challenged plaintext) in adaptive chosen ci-
phertext attacks. Recently, few attempts to construct insider-secure signcryption
schemes based on the usual CCA2 security (adaptive chosen ciphertext attacks
security), for example, Libert-Quisquater’s signcryption schemes [13], [14] at
PKC’2004 and SCN’2004 respectively. Both signcryption schemes [13], [14] were
claimed to be insider-secure against adaptive chosen ciphertext attacks in the
random oracles model (ROM), but Tan [19], [20] showed that both signcryption
schemes were not insider-secure against adaptive chosen ciphertext attacks in
the two-user setting in 2005 and 2006 respectively. Later, Yang et al. [24] further
improved Libert-Quisquater’s signcryption scheme [13] in the insider security
and claimed that their improved signcryption scheme was insider-secure against
adaptive chosen ciphertext attacks in the random oracles model. In 2006, Tan
[21] further showed that Yang et al.’s signcryption scheme [24] was also not
insider-secure against adaptive chosen ciphertext attacks even in the two-user
setting. In 2006, Ma [15] also attempted to construct an insider-secure sign-
cryption scheme (called short signcryption scheme) which was claimed to be
insider-secure in the random oracles model, but it is showed in [23] that Ma’s
scheme is not insider-secure against weakly existential forgeability as the re-
ceiver can forge any signcrypt message of the sender. Due to many unsuccessful
attempts of constructed signcryption schemes, a construction of signcryption
scheme in multi-user setting still remains an interesting problem, especially an
insider-secure signcryption scheme without random oracles.

Our Contributions
In this paper, we propose a signcryption scheme in the multi-user setting without
random oracles. The proposed signcryption scheme is based on encrypt-then-sign
structure and is different from most of signcryption schemes [13, 14, 15, 24] as
they were based on sign-then-encrypt structure. As the proposed signcryption
scheme is of encrypt-then-sign structure, the validity of ciphertext is publicly
verifiable. If there is a dispute between the sender and the receiver, the receiver
can send the plaintext and its signature to the trusted third party in the sign-
then-encrypt structure. Then the trusted third party can check the correctness
of the plaintext through its signature verification. But there is a challenge in the
encrypt-then-sign structure to convince the trusted third party on the correctness
of the plaintext/ciphertext pair. In this paper, we show that the proposed sign-
cryption scheme has a unique plaintext-ciphertext pair property. This property
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prevents the receiver sending incorrect plaintext/ciphertext pair to the trusted
third party if there is a dispute between the sender and receiver. Furthermore, we
also show that the proposed signcryption scheme is insider-secure against adap-
tive chosen ciphertext attacks without random oracles in the multi-user setting
under the decisional bilinear Diffie-Hellman assumption, the collision resistant
hash function assumption and the target collision hash function assumption. In
addition, the proposed signcryption scheme is also insider-secure against strongly
existential forgeability without random oracles in the multi-user setting.

Outline of the paper
This paper is organised as follows. Section 2 gives a definition of the insider
security of signcryption scheme, the decisional bilinear Diffie-Hellman assump-
tion, the collision resistant hash functions and the target collision resistant hash
functions. In Section 3, a signcryption scheme is proposed. The proposed scheme
is secure against insider attacker in the multi-user setting without random ora-
cles. In Section 4, the security proofs of the proposed scheme are presented. The
proposed signcryption scheme is provably insider-secure against adaptive chosen
ciphertext attacks under the decisional bilinear Diffie-Hellman assumption and
insider-secure against strongly existential forgeability without random oracles in
the multi-user setting.

2 Preliminaries

2.1 Bilinear Maps and Assumptions

Let G1 and G2 be cyclic groups of prime order p and g be a generator of G1. Let
e be an admissible bilinear map from G1 × G1 to G2 satisfying the following:

(a) Bilinear: for all u, v ∈ G1 and integers x, y, then e(ux, vy) = e(u, v)xy.

(b) Non-degenerate: e(g, g) �= 1.

(c) Computability: ∀ u, v ∈ G1, e(u, v) is efficiently computable.

The computational Diffie-Hellman (CDH) problem states that given a triple
(g, gx, gy) ∈ G3

1 where x, y ∈ Z∗p , output gxy.

Definition 1 (CDH Assumption). A CDH problem in G1 is (εcdh, t)-hard if for
any probabilistic t-polynomial time algorithm A has a probability less than εcdh in
solving CDH problem in G1, that is, Pr[A(g, gx, gy) = gxy | x, y ∈ Z∗p ] < εcdh.

Definition 2 (Bilinear Diffie-Hellman Problem (BDH)). Given a quadruple (g, gx,
gy, gz) ∈ G4

1 as input where x, y, z ∈ Z∗p , output e(g, g)xyz.

Definition 3 (Decisional Bilinear Diffie-Hellman Problem (DBDH)). Given a 5-
tuple (g, gx, gy, gz, T ) ∈ G4

1 × G2 as input where x, y, z ∈ Z∗p , output 1 if T =
e(g, g)xyz and 0 otherwise. The advantage of an algorithm A in deciding DBDH
problem is defined as follows:

AdvDBDH
G1,G2(A) =

����Pr
�A(g, gx, gy, gz, T ) = 1 :

x, y, z ∈ Z∗
p and T = e(g, g)xyz

�
−Pr

�A(g, gx, gy, gz, T ) = 1 :
x, y, z ∈ Z∗

p and T ∈ G2

����� .
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Definition 4 (DBDH Assumption). A DBDH problem in G1×G2 is (εdbdh, t)-hard
if for any probabilistic t-polynomial time algorithm A has an advantage less than
εdbdh in deciding the DBDH problem (AdvDBDHG1,G2(A) < εdbdh).

Now, we give a definition of a collision resistant hash function and a target
collision resistant hash function as follows.

Definition 5 (Collision Resistance). Let l and n be two positive integers and
H = {Hλ : {0, 1}l → {0, 1}n}λ∈Λ be a family of hash function, where Λ is an
index set. H is said to be (εcr, t)-CR collision resistant hash function if for any
probabilistic t-polynomial time algorithm A, which outputs x, y ∈ {0, 1}l such
that Hλ(x) = Hλ(y) and x �= y for a given λ ∈ Λ, is of probability less than εcr.
Formally, a collision resistant hash function is defined as follows

Pr
[

y ← A(Hλ) and y �= x
∣

∣ given Hλ ∈ H; Hλ(y) = Hλ(x)
]

< εcr

for any probabilistic t-polynomial time algorithm A.

Definition 6 (Target Collision Resistance). Let l and n be two positive integers
and H = {Hλ : {0, 1}l → {0, 1}n}λ∈Λ be a family of hash function, where Λ is
an index set. H is said to be (εtcr, t)-TCR target collision resistant hash function
if for any probabilistic t-polynomial time algorithm A, which outputs y such that
Hλ(y) = Hλ(x) and y �= x for a given x ∈ {0, 1}l and chosen λ ∈ Λ, is of
probability less than εtcr. Formally, a target collision resistant hash function is
defined as follows

Pr
[

Hλ(y) = Hλ(x) and y �= x

∣

∣

∣

∣

given x ∈ {0, 1}l, choose Hλ ∈ H;
y ← A(Hλ, x)

]

< εtcr

for any probabilistic t-polynomial time algorithm A.

2.2 Boneh-Boyen Short Signature Scheme (BB)

In this subsection, we briefly describe Boneh-Boyen short signature scheme [4]
which will be used in the construction of the signcryption scheme later. Let
G1 and G2 be groups of prime order p, let g be a generator of G1 and e be an
admissible bilinear map from G1 × G1 into G2. Let H : {0, 1}l → {0, 1}n be a
collision resistant hash function such that n ≤ �log2 p	.
Key Generation: Choose two randoms x, y ∈ Z∗p and compute g1 = gx and g2 = gy.
Then, the public key is (g1, g2) and the private key is (x, y).

Signature Generation: To sign a message m, choose a random r ∈ Z∗p and compute

σ = g
1

H(m)+x+yr
mod p. If H(m) + x + yr �= 0 mod p, then the signature of m is

(σ, r), otherwise try a different r.

Signature Verification: Given a public key (g1, g2), to verify a signature (σ, r) on
a message m, the verifier checks e(σ, gH(m).g1.gr

2)
?= e(g, g). If the equation

holds, then the signature is valid, otherwise invalid.
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In [4], the authors showed that Boneh-Boyen short signature scheme is secure
against adaptive chosen message attacks without random oracles based on the
q-strong Diffie-Hellman problem [4] which is stated as follows:

Definition 7 (q-Strong Diffie-Hellman Problem (q-SDH)). A q-SDH problem in
G1 is defined as follows: given an input of (q + 2)-tuple (g1, g2, g

x
2 , gx2

2 , · · · , gxq

2 ),
output a pair (c, g1/(x+c)

1 ) where c ∈ Z∗p .

2.3 Signcryption Scheme (SC)

A signcryption scheme SC = (Psc, Ksc, Ssc, Dsc) consists of four algorithms, that
is, system parameters generation algorithm Psc, key generation algorithm Ksc,
signcrypt algorithm Ssc and de-signcrypt algorithm Dsc, which are defined as
follows.

◦ System Parameters Generation Psc: Given a security parameter, this algorithm
generates a common system parameters for use in key generation algorithm.

◦ Key Generation Ksc: Given system parameters, the algorithm generates a re-
ceiver’s (r) and sender’s (s) public/private key pairs (pkr, skr) and (pks, sks) re-
spectively, where pku and sku are the public key and the private key respectively
for u ∈ {r, s}.

◦ Signcrypt Algorithm Ssc: Given system parameters, a sender’s private key
sks, a receiver’s public key pkr and a plaintext m, the algorithm Ssc returns a
ciphertext as c = Ssc(sks, pkr, m).

◦ De-signcrypt Algorithm Dsc: Given system parameters, a receiver’s private
key skr, a sender’s public key pks and a ciphertext c, the algorithm Dsc returns
either a plaintext m = Dsc(skr, pks, c) or reject symbol ⊥.

The security of a signcryption scheme is confidentiality and authenticity. We
first define confidential security of a signcryption scheme as an attack game
against adaptive chosen ciphertext attacks in the insider security between a
challenger and an adversary as follows:

• Setup. The challenger first generates system parameters and runs the key
generation algorithm Ksc which generates a receiver’s public/private key pair
(pk∗r , sk∗r ). The challenger gives system parameters and the receiver’s public key
pk∗r to an adversary Asc and keeps sk∗r secret.

• Phase-1. Asc makes a number of de-signcrypt queries. In a de-signcrypt query,
Asc submits a ciphertext c with a receiver’s/sender’s public key (pkr, pks) to the
challenger (pkr can be equal to pk∗r ). The challenger runs the de-signcrypt oracle
DOsc which returns either the plaintext m = DOsc(skr, pks, c) or reject symbol ⊥.

• Challenge. Asc chooses two equal-length plaintexts m0, m1 and a sender’s pub-
lic/private key pair (pk∗s , sk∗s ); and sends these to the challenger. The challenger
chooses a random b ∈ {0, 1}, computes a ciphertext c∗ = SOsc(sk∗s , pk∗r , mb) where
SOsc is the signcrypt oracle; and gives c∗ to Asc as a challenged ciphertext.
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• Phase-2. Asc continually makes a number of de-signcrypt queries. Asc is not
allowed to query the de-signcrypt oracle DOsc on the challenged ciphertext c∗ with
the same sender’s public/private key (pk∗s , sk∗s ), but Asc is allowed to query the
de-signcrypt oracle DOsc on the challenged ciphertext c∗ with a different sender’s
public/private key or different receiver’s public key.

• Guess. At the end of the game, Asc outputs bits b′ and wins if b′ = b.

The advantage of Asc is defined as Advis−cca2
sc (Asc) = |Pr[b′ = b] − 1/2|.

Definition 8 (Insider-secure CCA2). A signcryption scheme SC is (εsc, t, qd)-IS-
CCA2 secure in the multi-user setting if for any probabilistic t-polynomial time ad-
versary Asc has an advantage less than εsc after at most qd de-signcrypt queries.

For the authenticity of a signcryption scheme, it is normally provided by signa-
ture scheme. A digital signature scheme is said to be secure if it is existentially
unforgeable against adaptive chosen message attacks. This means that the ad-
versary is not able to produce a valid signature of a new message. This normally
refers to a weakly existential unforgeability [11]. While a strongly existential un-
forgeability means that an adversary is unable to produce a new valid signature
of a message m where m may be the previously signed message. Now, we define
an attack game of a strongly existential unforgeability of signcryption scheme SC
against chosen ”message” (message refers to a plaintext if it is sign-then-encrypt
structure, and a ciphertext if it is encrypt-then-sign structure) attacks in the
insider security between a challenger and a forger as follows:

• Setup. Given system parameters, the challenger first generates the sender’s
public/private key pair (pk∗s , sk∗s ) and gives pk∗s to a forger Fsc.

• Signcrypt Query. When the forger Fsc makes a signcrypt query, the forger
Fsc first chooses a plaintext m, a receiver’s public/private key (pkr, skr) and a
sender’s public key pks (pks can be chosen to be pk∗s ), then sends (m, pkr, skr, pks)
to the challenger. The challenger then runs the signcrypt oracle SOsc which returns
the ciphertext c = SOsc(sks, pkr, m); and gives c to Fsc.

• Forgery. After a number of signcrypt query, Fsc chooses a receiver’s pub-
lic/private key (pk∗r , sk∗r ) and produces a ciphertext c∗ of a plaintext m∗ for the
sender’s public key pk∗s . The forger Fsc wins the game if c∗ is a valid ciphertext,
where c∗ is not the outputs from signcrypt query before.

Definition 9 (Strongly Existential Unforgeability). A signcryption scheme SC is
(εsc, t, qs)-strongly existential unforgeability against adaptive chosen ”message”1

attacks in the insider security and the multi-user setting if for any probabilistic
t-polynomial time forger Fsc outputs a valid ciphertext with probability less than
εsc after at most qs signcrypt queries.

1 In sign-then-encrypt structure, message refers to a plaintext, while in encrypt-then-
sign structure, it refers to a ciphertext.
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3 Proposed Signcryption Scheme

The construction of a signcryption scheme is based on Boneh-Boyen identity-
based encryption scheme [5], [6] and Boneh-Boyen short signature scheme [4].
The proposed signcryption scheme (called SC) is based on encrypt-then-sign
structure which is different from most of signcryption schemes as they were
mainly based on sign-then-encrypt structure. The proposed signcryption scheme
also has a unique plaintext-ciphertext pair property and is described as follows:

System Parameters Setup: Let G1 and G2 be two groups of prime order p, let g
be a generator of G1 and e be an admissible bilinear map from G1 × G1 into
G2. Let Hi = {Hki : {0, 1}li → {0, 1}ni}λi∈Λi be the families of hash functions
indexed by λi ∈ Λi, li and ni are integers for i ∈ {1, 2, 3} such that H1 is a
target collision resistant hash function, H2 and H3 are collision resistant hash
functions; and ni ≤ �log2 p	 for i = 1, 2, 3,. Choose g1, g2 ∈ G1 and Hi ∈ Hi for
i = 1, 2, 3, then the system parameters are SP = (g, g1, g2, H1, H2, H3).

Key Generation: We consider the key generation of a receiver and a sender sepa-
rately as follows:

(i) For a receiver : Choose randoms x, u ∈ Z∗p and compute h1 = gx, h2 = hu
1 ,

and Z = e(h1, g1). Then the public key is PKr = (h1, h2, Z) and the private key
is SKr = (x, u).

(ii) For a sender: Choose randoms x, y ∈ Z∗p and compute g1 = gx, g2 = gy

and Z = e(g, g). Then the public key is PKs = (g1, g2, Z) and the private key is
SKs = (x, y)2.

Signcrypt: To signcrypt a plaintext m for a user r, a sender s first chooses randoms
w, β, μ ∈ Z∗p and computes the followings:

c1 = gw, c2 = Zwm, v = H2(c1, c2, PKr, PKs), σ = g1/(v+x+yβ) mod p,

η = H3(σ, β, PKr, PKs), α = H1(h
η
1h

μ
2 ), c3 = (gα

1 g2)w.

Then, the ciphertext is C = (c1, c2, c3, σ, β, μ).

De-signcrypt: Upon receipt of a ciphertext C = (c1, c2, c3, σ, β, μ), the receiver r
computes

v = H2(c1, c2, PKr, PKs), η = H3(σ, β, PKr, PKs), α = H1(h
η+μu
1 )

and checks e(c3, g) ?= e(gα
1 g2, c1) and e(σ, gv g1 gβ

2 ) ?= Z. If one of the two
equations is not equal, output reject symbol ⊥, otherwise compute the plaintext
as m = c2

e(c1, gx
1 ) .

Publicly Verifiable Ciphertext: If given system parameters SP = (g, g1, g2, H1, H2,
H3), the receiver’s public key PKr = (h1, h2, Z), the sender’s public key PKs =
(g1, g2, Z) and a ciphertext C = (c1, c2, c3, σ, β, μ), anyone can compute
2 It is note that PKr and PKs are different structure as Z and Z, h2 and g2 are different

structure respectively.
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v = H2(c1, c2, PKr, PKs), η = H3(σ, β, PKr, PKs), α = H1(h
η
1h

μ
2 )

and checks e(c3, g) ?= e(gα
1 g2, c1) and e(σ, gv g1 gβ

2 ) ?= Z. If both equations
are equal, then C is a correct ciphertext, otherwise incorrect.

Verifiable Plaintext/Ciphertext Pair: If there is a dispute between the sender and
the receiver, then the receiver will prove to the trusted third party on the
plaintext-ciphertext pair which is in fact produced by the sender. First, for a
given ciphertext C = (c1, c2, c3, σ, β, μ), the receiver checks the validity of the
ciphertext C as

e(c3, g) ?= e(gα
1 g2, c1) and e(σ, gv g1 gβ

2 ) ?= Z,

where v = H2(c1, c2, PKr, PKs), η = H3(σ, β, PKr, PKs) and α = H1(h
η
1h

μ
2 ). If

all the above equations hold, then the receiver de-signcrypts C to obtain the
plaintext m and computes c4 = cx

1 . The receiver sends C and (c4, m) to the
trusted third party for verification of ciphertext produced by the sender s. The
trusted third party first computes

v = H2(c1, c2, PKr, PKs), η = H3(σ, β, PKr, PKs), α = H1(h
η
1h

μ
2 )

and checks the followings

e(c4, g) ?= e(c1, h1), e(c4, g1)
?=

c2
m

, (1)

e(c3, g) ?= e(gα
1 g2, c1) and e(σ, gv g1 gβ

2 ) ?= Z. (2)

If all the above equations hold, then the trusted third party is convinced that
the ciphertext is produced by the sender s with a plaintext m as no forger can
forge the sender’s signature on (c1, c2) (the signature is generated by Boneh-
Boyen short signature scheme) and the receiver cannot produce another (m̄, c̄4)
for the same (c1, c2). We show that (c4, m) is unique for a given (c1, c2) as follows.

Proposition 1. Given (g, g1, h1 = gx, c1, c2) ∈ G4
1 ×G2, then (c4, m) is a unique

pair satisfying (1) where c4 = cx
1 and m = c2

e(c4, g1)
.

Proof: Assume that there is another pair (c̄4, m̄) �= (c4, m) satisfying (1), then
we have

e(c̄4, g) = e(c1, h1), e(c̄4, g1) =
c2
m̄

. (3)

Hence, we obtain e(c4, g) = e(c̄4, g) and e(c̄4c−1
4 , g) = 1. Assume that c̄4 = gk

and c4 = gj for some 0 < k, j < p, then, we have e(g, g)k−j = 1. By the bilinear
property of e, e(g, g) �= 1, hence, k = j and c̄4 = c4. By (3), we obtain m̄ = m.
This contradicts to the assumption that (c̄4, m̄) �= (c4, m). Hence, we complete
the proof. ♦
Performance Analysis: Let L1 and L2 be the length of the binary representation
of an element in G1 and G2 respectively. Let Lp = 
log2 p�. Then, the length
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Table 1. Performance Comparisons and Properties

Proposed Libert-Quisquater’s Yang et al.’s
Scheme Scheme [13] Scheme [24]

Structure Encrypt-then-Sign Sign-then-Encrypt Sign-then-Encrypt
Security secure without insecure in insecure in

Random Oracles∗ ROM ROM
Publicly Verifiable Yes No No
Ciphertext
Sender’s
PK size (bits) 2L1 + L2 L1 L1

SK size (bits) 2Lp Lp Lp

Receiver’s
PK size (bits) 2L1 + L2 L1 L1

SK size (bits) 2Lp Lp Lp

Ciphertext size 3L1 + L2 + 2Lp 3L1 + Lm 3L1 + Lm

(bits)
Signcrypt 3 exp, 2 m-exp 3 exp 3 exp
Designcrypt 2 exp, 1 m-exp, 1 exp, 2 pairings 1 exp, 2 pairings

4 pairings
Trusted Third 1 exp, 1 m-exp, 2 pairings 2 pairings
Party Verification 6 pairings

Note:

PK : Public Key Lm : message size in bits
SK : Private Key ∗ : The security proof is in Section 4

of the system parameter is 3L1 bits. The lengths of the sender’s and the re-
ceiver’s public/private key are the same respectively and is equal to 2L1 + L2
bits and 2Lp bits respectively. The ciphertext length of the proposed signcryp-
tion scheme is 3L1 + L2 + 2Lp bits. The computational complexity of the sign-
crypt algorithm requires 3 exponentiations (exp) and 2 multi-exponentiations
(m-exp). While the computational complexity of the de-signcrypt algorithm re-
quires 2 exponentiations, 1 multi-exponentiation and 4 pairings. For the verifi-
able plaintext/ciphertext pair, a trusted third party requires 1 exponentiation,
1 multi-exponentiation and 6 pairings.

In the following table, we list the performance comparisons and properties
among the proposed signcryption scheme, Libert-Quisquater’s signcryption
scheme [13] and Yang et al.’s signcryption scheme [24].

From Table 1, although Libert-Quisquater’s signcryption scheme and Yang
et al.’s signcryption scheme are more efficient than the proposed signcryption
scheme, they are not even insider-secure in the random oracles model and the
ciphertext is not publicly verifiable. While the proposed signcryption scheme is
insider-secure without random oracles (the security proof is in Section 4) and
the ciphertext is publicly verifiable.
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4 Security Analysis

In this section, we show that the proposed signcryption scheme is insider-secure
against adaptive chosen ciphertext attacks and insider-secure against strongly
existential forgeability under adaptive chosen ”message” attacks in the multi-
user setting without random oracles. Before we state the main theorem, we first
list the ”Difference Lemma” defined by Shoup [18] as follows:

Lemma 1 ([18], Difference Lemma). Let T1, T2 and F be events defined on some
probability space. Suppose that the event T2 ∧ ¬F occurs if and only if T1 ∧ ¬F
occurs. Then

∣

∣Pr[T2] − Pr[T1]
∣

∣ ≤ Pr[F].

We first prove that the proposed signcryption scheme is insider-secure in the
multi-user setting against adaptive chosen ciphertext attacks as follows:

Theorem 1. The proposed signcryption scheme SC is (εsc, t, qd)-IS-CCA2 secure
in the multi-user setting without random oracles if the (εdbdh, t)-DBDH assumption
holds in G1 ×G2, H1 is a (εtcr, t)-TCR target collision resistant hash function and
H2 and H3 are a (εcr, t)-CR and a (ε̄cr, t)-CR collision resistant hash functions
respectively, such that

εsc ≤ εdbdh + 2εtcr + εcr + ε̄cr +
qd

p
,

where qd is the number of de-signcrypt queries and qd < p.

Proof: The theorem proceeds by reductionist proof, that is, suppose an
adversary Asc can break the proposed signcryption scheme in the sense of insider-
secure CCA2 (IS-CCA2) in the multi-user setting, then one can construct an algo-
rithm B which solves the decisional bilinear Diffie-Hellman assumption (DBDH)
in a random instance with advantage εdbdh. Let G1 and G2 be two cyclic groups
of prime order p and g be a generator of G1. Let e be an admissible bilinear map
from G1 × G1 to G2. First, the algorithm B (as a simulator) is given a 5-tuple
(g, gx∗

, gy∗
, gw∗

, T ) ∈ G4
1 × G2. The goal of B is to output 1 if T = e(g, g)x∗y∗w∗

and 0 otherwise. The algorithm B interacts with an adversary Asc in the IS-CCA2
game as follows:

Setup: The algorithm B sets h∗1 = gx∗
, g1 = gy∗

and c∗1 = gw∗
, then B chooses

randoms k∗, γ, u∗ ∈ Z∗p and computes

α∗ = H1((h∗1)
k∗

), g2 = g−α∗

1 · gγ , h∗2 = (h∗1)
u∗

and Z∗ = e(h∗1 , g1).

Let H1 be a target collision resistant hash function and H2 and H3 be collision
resistant hash functions chosen from H1, H2 and H3 respectively. Then, the
system parameters are SP = (g, g1, g2, H1, H2, H3), the receiver’s public key is
PK∗r = (h∗1 , h

∗
2 , Z

∗) and the receiver’s private key is SK∗r = (x∗, u∗) where x∗

is unknown to B. The algorithm B gives the system parameters SP and the
receiver’s public key PK∗r to Asc.



74 C.H. Tan

Phase-1: In this phase, the adversary Asc makes a number of de-signcrypt queries.
If the adversary submits a ciphertext C = (c1, c2, c3, σ, β, μ) with the receiver’s
public key PKr = (h1, h2, Z) and the sender’s public key PKs = (g1, g2, Z) for de-
signcrypt query, B first checks c1 = c∗1 . If they are equal, the simulation aborts,
otherwise B computes

v = H2(c1, c2, PKr, PKs), η = H3(σ, β, PKr, PKs), α = H1(h
η
1h

μ
2 )

and checks e(c3, g) ?= e(gα
1 g2, c1) and e(σ, gv g1 gβ

2 ) ?= Z. If one of the two
equations are not equal or α = α∗, then return reject symbol ⊥, otherwise B
computes gw

1 (where c1 = gw and B does not know the exponents of g1 and c1
over g respectively) as follows: Since g2 = g−α∗

1 gγ , then gγ = gα∗

1 g2. B computes
cγ
1 which is equal to (gα∗

1 g2)w. By cγ
1 = (gα∗

1 g2)w and c3 = (gα
1 g2)w, B obtains

gw
1 = (c3c

−γ
1 )

1
α−α∗

and returns the plaintext m as

m =
c2

e(gw
1 , h1)

.

Challenge: After the number of queries in Phase 1, Asc chooses two equal length
plaintexts m0 and m1 and a sender’s public/private key (PK∗s , SK∗s ), where PK∗s =
(g∗1 , g∗2 , Z∗) and SK∗s = (x∗, y∗) such that g∗1 = gx∗

and g∗2 = gy∗
, on which

it wishes to be challenged. Then Asc sends (m0, m1) and (PK∗s , SK∗s ) to B. B
chooses β∗ ∈ Z∗p and b ∈ {0, 1}; and responds the challenge ciphertext C∗ =
(c∗1 , c∗2 , c∗3 , σ∗, β∗, μ∗) as follows

c∗1 = gw∗
, c∗2 = T · mb, c∗3 = (c∗1)

γ = (gα∗

1 · g2)w∗
,

v∗ = H2(c∗1 , c
∗
2 , PK∗r , PK∗s ), σ∗ = g

1
v∗+x∗+y∗β∗ mod p,

η∗ = H3(σ∗, β∗, PK∗r , PK∗s ), μ∗ =
k∗ − η∗

u∗
mod p.

Phase-2: The adversary Asc continually makes de-signcrypt query on cipher-
text C which is similar as Phase-1 except that Asc is not allowed to make a
de-signcrypt query on C = C∗ with the same receiver’s/sender’s public key
(PK∗r , PK∗s ), but Asc is allowed to query de-signcrypt oracle on C∗ with different
receiver’s public key PKr or sender’s public key PKs such that PKr �= PK∗r or
PKs �= PK∗s respectively.

Guess: After the number of de-signcrypt queries, the adversary Asc finally out-
puts a bit b′ ∈ {0, 1}. If b = b′, B returns 1, otherwise returns 0.

This completes the simulation of the attacks game of the signcryption between
the algorithm B and the adversary Asc.

Analysis: To ease the analysis on the success probability of B, a sequence of games
technique is used, which was introduced by Shoup [18]. The sequence of games
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starts from game G0 to game G5, where G0 is the original attack game and the
last game G5 gives no advantage to the adversary Asc. Let Ti be the event that
b′ = b in the game Gi for 0 ≤ i ≤ 5. Then, we have

Advis−cca2sc (Asc) =
∣

∣Pr[T0] − 1/2
∣

∣

and the sequence of games are described as follows:

Game G1 (Eliminate the correct guess of c1 in Phase-1). First, game G1 is
obtained from game G0 by modifying the de-signcrypt oracle in Phase-1 to reject
a ciphertext C = (c1, c2, c3, σ, β, μ) such that c1 = c∗1 , then the de-signcrypt
oracle outputs reject and halt. Since an adversary has no information about c1 =
c∗1 from the challenge ciphertext C∗, the probability of this type of ciphertext
submitted by the adversary is at most qd

p . So, by Lemma 1, we have
∣

∣Pr[T1] −
Pr[T0]

∣

∣ ≤ qd

p .

Game G2 (Eliminate hash collision of H2). In this game, the game G1 is mod-
ified to game G2 by modifying the de-signcrypt oracle to reject a ciphertext
C = (c1, c2, c3, σ, β, μ) with the receiver’s/sender’s public key (PK∗r , PK∗s ) such
that (c3, σ, β, μ) = (c∗3, σ

∗, β∗, μ∗), (c1, c2) �= (c∗1, c
∗
2) and v = v∗ where v =

H2(c1, c2, PK∗r , PK∗s ). In this case, the de-signcrypt oracle outputs reject and halt.
B then randomly outputs d ∈ {0, 1}. The probability of this rejection is negligible
with the probability εcr as the chance of finding v = v∗ with (c1, c2, PK∗r , PK∗s ) �=
(c∗1, c

∗
2, PK∗r , PK∗s ) is εcr. So, by Lemma 1, we have

∣

∣Pr[T2] − Pr[T1]
∣

∣ ≤ εcr.

Game G3 (Eliminate hash collision of H3). Game G3 is similar to game G2
except that the de-signcrypt oracle is modified to reject a ciphertext C =
(c1, c2, c3, σ, β, μ) with the receiver’s/sender’s public key (PK∗r , PKs) (PKs can
be chosen to be PK∗s ) such that (σ, β) �= (σ∗, β∗), (c1, μ) = (c∗1, μ

∗) and η = η∗

where η = H3(σ, β, PK∗r , PKs). In this case, the de-signcrypt oracle outputs reject
and halt. B then randomly outputs d ∈ {0, 1}. The probability of this rejection
is negligible with the probability ε̄cr as the chance of finding η = η∗ is ε̄cr. So,
by Lemma 1, we have

∣

∣Pr[T3] − Pr[T2]
∣

∣ ≤ ε̄cr.

Game G4 (Eliminate hash collision of H1). In this game, the game G4 is obtained
from game G3 by modifying the de-signcrypt oracle to reject a ciphertext C =
(c1, c2, c3, σ, β, μ) with a receiver’s/sender’s public key (PKr, PKs) which is not
rejected in game Gi for i = 1, 2, 3 before, we consider two types of this rejection
rules on ciphertext as below:

(a) [(PKr, PKs) = (PK∗r , PK∗s )] : (σ, β) = (σ∗, β∗), μ �= μ∗ and α = α∗ where
η = H3(σ, β, PKr, PKs) and α = H1((h∗1)η(h∗2)μ), then the de-signcrypt oracle
outputs reject and halt. B then randomly outputs d ∈ {0, 1}. The probability of
this rejection rule is negligible with the probability εtcr as the chance of finding
α = α∗ for hη

1h
μ
2 �= (h∗1)

η∗
(h∗2)

μ∗
is εtcr.

(b) [PKr = (h1, h2)3 �= PK∗r and PKs may be equal to PK∗s ] : η �= η∗, hη
1h

μ
2 �=

(h∗1)η∗
(h∗2)μ∗

and α = α∗ where η = H3(σ, β, PKr, PKs) and α = H1(h
η
1h

μ
2 ),

3 It is noted that PKr may be chosen to be ((h∗
1)a, (h∗

2 )a) by the adversary for some
random a ∈ Z∗

p .
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then the de-signcrypt oracle outputs reject and halt. B then randomly outputs
d ∈ {0, 1}. The probability of this rejection rule is negligible with the probability
εtcr as the chance of finding α = α∗ for hη

1h
μ
2 �= (h∗1)η∗

(h∗2)μ∗
is εtcr.

Combining case (a) & (b) and Lemma 1, we have
∣

∣Pr[T4] − Pr[T3]
∣

∣ ≤ 2εtcr.

Game G5 (Modify the challenge ciphertext). In this game, the signcrypt oracle
is modified by replacing c∗2 with a random c′2 in G2. Due to this change of c∗2 to
c′2, c′2 is independent of the challenge bit b and no information about b is given to
the adversary. Hence Pr[T5] = 1/2. Furthermore, as game G5 and game G4 are
equal unless adversary A can distinguish e(g, g)x∗y∗w∗

from the random element
in G2, therefore, we have

∣

∣Pr[T5] − Pr[T4]
∣

∣ ≤ εdbdh.

Combine the results from the above games, we obtain

εsc ≤ εdbdh + 2εtcr + εcr + ε̄cr +
qd

p

and complete the proof of the Theorem. ♦

In the following theorem, we show that the proposed signcryption scheme is
secure against strongly existential forgeability in the insider security and the
multi-user setting as follows:

Theorem 2. Suppose there is a forger that breaks the (ε, t, qs)-strongly existen-
tial unforgeability of the proposed signcryption scheme SC in the insider security
and the multi-user setting, then there exists an adversary who can break one of
the following four cases:
(a) The (2ε

5 , t′, qs)-strongly existential unforgeability of Boneh-Boyen short sig-
nature scheme,
(b) The ( ε

5 , t′)-CR collision resistant hash function H2,
(c) The ( ε

5 , t′′)-hard computational Diffie-Hellman (CDH) assumption,
(d) The ( ε

5 , t′)-TCR target collision resistant hash function H1,
such that t′ = t + qsE and t′′ = t + qsE + exp where E and exp are the signcrypt
cost of SC and the computation cost of exponentiation respectively; and qs is the
number of signcrypt queries.

Proof: Let Fsc be a forger that breaks the proposed signcryption scheme SC.
The forger Fsc is first given the system parameters SP and the sender’s public
key PK′s from the challenger. In an i-th signcrypt query, the forger Fsc first
chooses a plaintext mi, a sender’s public key PKis (PKis can be chosen to be PK′s
or different from PK′s), a receiver’s public/private key (PKir, SKir); and sends
(PKir, SKir, PKis, mi) to the challenger for signcrypt query. The challenger runs
the signcrypt oracle SOsc which returns a ciphertext Ci = (ci1, ci2, ci3, σi, βi, μi)
and the challenger gives Ci to Fsc. After the qs number of signcrypt queries, the
forger Fsc chooses a receiver’s public/private key (PK′r, SK′r) and finally outputs
a ciphertext C′ = (c′1, c

′
2, c
′
3, σ
′, β′, μ′) under the sender’s public key PK′s such

that C′ �= Ci where Ci = (ci1, ci2, ci3, σi, βi, μi) is the output from the signcrypt
queries for those i ∈ {1, · · · , qs} with the sender’s public key PK′s. Let v′ =
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H2(c′1, c
′
2, PK′r, PK′s) and vi = H2(ci1, ci2, PKir, PKis) for 1 ≤ i ≤ qs. We consider

the following five types of forgeries:

Type 1A Forgery: (c′1, c
′
2, PK′r) �= (ci1, ci2, PKir), PKis = PK′s and v′ �= vi for

all i ∈ {1, · · · , qs}.
Type 1B Forgery: (c′1, c

′
2, PK′r) �= (ci1, ci2, PKir), PKis = PK′s and v′ = vi for

some i ∈ {1, · · · , qs}.
Type 2A Forgery: (c′1, c

′
2, PK′r, PK′s) = (ci1, ci2, PKir, PKis) and (σ′, β′) �= (σi,

βi) for some i ∈ {1, · · · , qs}.
Type 2B Forgery: (c′1, c′2, σ′, β′, PK′r, PK′s) = (ci1, ci2, σi, βi, PKir, PKis), μ′ �=
μi and c′3 �= ci3 for some i ∈ {1, · · · , qs}.
Type 2C Forgery: (c′1, c

′
2, c
′
3, σ
′, β′, PK′r, PK′s) = (ci1, ci2, ci3, σi, βi, PKir, PKis)

and μ′ �= μi for some i ∈ {1, · · · , qs}.

By using Fsc as a subroutine, one can construct five algorithms, that are
F1
bb, B1, F2

bb, B2 and B3 which breaks Boneh-Boyen short signature scheme,
the collision resistant hash function, Boneh-Boyen short signature scheme, the
computational Diffie-Hellman assumption and the target collision resistant hash
function respectively corresponding to Type 1A, Type 1B, Type 2A, Type 2B
and Type 2C forgery. First, a simulator randomly guesses type of forgeries for
Fsc. The simulator success in guessing type of forgeries is of probability 1/5. For
ease of understanding, we list the five forgeries in the following table.

Forgery Algorithm Break
Type 1A Forgery F1

bb Boneh-Boyen short signature scheme
Type 1B Forgery B1 Collision resistant hash function
Type 2A Forgery F2

bb Boneh-Boyen short signature scheme
Type 2B Forgery B2 Computational Diffie-Hellman assumption
Type 2C Forgery B3 Target collision resistant hash function

Type 1A Forgery: Assume a forger Fsc is of Type 1A Forgery that breaks the
proposed signcryption scheme SC, then using Fsc as a subroutine, one constructs
an algorithm F1

bb that forges a Boneh-Boyen short signature scheme.

Setup: The algorithm F1
bb is first given the system parameters SP = (g, g1, g2, H1,

H2, H3) and the under attack signer’s public key PK′s = (g1, g2, Z). The algorithm
F1
bb gives SP and PK′s to the forger Fsc.

Signcrypt Query: In an i-th signcrypt query on a plaintext mi, the forger Fsc first
generates a receiver’s public/private key (PKir, SKir) where PKir = (hi1, hi2, Zi)
and SKir = (xi, ui), chooses a sender’s public key PKis (PKis can be chosen
to be PK′s) and sends (PKir, SKir, PKis, mi) to F1

bb. F1
bb first chooses wi ∈ Z∗p

and computes ci1 = gwi and ci2 = Zwi

i mi. F1
bb makes a signature query on

(ci1, ci2, PKir, PKis) to signing oracle SOsig which returns (σi, βi). Upon receipt
of (σi, βi), F1

bb chooses μi ∈ Z∗p , computes ηi = H3(σi, βi, PKir, PKis), αi =
H1(h

ηi

i1h
μi

i2 ) and ci3 = (gαi
1 g2)wi ; and sends Ci = (ci1, ci2, ci3, σi, βi, μi) to Fsc.

Output: After the qs number of signcrypt queries, Fsc finally outputs a ciphertext
C′ = (c′1, c

′
2, c
′
3, σ
′, β′, μ′) with receiver’s public/private key (PK′r, SK′r) and the
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sender’s public key PK′s such that (c′1, c
′
2, PK′r) �= (ci1, ci2, PKir) and v′ �= vi

for those i ∈ {1, · · · , qs} with PKis = PK′s where v′ = H2(c′1, c
′
2, PK′r, PK′s) and

vi = H2(ci1, ci2, PKir, PKis). Then, one can easily see that (σ′, β′) is a valid
signature of (c′1, c

′
2, PK′r, PK′s). Hence, F1

bb is able to forge a signature for Boneh-
Boyen short signature scheme. Furthermore, it is easy to see that the time to
forge Boneh-Boyen short signature scheme is t′ = t+qsE where E is the signcrypt
cost of SC.

Type 1B Forgery: Assume a forger Fsc is of Type 1B Forgery that breaks the
proposed signcryption scheme SC, then using Fsc as a subroutine, one constructs
an algorithm B1 that breaks the collision resistant hash function H2.

Setup: Given the system parameter SP = (g, g1, g2, H1, H2, H3), B1 first gener-
ates a sender’s public/private key (PK′s, SK′s) and gives SP and PK′s to Fsc.

Signcrypt Query: In an i-th signcrypt query on a plaintext mi, the forger Fsc first
generates a receiver’s public/private key (PKir, SKir) where PKir = (hi1, hi2, Zi)
and SKir = (xi, ui); and chooses a sender’s public key PKis (PKis can be chosen
to be PK′s). Fsc sends (PKir, SKir, PKis, mi) to B1 for signcrypt query. Consider
the following two cases :

(a) If PKis = PK′s, then B1 outputs Ci = SOsc(SKis, PKir, mi) and sends Ci =
(ci1, ci2, ci3, σi, βi, μi) to Fsc.

(b) If PKis �= PK′s, then B1 chooses wi ∈ Z∗p and computes ci1 = gwi and
ci2 = Zwi

i mi. B1 makes a signature query on (ci1, ci2, PKir, PKis) to signing
oracle SOsig which returns (σi, βi). B1 then chooses μi ∈ Z∗p , computes ηi =
H3(σi, βi, PKir, PKis), αi = H1(h

ηi

i1h
μi

i2 ) and ci3 = (gαi
1 g2)wi ; and sends Ci =

(ci1, ci2, ci3, σi, βi, μi) to Fsc.

Output: After the qs number of signcrypt queries, the forger Fsc finally outputs a
receiver’s public/private key (PK′r, SK′r) and a ciphertext C′ = (c′1, c′2, c′3, σ′, β′, μ′)
under the sender’s public key PK′s such that (c′1, c

′
2, PK′r) �= (ci1, ci2, PKir) and v′ =

vi for some i ∈ {1, · · · , qs}, where v′ = H2(c′1, c
′
2, PK′r, PK′s) and vi = H2(ci1, ci2,

PKir, PKis). Then, B1 obtains a collision of hash function H2. Furthermore, it is
easy to see that the time to break the collision resistant hash function H2 is t′ =
t + qsE where E is the signcrypt cost of SC.

Type 2A Forgery: The proof of this type of forgery is similar to Type 1A
Forgery, which leads to the strongly existential forgery of Boneh-Boyen short
signature scheme. Therefore, we omit here.

Type 2B Forgery: Assume a forger Fsc is of Type 2B Forgery that breaks the
proposed signcryption scheme SC, then using Fsc as a subroutine, one constructs
an algorithm B2 that breaks the computational Diffie-Hellman problem (CDH).

Setup: B2 is first given (g, gτ , gω) ∈ G3
1 , then B2 chooses H1 be the target collision

resistant hash function and H2 and H3 be the collision resistant hash functions.
B2 sets g1 = gτ , chooses k, γ ∈ Z∗p and computes g2 = g

−H1(gk)
1 gγ . B2 also

generates a sender’s public key as PK′s = (g′1, g
′
2, Z
′) and the private key as
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SKs = (x′, y′). B2 then gives the system parameters SP = (g, g1, g2, H1, H2, H3)
and PK′s to the forger Fsc.

Signcrypt Query: In an i-th signcrypt query on a plaintext mi, the forger Fsc first
generates a receiver’s public/private key (PKir, SKir) where PKir = (hi1, hi2, Zi)
and SKir = (xi, ui); and chooses a sender’s public key PKis (PKis can be chosen
to be PK′s). Fsc sends (PKir, SKir, PKis, mi) to B2 for signcrypt query. Consider
the following two cases :

(a) If PKis = PK′s, then B2 chooses ai, βi ∈ Z∗p and computes

ci1 = (gω)ai , ci2 = e(ci1, g1)ximi, vi = H2(ci1, ci2, PKir, PK′s),

σi = g1/(vi+x′+y′βi) mod p, ηi = H3(σi, βi, PKir, PK′s),

μi =
k − xiηi

xiui
mod p, ci3 = cγai

i1 = (gH1(gk)
1 g2)ωai .

Then B2 sends Ci = (ci1, ci2, ci3, σi, βi, μi) to Fsc.

(b) If PKis �= PK′s, then B2 chooses wi ∈ Z∗p and computes ci1 = gwi and
ci2 = Zwi

i mi. B2 makes a signature query on (ci1, ci2, PKir, PKis) to signing
oracle SOsig which returns (σi, βi). B2 then chooses μi ∈ Z∗p , computes ηi =
H3(σi, βi, PKir, PKis), αi = H1(h

ηi

i1h
μi

i2 ) and ci3 = (gαi
1 g2)wi ; and sends Ci =

(ci1, ci2, ci3, σi, βi, μi) to Fsc.

Output: After the qs number of signcrypt queries, the forger Fsc finally outputs a
receiver’s public/private key (PK′r, SK′r) and a ciphertext C′ = (c′1, c

′
2, c
′
3, σ
′, β′, μ′)

under the sender’s public key PK′s such that (c′1, c′2, σ′, β′, PK′r, PK′s) = (ci1, ci2, σi,
βi, PKir, PKis), μ′ �= μi and c′3 �= ci3 for some i ∈ {1, · · · , qs}. As (σ′, β′, PK′r, PK′s)
= (σi, βi, PKir, PKis), then η′ = ηi where η′ = H3(σ′, β′, PK′r, PK′s) and ηi =
H3(σi, βi, PKir, PKis). Since μ′ �= μi, this implies that hη′

i1h
μ′

i2 �= hηi

i1h
μi

i2 (It is noted
that PK′r = PKir = (hi1, hi2)). Furthermore, c′1 = ci1 = gωai , then e(c′1, gα′

1 g2) =
e(c′3, g) where α′ = H1(h

η′

i1h
μ′

i2 ). We obtain e((gα′

1 g2)−ωaic′3, g) = 1. By the non-
degenerate of bilinear map e, we have c′3 = (gα′

1 g2)ωai . As c′3 �= ci3, this im-
plies that α′ �= αi where αi = H1(h

ηi

i1h
μi

i2 ). Then from c′3 = (gα′

1 g2)ωai and
ci3 = (gαi

1 g2)ωai , B2 can compute

gτω = (c′3c
−1
i3 )

1
ai(α′−αi) .

Hence, B2 can solve the CDH problem. Furthermore, it is easy to see that the time
to break the CDH problem is t′ = t+ qsE+ exp where E and exp are the signcrypt
cost of SC and the computation cost of exponentiation respectively.

Type 2C Forgery: Assume a forger Fsc is of Type 2C Forgery that breaks the
proposed signcryption scheme SC, then using Fsc as a subroutine, one constructs
an algorithm B3 that breaks the target collision resistant hash function H1.

Setup: Given the system parameter SP = (g, g1, g2, H1, H2, H3), B3 first gener-
ates a sender’s public/private key (PK′s, SK′s) and gives SP and PK′s to Fsc.
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Signcrypt Query: In an i-th signcrypt query on a plaintext mi, the forger Fsc first
generates a receiver’s public/private key (PKir, SKir) where PKir = (hi1, hi2, Zi)
and SKir = (xi, ui); and chooses a sender’s public key PKis (PKis can be chosen
to be PK′s). Fsc sends (PKir, SKir, PKis, mi) to B3 for signcrypt query. Consider
the following two cases :

(a) If PKis = PK′s, then B3 outputs Ci = SOsc(SKis, PKir, mi) and sends Ci =
(ci1, ci2, ci3, σi, βi, μi) to Fsc.

(b) If PKis �= PK′s, then B3 chooses wi ∈ Z∗p and computes ci1 = gwi and
ci2 = Zwi

i mi. B3 makes a signature query on (ci1, ci2, PKir, PKis) to signing
oracle SOsig which returns (σi, βi). B3 then chooses μi ∈ Z∗p , computes ηi =
H3(σi, βi, PKir, PKis), αi = H1(h

ηi

i1h
μi

i2 ) and ci3 = (gαi
1 g2)wi ; and sends Ci =

(ci1, ci2, ci3, σi, βi, μi) to Fsc.

Output: After the qs number of signcrypt queries, the forger Fsc finally outputs a
receiver’s public/private key (PK′r, SK′r) and a ciphertext C′=(c′1, c

′
2, c
′
3, σ
′, β′, μ′)

under the sender’s public key PK′s such that (c′1, c′2, c′3, σ′, β′, PK′r, PK′s)=(ci1, ci2,
ci3, σi, βi, PKir, PKis) and μ′ �= μi for some i ∈ {1, · · · , qs}. As (σ′, β′, PK′r, PK′s) =
(σi, βi, PKir, PKis), then η′ = ηi where η′ = H3(σ′, β′, PK′r, PK′s) and ηi = H3(σi,
βi, PKir, PKis). Furthermore, c′1 = ci1 and c′3 = ci3, this implies that α′ = αi

where αi = H1(h
ηi

i1h
μi

i2 ) and α′ = H1(h
η′

i1h
μ′

i2 ) (It is noted that PK′r = PKir). Since
μ′ �= μi, this implies that hμ′

i2 �= hμi

i2 . Hence, B3 obtains a target collision of hash
function H1. Furthermore, it is easy to see that the time to break the target
collision resistant hash function H1 is t′ = t + qsE where E is the signcrypt cost
of SC. ♦

5 Conclusion

In this paper, we presented the insider-secure signcryption scheme in the multi-
user setting based on the decisional bilinear Diffie-Hellman assumption, secure
Boneh-Boyen short signature scheme, the collision resistant hash function and
the target collision resistant hash function. The proposed signcryption scheme
is provably insider-secure against adaptive chosen ciphertext attacks and secure
against strongly existential forgeability without random oracles in the multi-
user setting. Furthermore, the ciphertext of the proposed signcryption scheme is
publicly verifiable and the proposed signcryption scheme also allows the trusted
third party to verify the correct plaintext/ciphertext pair if there is a dispute
between the sender and the receiver.
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Abstract. We propose a simple and efficient group signature scheme as-
suming tamperproof devices, which is based only on the DDH assumption
and the Random Oracle. Compared to the state-of-the-art group signa-
ture schemes of [9, 13, 15], although the proposed scheme does not have
coalition resistance and exculpability thus requires tamperproof devices,
it is about twice faster in signature generation in exchange. It is also
efficient in signature size and signing key size. Even though the appli-
cation of the proposed scheme is not extensive, it can be much more
suitable than previous schemes for platforms with tamperproofness and
limited resources such as smart cards or mobile phones. Our approach
is important in designing group signature schemes (with some restric-
tions) in the sense that it has shown a concrete construction that one
can build a better scheme by carefully considering redundant properties
for required security level of given platform. The proposed scheme also
supports Verifier Local Revocation, Self-Traceability and weaker version
of Non-Frameability.

1 Introduction

A group signature is an anonymous digital signature scheme introduced by
Chaum and van Heyst [11] in which only legitimate members of a group can
anonymously sign messages on behalf of the group. Anyone can verify the signa-
ture but cannot get any information about which member made it. On the other
hand, only the trusted authority called Group Manager can reveal the identity
of the signer if necessary. Group signature schemes have constantly attracted
wide attention as a useful and powerful tool to realize privacy preserving and
personal information protection and a number of schemes have been proposed
in the literature.

Previous Works. From view point of efficiency, the first breakthrough was the
scheme proposed by Camenisch and Stadler [8] and a number of studies follow.
The earlier schemes are inefficient because the signature size or computational
cost depends on the size of the group. The scheme in [8] realizes constant sig-
nature size and computational cost for the first time by introducing the notion
of membership certificate. A membership certificate is the signature by Group
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Manager on the member secret key and is used as the proof that its owner is one
of the legitimate member of the group. The group signature of a member consists
of a ciphertext and non-interactive zero knowledge proofs or arguments (NIZK).
The ciphertext is encryption of his membership certificate under the public key
of the Group Manager and the NIZKs are those of a member secret key, the
membership certificate on it and the ciphertext is well-formed. No information
on the identity of the signer is obtained because of the confidentiality and zero
knowledge property of underlying encryption scheme and NIZK. On the other
hand, the validity of the signature can be checked by verifying the correctness
of the NIZK and the Group Manager can reveal the identity of the signer by
decrypt the membership certificate. A number of schemes have been proposed af-
terwards and all the practical schemes are membership certificate based. Among
them remarkable ones are the following. The first practical scheme was proposed
by Ateniese et al. [2] and state-of-the-art schemes are those by Camenisch et
al. [9], Furukawa et al. [15] and Delerablée et al. [13]. These are all membership
certificate based schemes.

Another research interest on group signatures is additional functions.
Revocation is probably the most difficult but important one because unlike

ordinary signature schemes the authority needs to revoke users anonymously.
There are two ways to realize revocation. First strategy is to force members
to renew their own member secret keys or membership certificates from public
revocation information using such tools as dynamic accumulators. Although it
achieves high security because revoked members can no longer generate valid
signatures, it is costly to force key renewal process to all members each time
revocation occurs. The other strategy does not require members any computation
for revocation. The first two efficient schemes were independently proposed by
Boneh et al. [7] and Camenisch et al. [9] as verifier local revocation and full
revocation respectively. We use the term Verifier Local Revocation(VLR) in this
paper. Even though there are some issues, called forward security or backward
unlinkability treated in [1, 3, 22, 26], relating the anonymity of the past signature
of revoked user, it is computationally practical. Forward security or backward
unlinkability is out of the scope of this paper.

Separability of Management Functions is important to realize higher secu-
rity level of Group Manager and flexible group management. There are some
functions for Group Manager such as generating group public/secret key pairs,
issuing member secret keys or membership certificates, opening the identity of
signatures and revocation. In the earlier schemes, a group secret key enables to
execute all these functions and the risk of the key management is considerably
high. The problem is considered in [5, 14, 19] and schemes in which the secret in-
formation and the authority is separated by functionalities are proposed. We call
the separated authority Issuer, Opener and Revocation Manager, respectively.

If Group Manager or Opener is not fully trusted, it is required that any-
one can verify that a signer identification procedure is properly executed. Non-
Frameability is the security requirement introduced in [5, 20] to deal with it.
The authority is required to output a proof called Publicly Verifiable Proof of
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Opening(PVPO) along with the identity of the signer. Anyone can confirm the
opened identity by verifying the proof.

Another type of traceability called Self-Traceability is introduced in [20]. It
enables a user to claim, if he wishes, a certain signature is his own without
compromising any privacy of other signatures.

Yet another aspect on research of group signature schemes is intractability
assumptions on which the security of group signature schemes are based. Pre-
viously known efficient schemes are either RSA based or pairing based. The
schemes in [2, 9] are RSA based and their security relies on the Strong RSA
assumption. Although NIZK over RSA modulus is inefficient in both computa-
tional cost and length, RSA has been extensively investigated for decades and
the Strong RSA assumption is widely accepted as a reliable assumption. Pairing
based schemes, which use bilinear groups and mappings, are increasing after the
first scheme [6]. [7, 13, 15] are efficient and popular among them. Bilinear group
is an effective tool to realize short signature length and revocation. On the other
hand, pairing related assumptions such as SDH, DLDH, DBDH or LRSW are
new, the computational cost of bilinear mappings is still expensive and the range
of bilinear mappings is relatively large, which is 1020bit on the contrary to the
171bit domain for example.

Our Results. Our main contribution is the construction of a very simple and
efficient group signature scheme assuming tamperproof devices. This is achieved
by carefully considering redundant properties for required security level of given
platform and by omitting two security requirements which are redundant in
certain cases. We point out that there are certain applications in which some
of the security requirements discussed in the literature as indispensable are too
strict or redundant and efficiency is the most important requirement.

One property the proposed scheme does not have is coalition resistance. In
other words, the proposed scheme becomes vulnerable when a malicious coalition
of members misuse their member secret keys. However, those kinds of illegal act
can be eliminated by securely storing a member secret key so that even the owner
of the key cannot know the value. Many technologies to achieve it are known
and widely used as tamperproof hardware or software. One good application of
the proposed scheme is implementation on smart cards or mobile phones. Smart
cards and mobile phones have tamperproofness but their resources for compu-
tation, storage and communication bandwidth are quite limited. Therefore, a
scheme with better efficiency will be desirable even if it does not have coalition
resistance.

The other property we neglect is exculpability against false abuse by Issuer.
However, the proposed scheme is sufficiently practical because it is secure against
fraudulent acts by Revocation Manager and Opener, thus the trust level require-
ment to authorities are not too high.

Due to these relaxed security requirements, the proposed scheme is remarkably
simple and efficient. The proposed scheme is about twice faster than the state-
of-the-art schemes of [9, 13, 15]. It is also efficient in signature size and mem-
ber secret key size. These are owing to the assumption on which the proposed
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scheme depends. The proposed scheme is the first practical one based only on
the DDH assumption and the Random Oracle. Therefore, it requires neither
NIZK in hidden order group nor bilinear mappings which oblige costly compu-
tations and long data length. It also implies efficient implementation on elliptic
curves, which result in shorter signature length. The proposed scheme is also
quite simple in the sense that it is both conceptually comprehensible and easy
to implement. Long exponent operations (e.g. 2000bit exponent in 1024bit mod-
ulus) or bilinear mappings, which are used in previous schemes, may have to
be specially implemented. On the other hand, the proposed scheme is composed
of standard multi-byte modulus operations or ordinary elliptic curve operations
and a hash function.

Our construction shows one concrete example that one can build a better
scheme by carefully considering redundant properties for required security level
of given platform. Our approach is important in the sense that it has shown
an alternative direction in designing new group signature schemes (with some
restrictions).

The proposed scheme also supports Verifier Local Revocation(VLR), sepa-
rability of management functions, Self-Traceability and weaker version of Non-
Frameability.

2 Definitions

In this section, we define the model and the functions of our group signature
scheme assuming tamperproof devices GS. The security definitions are also given,
which are based on the definitions of [4, 5] by Bellare et al.

2.1 Model and Functions

In order to identify the signer, we use what we call tracing information, which is
uniquely bound to each member of the group, instead of membership certificates.
GS consists of the following seven polynomial time algorithms and an inter-

active protocol.

Group Key Set Generation: GKg
GKg is a probabilistic polynomial time algorithm invoked by Group Manager to
obtain the group key set that on input a security parameter k generates and
outputs a group public key gpk, the corresponding secret issuing key for Issuer
ik and the secret opening key for Opener ok.

Member Secret Key Generation: MKg
Let n be the maximum number of group members. Without loss of generality,
we assume the set of member identities is {1, . . . , n}. MKg is a probabilistic
polynomial time algorithm invoked by Issuer (or Group Manager) to obtain a
member secret key and related data that on input a public key gpk, the cor-
responding issuing key ik and member’s identity i ∈ {1, . . . , n} generates and
outputs the member secret key gski, the corresponding tracing information Ti

and the revocation token grti.
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Signature Generation: GSig
GSig is a probabilistic polynomial time algorithm invoked by a member of a group
to generate a signature that on input a group public key gpk, a member secret
key gski, the corresponding tracing information Ti and a message m computes
and outputs the signature σ.

Signature Verification: GVf
GVf is a deterministic polynomial time algorithm invoked by a verifier to check
the validity of a signature that on input a group public key gpk, a message m,
a signature σ and a revocation list RL outputs either valid or invalid.

Claiming Generation of Signature: Claim
Claim is an interactive two party protocol between a signer and a verifier to
realize Self-Traceability by which the signer of a signature can convince the
verifier that the signature was certainly generated by him. A group public key
gpk, a signature σ and a message m are given to both the signer and the verifier
as common inputs. A member secret key gski is a private input only to the
signer. At the end of the protocol, the verifier either outputs true or false.

Signer Identification: Open
Open is a probabilistic polynomial time algorithm invoked by Opener (or Group
Manager) to identify the signer from given signature that on input a group public
key gpk, an opening key ok, a message m and a signature σ outputs either the
identity of the signer i and its Publicly Verifiable Proof of Opening(PVPO) τ if
the signature is valid, or invalid otherwise.

Checking Identified Signer: Judge
Judge is a deterministic polynomial time algorithm invoked by a verifier to check
if the signer identification was properly carried out that on input a group public
key gpk, a signature σ, the identity of a member i and a PVPO τ outputs either
true or false.

Membership Revocation: Revoke
Revoke is a deterministic polynomial time algorithm invoked by Revocation Man-
ager (or Group Manager) to revoke a set of users that on input the set of all
revocation tokens grt and a set of revoked users’ identities RU outputs a re-
vocation list RL. RL is a list of revocation tokens of revoked users, that is,
RL = {grti | i ∈ RU}.

2.2 Security

Many security requirements had been discussed in earlier studies and Bellare
et al. [4, 5] summarized into fewer requirements. Their requirements captures
many security requirements which had been separately discussed, including coali-
tion resistance and exculpability. However, their requirements are too strict in
practice and most of the recent efficient schemes use weaker variants. Our defini-
tions are weaker than those conventional ones in the sense that they do not cap-
ture coalition resistance and exculpability. Notice that only one oracle query to



88 T. Yoshida and K. Okada

MKg is allowed and ik is never given to the adversaries in the games described
below, which are different from the conventional ones.

We require the following four properties, Correctness, Anonymity, Traceability
and Weak Non-Frameability.

Correctness. GS is said to have Correctness if for σ=GSig(gski, m) GVf(gpk, m,
σ) = valid, Open(ok, m, GSig(gski, m)) = (i, τ) and Judge(gpk, i, σ, τ) = true
holds. Namely, a signature correctly generated by a legitimate member is ac-
cepted as valid, the signer of the signature is correctly identified from the signa-
ture and the identification can be publicly verified.

Anonymity. Roughly speaking, Anonymity is the requirement that no infor-
mation on the identity of a signature leaks.

Consider the following game played by the adversary Aanon.

Setup: Execute GKg(1k) then execute MKg for each user i ∈ {1, . . . , n} to
obtain gpk, ik, ok, the set gsk of all gski, the set T of all Ti and the set grt
of all grti. Then provide Aanon with gpk and T.

Queries: Aanon can make arbitrary query calls to GSig, Open, Revoke and Claim.
Aanon is also allowed to make one query call to MKg to obtain gsku for
arbitrarily chosen member u.

Challenge: Aanon outputs a message m̂ and two identities î0 and î1. When
Aanon has made a query to MKg on u, î0 and î1 must satisfy neither u �=
î0 nor u �= î1. Challenger picks b ← {0, 1} at random, computes σ̂ ←
GSig(gpk, gskîb

, m̂) and gives σ̂ to Aanon.
Restricted Queries: Aanon can make arbitrary query calls to GSig, Open,

Revoke and Claim with the restriction that (1) Aanon cannot make an or-
acle query to Revoke on î0 nor î1 and (2) Aanon cannot make an oracle query
to Open nor Claim on σ̂. Aanon is also allowed to make one query call to MKg
if it has not been made in the preceding Queries phase. In this case, Aanon

must not ask gskî0
or gskî1

.
Output: Aanon outputs b′.

We say that GS has Anonymity if the probability |Pr[b = b′]− 1/2| is negligible
for any polynomial time adversary Aanon.

Traceability. Roughly speaking, Traceability is the requirement that no adver-
sary can forge a signature from which the adversary is not traced.

Consider the following game played by the adversary Atrace.

Setup: Execute GKg(1k) then execute MKg for each user i ∈ {1, . . . , n} to
obtain gpk, ik, ok, the set gsk of all gski, the set T of all Ti and the set grt
of all grti. Then provide Atrace with gpk, ok, grt and T.

Queries: Atrace can make arbitrary query calls to GSig and Claim. Atrace is also
allowed to make one query call to MKg to obtain gsku for arbitrarily chosen
member u.

Response: Atrace outputs a message m̂ and a signature σ̂.
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The adversaryAtrace wins if GVf(gpk, m̂, σ̂)=valid, i �= u where Open(ok, m̂, σ̂)=
(i, τ) and no signing query is invoked on input i and m̂. We say that GS has
Traceability if there exists no polynomial time adversary Atrace who can win the
above game with non-negligible probability.

Weak Non-Frameability. Roughly speaking, Weak Non-Frameability is the
requirement that no adversary can forge a signature from which an honest user
is traced. Our definition is weaker than Non-Frameability defined in [5] because
it does not capture exculpability against false abuse by Issuer whereas the orig-
inal definition does. Our definition captures, however, the exculpability against
fraudulent Opener thus can make the security requirement to the Opener lower.

Consider the following game played by the adversary Awnf .

Setup: Execute GKg(1k) then execute MKg for each user i ∈ {1, . . . , n} to
obtain gpk, ik, ok, the set gsk of all gski, the set T of all Ti and the set grt
of all grti. Then provide Awnf with gpk, ok, T and grt.

Queries: Awnf can make arbitrary query call to GSig and Claim. Awnf is also
allowed to make one query call to MKg to obtain gsku for arbitrarily chosen
member u.

Response: Awnf outputs a message m̂, a signature σ̂, an identity of a member
î and a PVPO τ̂ .

The adversary Awnf wins if GVf(gpk, m̂, σ̂) = valid, î �= u, Judge(gpk, î, σ̂, τ̂ ) =
true and no signing query is invoked on input î and m̂. We say that a group
signature scheme has Weak Non-Frameability if no polynomial time adversary
Awnf can win the above game with non-negligible probability.

3 Preliminaries

In this section, we present the intractability assumption and the building blocks
we are using to construct the proposed scheme.

3.1 The DDH Assumption

The Decisional Diffie-Hellman (DDH) assumption is an intractabity assumption
that no polynomial time algorithm can distinguish the following two distributions

– the distribution R of random quadruples (G1, G2, U1, U2) ∈ G4.
– the distribution D of quadruples (G1, G2, U1, U2) ∈ G4, where G1, G2 ∈ G

are random and U1 = G1
r, U2 = G2

r for random r ∈ Zq.

where G is a multiplicative group of prime order q.
The security of the proposed scheme is reduced to the DDH assumption.

3.2 Relaxed Discrete Logarithm (RDL)

Let G be a multiplicative group of prime order q and H, G1, G2, . . . , Gl be ele-
ments of G. An RDL of H with respect to the bases (G1, G2, . . . , Gl) is a tuple
(e1, e2, . . . , el) satisfying the equation H = G1

e1G2
e2 · · ·Gl

el .
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Relaxed Discrete Logarithm (RDL) is an extension of discrete logarithm (DL).
Although it is often referred to as representation, we call it RDL to indicate the
relation to DL. It appears in [10] and has been used as a cryptographic tools.
An NIZK of RDL is presented in [8]. We omit the details here.

We use RDL as a member secret key and its NIZK is contained in a signature.

3.3 Cramer-Shoup Cryptosystem

Cramer-Shoup cryptosystem is a practical CCA secure cryptosystem based on
the DDH assumption. The description is as follows.

Key Pair Generation
Given a security parameter k, a public/secret key pair is generated as follows.

– Generate a kbit prime q, a multiplicative group G of order q and a generator
G1 of the group G.

– Choose a ∈ Zq at random.
– Compute G2 = G1

a.
– Choose x1, x2, y1, y2, z ∈ Zq at random.
– Compute C = G1

x1G2
x2 , D = G1

y1G2
y2 and H = G1

z.
– Choose H from a universal one-way hash family.
– The public key is pk = (G1, G2, C, D, H,H) and the secret key is sk =

(x1, x2, y1, y2, z).

Encryption
Given a public key pk = (G1, G2, C, D, H,H) and a message M ∈ G, the message
is encrypted as follows.

– Choose r ∈ Zq at random.
– Compute U1 = G1

r, U2 = G2
r and E = HrM .

– Compute α = H(U1, U2, E).
– Compute V = CrDrα.
– The ciphertext is a tuple (U1, U2, E, V ).

Decryption
Given a ciphertext (U1, U2, E, V ), a public key pk = (G1, G2, C, D, H,H), and
the corresponding secret key sk = (x1, x2, y1, y2, z), the message is retrieved as
follows.

– Compute α = H(U1, U2, E).
– Check if U1

x1+y1αU2
x2+y2α = V . If it does not hold, output invalid and abort.

– The message is obtained as M = E/U1
z .

The proposed scheme uses Cramer-Shoup cryptosystem to encrypt the signer’s
tracing information.

4 The Proposed Scheme

In this section, we describe the details of the proposed scheme and analyze its
security and efficiency.
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4.1 Our Approach

The target of this paper is to propose an efficient group signature scheme. Our
approach is twofold. One is to make the scheme discrete logarithm based and
the other is to revisit the security requirements.

As mentioned in section 1, there still is room to refine speed and size in
state-of-the-art efficient schemes, both RSA based schemes [9] and pairing based
schemes [13, 15]. On the other hand, discrete logarithm based schemes are ex-
pected to achieve both speed and size because of efficient NIZKs with low com-
putational cost and small data size and implementation over elliptic curves. We
use an RDL tuple as a member secret key. An NIZK of the tuple is contained
in signatures as a proof of membership. It is suitable for group oriented systems
because there are many tuples to given bases and a target on the contrary to
discrete logarithm, which has only one value to a given base and a target. On
the other hand, a convex combination of RDLs is also another RDL so that the
proposed scheme does not have coalition resistance. The scheme proposed by
Kiayias et al. in [18] uses RDL. However, the scheme is inefficient because it
uses RDL itself to identify the signer. In order to identify the signer, the pro-
posed scheme uses not RDL itself but what we call tracing information which is
uniquely determined by and bound to the RDL.

The other approach is to revisit the security requirements. We omit coalition
resistance and exculpability, which can be redundant in certain cases as discussed
in section 1.

As a result, the proposed scheme realizes simple structure and efficiency in
exchange for the two security requirements.

4.2 Description

Group Key Set Generation: GKg
Given a security parameter k, GKg runs as follows.

– Generate a kbit prime q, a multiplicative group G of order q and a generator
G1 of the group G.

– Choose a, b ∈ Zq at random.
– Compute G2 = G1

a and F = G1
b.

– Choose x1, x2, y1, y2, z ∈ Zq at random.
– Compute C = G1

x1G2
x2 , D = G1

y1G2
y2 and H = G1

z.
– Choose H1, H2 and H3 from a universal one-way hash family.
– Output the group public key gpk = (G1, G2, F, C, D, H,H1,H2,H3), the

issuing key ik = (a, b), and the opening key ok = (x1, x2, y1, y2, z).

Member Secret Key Generation: MKg
Given a group public key gpk = (G1, G2, F, C, D, H,H1,H2,H3), a issuing key
ik = (a, b) and the identity of a member, MKg runs as follows. The number of
members n must be polynomially bound by k.

– Choose ki2 ∈ Zq at random.
– If ki2 is already assigned to another member, restart from the beginning.
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– Compute ki1 = b− aki2 mod q and let grti = ki1 then give it to Opener and
Revocation Manager. it is used in Open and Revoke.

– Compute the tracing information Ti = G1
ki1 and publish it on a public

directory, which is used in Judge. Note that Ti is not necessarily made public
if Opener is trusted and Judge is not required.

– Output the member secret key gski = (ki1, ki2), the tracing information Ti

and the group revocation token grti = ki1.

Signature Generation: GSig
Given a group public key gpk = (G1, G2, F, C, D, H,H1,H2,H3), a member
secret key gski = (ki1, ki2), the tracing information Ti and a message m ∈
{0, 1}∗, GSig runs as follows.

– Choose r ∈ Zq at random.
– Compute U1 = G1

r, U2 = G2
r and E = HrTi.

– Compute α = H1(U1, U2, E).
– Compute V = CrDrα.
– Compute R = Ti

r(= U1
ki1 = G1

ki1r).
– Choose r1, r2, rr ∈ Zq at random.
– Compute R1 = G1

r1G2
r2 , R2 = G1

rr , R3 = HrrG1
r1 R4 = CrrDrrα and

R5 = U1
r1 .

– Compute β = H2(gpk, U1, U2, E, V, R, R1, R2, R3, R4, R5, m).
– Compute s1 = r1+βki1 mod q, s2 = r2+βki2 mod q and sr = rr+βr mod q.
– Output the signature σ = (U1, U2, E, V, R, β, s1, s2, sr).

Signature Verification: GVf
Given a group public key gpk = (G1, G2, F, C, D, H,H1,H2,H3), a message
m ∈ {0, 1}∗, a signature σ = (U1, U2, E, V, R, β, s1, s2, sr) and a revocation list
RL, GVf runs as follows. It consists of two phases Signature Check, which checks
if the signature is well-formed, and Revocation Check, which checks whether the
signer is revoked or not.
Signature Check

– Compute α = H1(U1, U2, E).
– Compute R′1 = F−βG1

s1G2
s2 , R′2 = U1

−βG1
sr , R′3 = E−βHsrG1

s1 R′4 =
V −βCsrDsrα and R′5 = R−βU1

s1 .
– Compute β′ = H2(gpk, U1, U2, E, V, R, R′1, R

′
2, R

′
3, R

′
4, R

′
5, m).

– Check if β = β′ holds. If it does not hold, output invalid and abort. Otherwise,
go to Revocation Check.

Revocation Check

– For each k1 ∈ RL, check if R = U1
k1 . Output invalid if there is such k1 that

the equation holds. Output valid otherwise.

Claiming Generation of Signature: Claim
In Claim, the signer initiates a protocol with the verifier to show the knowledge of
logU1

R(= ki1) without revealing ki1. The verifier outputs true if it succeeds and
false otherwise. Claim can be an arbitrary zero knowledge protocol to prove the
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knowledge of the discrete logarithm provided it is based on weaker assumptions
than the DDH assumption such as DH assumption or the discrete logarithm
assumption.

Signer Identification: Open
Given a group public key gpk = (G1, G2, F, C, D, H,H1,H2,H3), an opening key
ok = (x1, x2, y1, y2, z), a message m and a signature
σ = (U1, U2, E, V, R, β, s1, s2, sr), Open runs as follows.
– Check the validity of the signature by the same procedure of Signature Check

in GVf. Output invalid and abort if it fails.
– Compute α = H1(U1, U2, E).
– Check if U1

x1+y1αU2
x2+y2α = V . If it does not hold, output invalid and abort.

– Compute T = E/Uz
1 .

– Look for i such that Ti = T . If no such i is found, return invalid and abort.
– Choose r1 ∈ Zq at random.
– Compute S1 = G1

r1 and S2 = U1
r1 .

– Compute γ = H3(gpk, Ti, S1, S2, σ).
– Compute t1 = r1 + γki1 mod q.
– Output (i, τ) where τ = (γ, t1).

Checking Identified Signer: Judge
Given a group public key gpk = (G1, G2, F, C, D, H,H1,H2,H3), a signature
σ = (U1, U2, E, V, R, β, s1, s2, sr), the identity of a member i and a PVPO τ =
(γ, t1), Judge runs as follows.
– Compute S′1 = Ti

−γG1
t1 and S′2 = R−γU1

t1 .
– Compute γ′ = H3(gpk, Ti, S

′
1, S
′
2, σ).

– Check if γ = γ′ holds then output true if the equation holds and false other-
wise.

Membership Revocation: Revoke
Given the set of all revocation tokens grt and a set of revoked users’ identities
RU , let RL = {grti | i ∈ RU} then publish it on a public directory.

4.3 Security

Theorem 1. The proposed scheme has Correctness.

Theorem 2. The proposed scheme has Anonymity under the DDH assumption
in the random oracle model.

Theorem 3. The proposed scheme has Traceability under the assumption that
discrete logarithm problem is hard in the random oracle model.

Theorem 4. The proposed scheme has Weak Non-Frameability under the as-
sumption that discrete logarithm problem is hard in the random oracle model.

The proofs of these theorems are given in section 5.

Remark 1. In the security definition in section 2, for simplicity, all member secret
keys are generated at once at the setup phase. In the proposed scheme, however,
allows Issuer to generate them each time a member is added to the group. This
saves the storage.
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4.4 Efficiency

In this section, we show the efficiency of the proposed scheme by comparing with
previous schemes of [9, 13, 15]. Note that the previous schemes have coalition
resistance and exculpability whereas the proposed scheme does not.

Comparison with RSA based Schemes. We compare the proposed scheme
with RSA signature and currently the most efficient RSA based schemes pro-
posed in [9]. Three schemes are proposed in [9]. including the basic scheme,
which does not support Join and Revoke, and the full-revocation scheme, which
supports VLR. We denote them [CG04]Basic and [CG04]VLR respectively and
compare them with the proposed scheme.

We focus only on the exponentiation operations because the cost is so large
that the cost of other operations is negligible. The computational cost of modu-
lar exponentiation is linearly dependent of the bit length of exponents if the bit
length of modulus is the same. Thus, we use the total bit length of exponents
in order to compare the computational costs. We also consider the Chinese re-
mainder theorem, by which we estimate the computational cost is reduced to
1/4, and simultaneous multiple exponentiation(e.g. [21]).

We compare the schemes on the same security level as the recommended
security parameter of [9]. In particular, we use 2048bit RSA modulus, a subgroup
of Zp

∗ of order q where p is a 2048bit prime and q is a 224bit prime (Zp
∗2048) and

an 224bit elliptic curve (EC224). Note that a point on EC224 can be represented
as a 225bit string. These security level is considered to be equivalent. See [27],
for example.

The efficiency is summarized in Table 1.

Table 1. Comparison with RSA based Schemes

RSA2048 [CG04] The Proposed Scheme
Basic VLR Zp

∗2048 EC224
Computational Cost of GSig 512 4180 4462 2240
Computational Cost of GVf small 2310 2592 1120
Bit Length of Signature 2048 12426 14976 11136 2021
Bit Length of Signing Key 4096 4438 4720 448
Bit Length of Verification Key ≈2048 16666 18714 12288 1350
Bit Length of Authority Key(s) — 282 448+1120

Comparison with Pairing based Schemes. We compare the proposed
scheme with currently the most efficient pairing based schemes proposed in [15]
and [13], which we denote [FI05] and [DP06], respectively.

It is not easy to compare the speed because the cost of computing bilin-
ear mappings heavily depends on implementation. However, one implementa-
tion result by Hansen et al. in [17] shows that [CG04] is a bit faster than [FI05]
as pointed out in the full version of [9]. [DP06] is faster but is not expected
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to be twice faster than [FI05] because it requires 7 multi-exponentiations in
G1 and 1 multi-exponentiations in GT whereas [FI05] requires 7 and 4 multi-
exponentiations, respectively, where G1 and GT is the range and the domain of
the bilinear mapping. Also note that according to [25], the computational cost
of bilinear mappings with precomputation is 1.5–2times of RSA decryption and
that without precomputation is 2.5–4.5times, that is, the cost is still relatively
expensive. Moreover, the above estimation of [FI05] and [DP06] is based on pre-
computing bilinear mappings. However, there is a time-memory tradeoff and it
is required to store several elements of GT . Those elements are 1020bit each,
for example, and require larger storage. [FI05] and [DP06] become much slower
without precomputation.

From view point of signature length, the proposed scheme is more efficient.
The length of signature of the proposed scheme is 1365bit, while those of [FI05]
and [DP06] are 1711bit and 1444bit, respectively, on the same security level.

4.5 Basic Scheme without Revocation

A scheme without revocation can be easily obtained by removing R from the sig-
nature. Although it does not have Self-Traceability and Weak Non-Frameability,
it is more efficient than the scheme with revocation.

5 Proofs of Security

5.1 Proof of Theorem 1 (Correctness)

Proof. By inspection. ��
5.2 Proof of Theorem 2 (Anonymity)

Proof. Suppose there exists a polynomial time adversary Aanon which breaks
Anonymity of the proposed scheme. We describe how to construct a polyno-
mial time adversary Acs which breaks the indistinguishability of Cramer-Shoup
cryptosystem by using Aanon.

Given a public key of Cramer-Shoup cryptosystem pk = (G1, G2, C, D, H,H1),
generate gpk, T, grt and gsku as follows then provide Aanon with gpk and T.

– For each i ∈ {1, . . . , n}, choose ki1 ∈ Zq at random then let Ti = G1
ki1 and

grti = ki1.
– Choose u ∈ {1, . . . , n} at random.
– Choose ku2 ∈ Zq at random.
– Let F = G1

ku1G2
ku2 .

– Let gpk = (G1, G2, F, C, D, H,H1,H2,H3) and gsku = (ku1, ku2).

When Aanon makes a query to MKg on i, Acs returns gsku to Aanon if i = u
or aborts otherwise.

We then show how to simulate the oracles GSig and Open. Simulating Revoke
and Claim are straightforward by using grt. H2 and H3 are simulated as random
oracles.
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Upon receiving signing oracle query from Aanon on a member i and a message
m, compute and return its signature σ by encrypting Ti, backpatching H2 and
simulating NIZK as follows.

– Computing U1, U2, E, V, R is the same as GSig.
– Choose α, β, s1, s2, sr ∈ Zq at random.
– Compute R1 = F−βG1

s1G2
s2 , R2 = U1

−βG1
sr , R3 = E−βHsrG1

s1 R4 =
V −βCsrDsrα and R5 = R−βU1

s1 .
– Backpatch H1 and H2 by defining α = H1(U1, U2, E) and

β = H2(gpk, U1, U2, E, V, R, R1, R2, R3, R5, m).
– Return σ = (U1, U2, E, V, R, β, s1, s2, sr).

Upon receiving opening oracle query from Aanon on a message m and a sig-
nature σ = (U1, U2, E, V, R, β, s1, s2, sr), check the validity of σ, decrypt tracing
information by using the decryption oracle of Cramer-Shoup cryptosystem and
return the result to Aanon as follows.

– Compute R′1 = F−βG1
s1G2

s2 , R′2 = U1
−βG1

sr , R′3 = E−βHsrG1
s1 R′4 =

V −βCsrDsrα and R′5 = R−βU1
s1 .

– Check if H2 is defined on input (gpk, U1, U2, E, V, R, R′1, R′2, R′3, R′4, R′5, m).
– If it is not defined or the output is not equal to β, return invalid and abort.
– Make an oracle query to the decryption oracle of Cramer-Shoup cryptosys-

tem on input ciphertext (U1, U2, E, V ) to obtain the plaintext T .
– Look for i such that Ti = T . If no such i is found, return invalid and abort.
– Generate τ in the same way as Open and return (i, τ).

Given the challenge query m̂, î0 and î1 from Aanon, simulate the response
signature σ̂ as follows.

– Make a challenge query on two plaintexts Tî0
and Tî1

to the encryption oracle
of Cramer-Shoup cryptosystem.

– Let the response be (Û1, Û2, Ê, V̂ ), which is the encryption of either Tî0
or

Tî1
.

– Backpatch H2 and simulate NIZK as in the simulation of signing query to
get σ̂ = (Û1, Û2, Ê, V̂ , R̂, β̂, ŝ1, ŝ2, ŝr) then return it to Aanon.

Finally, let the output of Acs be the final output b′ of Aanon.
Since the above simulations succeed with non-negligible probability, Acs

breaks the indistinguishability of Cramer-Shoup cryptosystem. This contradict
the DDH assumption. ��

5.3 Proof of Theorem 3 (Traceability)

Proof. Suppose there exists a polynomial time adversary Atrace which breaks
Traceability of the proposed scheme. We describe how to construct a polynomial
time adversary Adl which solves discrete logarithm problem by using Atrace.
Suppose the input to Adl be (G1, F ). The goal is to find logG1

F .
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Given logG1
F , generate gpk, ok, T, grt and gsku as follows then provide

Atrace with gpk, ok, T and grt.

– For each i ∈ {1, . . . , n}, choose ki1 ∈ Zq at random then let Ti = G1
ki1 and

grti = ki1.
– Choose u ∈ {1, . . . , n} at random.
– Choose ku2 ∈ Zq at random.
– Choose ok = (x1, x2, y1, y2, z) ∈ Zq

5 at random.
– Let G2 = (FG1

−ki1)1/ki2 .
– Compute C = G1

x1G2
x2 , D = G1

y1G2
y2 and H = G1

z.
– Let gpk = (G1, G2, F, C, D, H,H1,H2,H3) and gsku = (ku1, ku2).

When Atrace makes a query to MKg on i, Adl returns gsku to Atrace if i = u
or aborts otherwise.

Simulation of GSig, Claim,H2 andH3 are the same as in the proof of Theorem 2.
Rewind Atrace to obtain two signatures σ = (U1, U2, E, V, R, β, s1, s2, sr) and

σ′ = (U1, U2, E, V, R, β′, s′1, s
′
2, s
′
r). By applying the Forking Lemma [23], this

succeeds with non-negligible probability. Let k′1 = (s1 − s′1)/(β − β′) and k′2 =
(s2 − s′2)/(β − β′) then F = G1

k′
1G2

k′
2 . On one hand, from the definition of

Traceability u is not traced from these signatures, therefore (k′1, k′2) �= (ku1, ku2)
and G2 = G1

−(ku1−k′
1)/(ku2−k′

2). Finally, logG1
F can be obtained as ku1 + cku2

where c = −(ku1 − k′1)/(ku2 − k′2).
Since the above simulations succeed with non-negligible probability, Adl

solves discrete logarithm problem with non-negligible probability. This is a
contradiction. ��

5.4 Proof of Theorem 4 (Weak Non-Frameability)

Proof. Weak Non-Frameability of the proposed scheme immediately follows from
Traceability and the security of NIZK. That is, an adversary which forges with
non-negligible probability an NIZK of discrete logarithm without knowing it can
be constructed by usingAwnf and simulating GSig as in the proof ofTheorem 3. ��
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Abstract. We present a new approach to individualize programs at the
machine- and byte-code levels. Our superdiversification methodology is
based on the compiler technique of superoptimization, which performs
a brute-force search over all possible short instruction sequences to find
minimum-size implementations of desired functions. Superdiversification
also searches for equivalent code sequences, but we guide the search by
restricting the allowed instructions and operands to control the types of
generated code. Our goal is not necessarily the shortest or most optimal
code sequence, but an individualized sequence identified by a secret key
or other means, as determined by user-specified criteria. Also, our search
is not limited to commodity instruction sets, but can work over arbitrary
byte-codes designed for software randomization and protection. Appli-
cations include patch obfuscation to complicate reverse engineering and
exploit creation, as well as binary diversification to frustrate malicious
code tampering. We believe that this approach can serve as a useful
element of a comprehensive software-protection system.

1 Introduction

One element of a comprehensive program-security toolbox is code individualiza-
tion, which enables software diversity as a defense against various attacks. When
different users receive individualized copies of the same sensitive application, a
break on one system may not work on others, ideally forcing crackers to expend
the same effort on breaking each copy. Individualization also helps to alleviate
the so-called monoculture problem [15], which involves quick propagation of ma-
licious programs on networks of equally vulnerable systems. As in biology and
fault-tolerant systems, diversity can be an effective generic technique to guard
against known and unknown threats.

Software individualization uses a number of techniques to modify code at
various levels without changing its semantics [1, 2, 8]. For example, at an algo-
rithmic level, a bubble-sort function can be replaced by quicksort or heapsort. At
a syntactic level, a tool can inject inert “chaff” code, reorder basic blocks by flip-
ping branch conditions, and replace instructions with operationally equivalent
sequences. Such measures may be implemented via compilers and transformation
tools.
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In this paper, we focus on individualization at the instruction or byte-code
level. Our main idea is search for a large number of instruction sequences that are
semantically equivalent to an input code fragment. To accomplish this, we lever-
age and extend the compiler technique of superoptimization [4, 19, 21], which
performs brute-force searches for minimum-size code fragments that implement
a given simple function. Our work thus proposes a novel application of superop-
timization towards software security, including areas such as exploit prevention
and tamper-resistance, and leading towards code obfuscation.

1.1 Software Protection

Since the early days of the IBM PC and 8-bit home computers, software protec-
tion has been a never-ending battle between protectors and crackers. While no
secure generic solution has been demonstrated in practice, various techniques of
tamper-resistance and obfuscation have helped to delay reverse engineering and
cracking of sensitive code and data [3, 7, 9, 10, 11, 18, 24, 27]. Among such ap-
proaches are code checksums or hashes to prevent easy patching, anti-debugging
and anti-disassembly measures to hinder attack tools, and various obfuscation
measures to complicate control- and data-flow analysis. For increased security,
modern protection tools typically combine a large variety of such features.

Recent theoretical work [5, 16, 20, 28] suggests that only limited obfuscation
is possible in general. However, such modeling has been generally distant from
practice, particularly given the large variety of possible application and attack
scenarios. We note that most published work on real-world software protection
does not provide a cryptographic model or formally analyzable security. Even
in systems whose breaking reduces to solving some difficult problem, it is often
possible to “go outside the model” to produce efficient attacks. A system with
guaranteed or estimated tamper-resistance measured in days, weeks or months
may be formally insecure, yet quite sufficient for various business applications.
Thus, presently deployed protection strategies generally rely not on theoretical
models, but rather on heuristic analysis, quality of engineering, and penetration
testing on software protected by combined techniques. In this context, indi-
vidualization serves as an element of a comprehensive protection strategy or
model [12].

1.2 Superoptimization and Software Diversity

Superoptimization was introduced by Massalin as a means of minimizing size
of compiled code [21]. Though software security was not a stated goal of his
original work, his description hints at some obfuscation and individualization
inherent in superoptimized code. Massalin wrote that “startling programs have
been generated, many of them engaging in convoluted bit-fiddling bearing little
resemblance to the source programs which defined the functions” [21]. One of
his examples is a sign function superoptimized to four 680x0 instructions, where
“like a typical superoptimized program, the logic is really convoluted” [21] and
warrants the detailed explanation he provides. Such code sequences often contain
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clever tricks that appear to be human-generated, yet were found automatically
by simply enumerating all possible instructions up to a certain length. In essence,
brute-force search has substituted for human cleverness.

Motivated by the above observations, we build upon superoptimization to
develop a diversification toolkit. In particular, we output not only the short-
est instruction sequence, but any sequences that implement the input function.
Additionally, we typically use a secret key and other user-specified parameters
to guide the brute-force search and control the nature of generated code (e.g.,
by changing the set of instructions and operands over which the search is per-
formed). Our search may also use other heuristics, such as instruction frequencies
collected from real-life programs. For example, the search may prefer instruc-
tion combinations observed often in real code, deferring or omitting instruction
sequences not commonly found in binaries. We also use other performance en-
hancements, such as limiting exhaustive enumeration of constant operands (e.g.,
restricting constants to small ranges or sets of values harvested from real-life soft-
ware). We refer to our approach as superdiversification or superindividualization.

The rest of the paper is organized as follows. We outline our basic methodology
of superdiversification in Section 2. Implementation details and performance
results are the topic of Section 3. In Section 4, we show several applications of our
basic methodology. Finally, Section 5 summarizes our approach with directions
for future work.

2 Superdiversification

Like a superoptimizer, our code individualizer accepts a sequence of instructions
as input and attempts to generate equivalent code sequences up to a given length,
by exhaustive enumeration. A secret key and other user-specified parameters may
further determine characteristics of these code fragments and order of generation,
as explained in detail later. Each candidate sequence is tested for equivalence
to the input sequence. The test proceeds in two phases – a quick, probabilistic
equivalence check, which rejects sequences that do not agree on random inputs,
and Boolean equivalence checking of formulas when the sequences agree on a
threshold number of random inputs:

– During the most common, quick phase of the test, the sequence is first ex-
ecuted or simulated on one or more random sample inputs; if the output is
incorrect, the sequence is quickly discarded.

– If the candidate sequence generates correct outputs, a Boolean test is used
to verify that the sequence is actually equivalent to the input sequence. For
this, we encode instructions as Boolean formulas in conjunctive normal form
(CNF) and use a SAT solver to test equivalence, as described later.

2.1 Generation of Code Sequences

In our basic approach, we enumerate a large number of candidate code sequences
to test for equivalence with an input sequence. In particular, superdiversification
performs one or more of the following actions:
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– Restrict the set of instructions and operands over which the search is per-
formed. For example, if we wish to generate a sign function that uses only
addition, subtraction and negation, we simply search over just these three
instructions. This has an effect similar to switching from brute-force to
heuristically-guided search.

– Guide the search based on empirical data about probabilities of instruction
occurrences in real-life programs. When choosing the next instruction in
a candidate sequence, our enumeration procedure prefers instructions that
are likely to appear, as determined by a table of instruction frequencies
harvested from actual binaries. This is intended both to speed up the search
and produce diversified code that blends in with target applications.

– Use various optimizations and pruning techniques to cut down on the time re-
quired for search. For example, a user-specified parameter determines whether
or not to search over instruction pairs and longer sequences that have never
been observed in actual binaries. In addition, to prevent brute-force enumer-
ation of constant operands (e.g., 64-bit), we collect or harvest constants from
real-life programs and search only over these. Alternately, we may use random
(key-based) sampling to choose constants, as well as to enumerate instruction
sequences in general. With such sampling, the search will not be exhaustive,
but may still yield usefully individualized sequences.

Given an input code sequence of length m, we generate all code sequences up
to a specified maximum length n, where n ≥ m. For instruction selection, we use
a subset of the processor’s instruction set. The generated sequence uses the same
inputs and modifies the same outputs as the input sequence. In addition, the
generated sequence may also use a limited set of constant operands, restricted
to commonly occurring values (e.g., 0, 1, -1), or alternately drawn from a set
of constants harvested from real-life programs. We may also choose to reject
generated sequences containing obviously redundant instructions that amount
to no-ops unlikely to occur in actual binaries (e.g., mov r1, r1, or add r1,
0). To find such instructions, we can run the superdiversifier on a no-op input
sequence, and ask it to find all equivalent sequences of length 1.

In order to improve search time, as well as to produce sequences that blend
in more closely with actual programs, we can use a table containing empirical
data about instruction frequencies. The table data are pre-computed from a
sample set of actual binaries, where fjk is the frequency with which instruction
ik is observed to follow instruction ij in the sample set. The code generator
will pick the next instruction in the generated sequence in order of decreasing
frequency, based on the most recent instruction generated. This will naturally
favor sequences that appear to blend in with compiled code in real binaries, thus
making it more difficult to distinguish between unmodified compiler-generated
code and code produced by the superdiversifier in an individualized binary.

We may further guide the search by randomly re-ordering the enumeration
based on a secret key, or by eliminating instructions – either randomly or using
heuristic information based on knowledge about the input sequence.
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2.2 Practical Issues

In both superdiversification and superoptimization, the search space for code gen-
eration is exponential in the number of instructions in the sequence. Since super-
optimization discards all instruction sequences longer than the current
minimum-length equivalent sequence, its brute-force search often may be quite
fast. In contrast, superdiversification searches over sequences of all lengths (within
a user-specified range), and is thus inherently slower. However, even two decades
ago, Massalin [21] was able to find superoptimized sequences of 10 or more in-
structions. Since computing systems today are several orders of magnitude more
powerful, we expect that superdiversification can still be quite effective, particu-
larly with the use of optimizations and pruning mechanisms.

Our approach is useful for generating various types of code, as determined by
parameters. Using empirical instruction frequencies, as mentioned earlier, we can
produce diversified code that does not stand out from the target application, help-
ing to improve security. Alternately, we may produce unusual code by preferring
instructions unlikely to appear (i.e., using the inverse of our instruction-frequency
table). In general, parameterized diversification is a powerful enhancement over
superoptimization in terms of security.

2.3 Testing for Equivalence of Code Sequences

To determine whether two machine-code fragments compute the same function,
we first execute each sequence using one or more sets of randomly generated
inputs, and compare their corresponding outputs. If their outputs are equal, we
consider the sequences to be potentially equivalent and convert the instructions
to Boolean formulas in conjunctive normal form (CNF). For each instruction, we
assign distinct Boolean variables representing each bit of its inputs and outputs.
The output variables are the result of the Boolean function performed by the
instruction over its inputs. For example, consider the generic instruction

and r1, r2

which performs a bitwise-AND on registers r1 and r2, placing the result in
register r1. Let the variable x represent r1 and y represent r2. Then we can
represent the function for the and instruction by

F (x, y) = (x ∧ y)

Using static single assignment (SSA) notation such that each variable is assigned
no more than once, we can rewrite this as the relation

x1 ↔ (x0 ∧ y0)

Note that we would have one such relation for each data bit. For example, for a
w-bit data width, we would have w relations each representing the effect of the
and instruction on each bit of the output. Since all variables are unique, we can
simply combine them in a single conjunction as follows:
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ϕ =
w
∧

i=1

(x1i ↔ (x0i ∧ y0i))

To ensure that the resulting formula is in CNF, each term in the conjunction
needs to be converted to CNF. We apply the Tseitin transformation [25] to the
above expression, resulting in

ϕ =
w
∧

i=1

((¬x1i ∨ x0i) ∧ (¬x1i ∨ y0i) ∧ (x1i ∨ ¬x0i ∨ ¬y0i))

We repeat the above for each instruction in the sequence, encoding the operation
performed by the instruction as a Boolean expression in CNF form. Thus, for
a length-N instruction sequence, we would have N sub-formulas, and the entire
sequence would be represented as

Φ =
N
∧

i=1

ϕj

Let Φ′ be the generated length-M sequence that we wish to test for equivalence
against Φ.

Φ′ =
M
∧

i=1

ϕ′j

We first ensure that the input states of both sequences are synchronized such
that the same variables are used to represent inputs that are common to both
sequences. In the above example, the initial values of r1 and r2 are represented
by the variables x0 and y0 in both sequences. All other variables representing the
intermediate and output states should be distinct and unique to each sequence.
Let A be the set of variables representing the output state of Φ, and A′ be the set
of variables representing the output state of Φ′. Then we can define equivalence
in terms of the output state as follows:

Φ ≡ Φ′ iff ∀x ∈ A, y ∈ A′ : A ↔ A′

or,
Φ 	≡ Φ′ iff ∃x ∈ A, y ∈ A′ : A � A′

For each bit variable xi in A corresponding to the same bit in A′ (represented
by yi), we generate the relation

zi ↔ (xi � yi)

This is equivalent to
zi ↔ (xi ⊕ yi)

Thus, for K output bits, we can state that

Φ 	≡ Φ′ iff
K
∨

i=1

zi = �
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In other words, Φ ≡ Φ′ iff the following CNF formula is unsatisfiable:

(Φ ∧ Φ′ ∧ (
K
∨

i=1

zi))

Generating the above formula and applying a SAT solver to it, we can thus de-
termine whether two sequences are equivalent. If the SAT solver finds that the
formula is satisfiable, then we have established that the sequences are not equiv-
alent. Conversely, if the SAT solver determines that the formula is unsatisfiable,
then the sequences are equivalent.

3 Implementation and Experimental Results

We implemented an initial prototype of the code individualizer in C++. This
consists of a code-generation module (front-end) and a code verification module
(back-end). We included only a subset of Intel x86 instructions (mov, not, neg,
xor, or, and, add, sub, inc, dec, cmp, shl, shr, sar, push, pop), but the de-
sign allows future support for other instruction sets to be added. (In particular,
we may use custom instruction sets geared towards individualization and obfus-
cation, not necessarily generality and performance.) For the verification phase,
we perform a quick execution test on every sequence generated, followed by a
Boolean test using the zChaff [26] SAT solver only if the quick test passes. With
this approach, we were able to generate code sequences of up to 5 or 6 instruc-
tions in length in reasonable time over the full range of supported instructions.
We ran all our tests on a Pentium 3.0 GHz CPU with 2 GB of RAM. Note that
emulation would be needed to run the quick test on non-native instruction sets.

The code individualizer works as follows. Given an input machine-code frag-
ment, the generator enumerates the next candidate code sequence. The verifier
then compares the generated sequence against the original sequence. If it is deter-
mined that the two sequences are equivalent, the generated sequence is added to
the list of equivalent sequences. The process is then repeated until the generator
has generated all sequences.

While our approach generates code sequences that are exact matches with
respect to the output states, in practice it is frequently sufficient to find a match
over a subset of the output state. For example, in the Intel x86 instruction set,
the inc and add instructions affect the carry flag differently. However, if we do
not care about the value of the carry flag (i.e., it is not live) in the context of
the original program, the instruction inc r1 could be substituted with add r1,
1 and vice versa. In order to allow for such possibilities, we made provisions
in the code individualizer to designate flags and output variables that may be
safely ignored during the verification phase. To store intermediate results, we
also provided the ability to introduce free temporary registers not already in the
input sequence into the generated sequence.

In general, modeling arbitrary memory accesses is a complex problem. In
our current implementation, we limited the inputs and outputs to constants,
registers, and stack memory variables only.



The Superdiversifier: Peephole Individualization for Software Protection 107

3.1 Sample Results and Discussion

We ran the code generator and verifier on a sample set of input sequences. In
order to produce a greater variety of generated sequences, we chose to ignore the
processor flags when comparing output states. Consequently, further program
analysis to determine live flags would be necessary prior to considering any of
the generated sequences for substitution in the original program.

We present results for some input sequences taken from actual programs. Con-
sider a 3-instruction sequence, seq1, that swaps the contents of two registers, r1
and r2, using r3 as a temporary register1:

seq1 :

mov r3, r1
mov r1, r2
mov r2, r3

Assuming r3 is free and ignoring flag side-effects, the code individualizer was
asked to generate all equivalent sequences up to length 5 using only the mov, xor,
push and pop instructions. A total of 2426 equivalent sequences were found out
of 8308224 generated in total. To minimize the correlation between generated
equivalents and the input sequence, we filtered out sequences containing any
of the original instructions in the input sequence. We also filtered out obvious
no-op instructions. Table 1 shows a small sample of some of the more interesting
sequences generated for different lengths n. The number in parentheses is the
total number of equivalent sequences of length n that were found.

By selecting a different set of instructions for generation (e.g., using a secret
key), we generate a completely different set of equivalent sequences for seq1. For
example, Table 2 shows some of the equivalents we found using only arithmetic
and logical operations.

In contrast to superoptimization, the generated sequences were no more opti-
mized in size and execution time than the original sequence, and in most cases
resulted in longer, less efficient code. However, consistent with the objectives of
superdiversification, each sequence produced by the code individualizer presents
a different implementation of the same input function, and in some cases the
implementation can be very different (and non-obvious) from the original code.

As another example, consider a sequence consisting of a mov followed by an
add instruction. This sample was taken from a binary generated by the Microsoft
Visual C++ compiler:

seq2 :

mov r1, r2
add r1, 0x10

1 For generality, we use r1, r2, etc., to denote the register operands in these examples
rather than their x86 names.
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Table 1. Sample Generated Equivalents For Sequence 1 (a)

n = 3 (4) n = 4 (113) n = 5 (2309)

xor r1, r2

xor r2, r1

xor r1, r2

push r1

push r2

pop r1

pop r2

xor r2, r1

mov r3, r2

mov r2, r1

xor r3, r2

mov r1, r3

push r2

mov r2, r1

pop r1

push r1

xor r1, r1

xor r1, r2

pop r2

xor r2, r1

push r2

mov r2, r1

pop r3

xor r1, r3

mov r3, r2

mov r2, r1

mov r1, r3

mov r3, r2

push r1

mov r1, r3

pop r2

xor r2, r3

xor r3, r1

xor r1, r2

xor r2, r1

xor r1, r3

Table 2. Sample Generated Equivalents For Sequence 1 (b)

n = 4 (4) n = 5 (176)

add r1, r2

sub r2, r1

add r1, r2

neg r2

and r3, r1

or r3, r1

sub r3, r2

add r2, r3

sub r1, r3

sub r1, r2

add r2, r1

sub r1, r2

neg r1

sub r3, r3

add r3, r2

sub r3, r1

add r1, r3

sub r2, r3

Feeding this to the individualizer and allowing it to utilize a small set of
constants, Table 3 illustrates some of the equivalents we were able to generate:

Table 3. Sample Generated Equivalents For Sequence 2

n = 2 (1) n = 3 (122) n = 4 (13538)

mov r1, 0x10

add r1, r2

mov r1, 0x4

shl r1, 0x2

add r1, r2

mov r1, 0xf

xor r1, 0xffffffff

sub r1, r2

neg r1

mov r1, 0x8

add r1, r1

add r1, r2

mov r1, 0xf

sub r1, 0x2

add r1, r2

add r1, 0x3
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Finally, we created the following 2-instruction input sequence to illustrate
some additional types of sequences the individualizer generates. This sequence
simply adds 1 to the value in register r1, then clears its most significant bit:

seq3 :

add r1, 0x1
and r1, 0x7fffffff

Of the equivalent sequences generated by the individualizer, we observe groups
of sequences that share certain common characteristics, which we attempt to
classify in Table 4. Each sample is an example of a class of transforms bearing
distinct features that we frequently observe in the generated results.

These categories of sequences were representative of what we observed when
generating equivalents for a variety of input sequences. It appears that those
belonging to Categories I and II are most ”different” from the original, as might
be measured by their edit distance.

We found that without explicitly filtering out sequences containing the original
instructions, many of the longer-length generated sequences fell into Category
V or Category VI, comprising simply the original sequence with the addition
of inert ”chaff” instructions. While these sequences do not constitute a trans-
formed version of the original, they may still be useful from the point of view
of diversity, since we can generate a large number of such sequences. However,
they may simply be filtered out as mentioned above and discarded if we want
to exclude these categories of sequences. A related class of transforms are those
comprising previously generated sequences of shorter length, with the addition of
chaff instructions. Similarly, these may be filtered out by excluding all sequences
that contain any sub-sequence that has already been encountered.

3.2 Performance

As with superoptimization, the quick execution test is key to dramatically re-
ducing the search time (by approximately a factor of 50 in our current imple-
mentation) by ruling out obviously non-equivalent sequences without having to
perform the much slower Boolean test. This does, however, impose the require-
ment of either running on native hardware or under emulation, the latter of
which would likely have performance implications.

We observed that the number of times the quick execution was run on each
generated sequence can be a factor in whether or not the quick test yields false-
positive matches, leading to additional Boolean test runs on non-equivalent
sequences and hence reduced speed. Generally, the fewer output-bits that are
altered by the sequence, the more execution test runs are required (over dif-
ferent random inputs) to reduce the number of false positives. Figures 1 and
2 illustrate the false-positive hit-rates and their impact on execution speed for
different numbers of quick test runs.A relatively small number of quick-test runs
on random input sets (about 4) is sufficient to reduce the rate of false positives
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Table 4. Categories of Equivalent Sequence Transforms

Category Characteristics Examples

I. Corruption Transformation or corrup-
tion of the original in-
put, operation in the trans-
formed domain, followed by
uncorruption to yield the
correct output.

add r1, 0x1

and r1, 0x7fffffff
−→

shl r1, 0x1

add r1, 0x2

shr r1, 0x1

II.
Substitution

Substitution of one or more
operations in the original se-
quence with a different op-
eration that has the same ef-
fect.

add r1, 0x1

and r1, 0x7fffffff
−→

add r1, 0x2

sub r1, 0x1

shl r1, 0x1

shr r1, 0x1

III.
Instruction
Re-ordering

Altering the order of the in-
structions where their order
does not change the final re-
sult.

add r1, 0x2

sub r1, 0x1

shl r1, 0x1

shr r1, 0x1

−→
sub r1, 0x1

add r1, 0x2

shl r1, 0x1

shr r1, 0x1

IV. Operand
Re-ordering

Altering the order in which
the operands appear in the
sequence while preserving
the final result.

mov r1, r2

add r1, 0x10
−→ mov r1, 0x10

add r1, r2

V. Chaff
Code

Addition of extra inert in-
structions or sequences of
instructions into the orig-
inal sequence (or a pre-
viously derived equivalent),
such that they appear to be
integral to the overall func-
tion but are in fact function-
ally irrelevant.

mov r1, r2

add r1, 0x10
−→

mov r1, r2

or r1, r2

and r1, r2

add r1, 0x10

VI. Chaff
(Obvious)

Addition of extra inert in-
structions or sequences of
instructions into the orig-
inal sequence (or a pre-
viously derived equivalent)
that are clearly irrelevant.

mov r1, r2

add r1, 0x10
−→

mov r1, r2

mov r1, r1

add r1, 0x10

to the point where it no longer materially impacts the search. Note that in the
case of Sequence 3, significantly increasing the number of test runs beyond this
level does little to eliminate a residual number of false positives. In fact, with as
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many as 1000 test runs, the same false-positive matches were present. This is due
to the fact that for many input values, only a few bits of output are affected. In
the case of Sequence 3, for example, consider the following false-positive match,
where the instructions are simply interchanged:

and r1, 0x7fffffff
add r1, 0x1

It can be seen that for most initial values of r1, this sequence will yield the
same result as the original sequence. It is only when we have input values of
0x7fffffff or 0xffffffff that the difference is exposed, and it is hard to
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achieve this even with many random test inputs. Compare this to Sequence
1 (swapping two registers), where for most randomly selected inputs, a large
number of output bits are changed. In fact, we did not observe any false positives
for this sequence, even with only a single run of the quick test.

Due to the size of the search space, the individualizer was practically limited
to generating sequences of approximately 5 or 6 instructions long, depending
on the number of inputs and outputs. Even so, it was able to find a diverse
set of equivalents for a variety of input sequences. We expect to improve the
performance in a future version with additional optimizations to the sequence-
generation algorithm and better search-pruning strategies.

4 Applications

Our methodology fits well within the larger context of software individualiza-
tion as a security mechanism. In particular, superdiversification is useful at the
machine-instruction and byte-code levels by offering a systematic means of enu-
merating all possible customizations. Combined with higher-level methods, such
as source-based control-flow transformations, our approach helps to complete
a full-fledged diversification solution against attacks enabled by software uni-
formity and “monocultures.” We briefly describe some specific scenarios that
benefit from such defenses.

4.1 Signature-Based Attacks

Certain malicious software attempts to patch binaries by scanning for particu-
lar byte patterns within executables and replacing these sequences with attack
code. For example, patching tools modify DRM and game binaries to elimi-
nate security measures like license checking and binding to a CD/DVD. Other
attack tools will even scan anti-virus binaries and other security software to al-
ter and disable their protection, allowing infiltration by rootkits, adware, bot
drivers and other malware. By eliminating signatures from customized copies
of security-sensitive binaries, our techniques can hinder such attacks, especially
when superdiversification is used alongside higher-level individualization.

Both malware and legitimate security software have used certain individualiza-
tion techniques to defeat signature-based detection [22]. Polymorphic viruses, for
example, may use variable code encryption and instruction replacement based on
a small library of equivalents, while metamorphic code may transform itself to an
intermediate representation (and back to native instructions) for broader diver-
sity [29]. However, no technique is likely to be very strong when used alone, and
a comprehensive individualization solution should combine various approaches.
In this context, our technique fits well as a means of generating nontrivial code
equivalents that appear to require human cleverness.

Our methodology could potentially be used to “normalize” code sections,
or transform them into a standardized form to enable easier signature-based
searches. However, we would normally apply superdiversification over code blocks
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chosen via a secret key. In addition, since we typically iterate the process, the
next block to be individualized may overlap with other blocks, potentially in-
cluding ones that have already been diversified. Other individualization tactics
could be used to move code blocks and inject “chaff” code, further complicating
any attempts at comparing and matching code sections. Thus, “code normal-
ization” is unlikely to be effective, particularly if we employ a combination of
individualizing transforms.

4.2 Patch Obfuscation

A compelling application of our technique is patch obfuscation. As mentioned
earlier, in order to make reverse engineering of binaries harder, software providers
employ a variety of code-transformation techniques. This can make the code
difficult to reverse-engineer in its entirety, but may have little effect on the
difficulty of comparing two similar binaries. When a security patch is released,
tools such as BinDiff [23] and EBDS [13] can quickly discover differences between
patched and unpatched versions of software, easily pinpointing vulnerable code
fragments addressed by the patch. BinDiff represents a class of graph-based
matching tools that diff two binaries via various heuristics on basic blocks and
control-flow graphs (CFGs). As an advancement over simple byte-based diffing,
such tools are robust to minor or syntactic transformations on control- and data-
flow paths. Recent work [6] has even shown that it’s possible to automate the
process of finding inputs that exercise vulnerabilities in unpatched binaries.

In this context, we claim that our superdiversification method can delay or
prevent reverse-engineering by maximizing the differences between patched and
unpatched binaries. In conjunction with source-level and other individualization
methods, our approach can provide different semantically equivalent patches to
vulnerabilities. In addition, a patch update can include replacements for other
code fragments that are not related to the vulnerability being fixed. In fact,
most of the protection against sophisticated patch diffing can stem from indi-
vidualizing unrelated parts of the binary, as well as adding inert “chaff” code
and temporary corruption of variables. A cracker attempting to reverse-engineer
the code using a graph-based matching tool will find many differences between
the original and patched code. A determined cracker may be able to narrow this
down eventually, but the slowdown in analysis will translate to a slowdown in
vulnerability exploitation and improve the utility of the patch. Colluding crack-
ers will have an even harder time at comparing patterns. While it is difficult to
make any formal arguments, we believe that this approach can provide a prac-
tical solution to the patch-reverse-engineering issue. As a bonus, we may even
be able to improve the performance of some patched versions if our equivalent
code sequences are smaller in size than the original.

As a simple example, consider the following basic block:

51 push ecx
8B 45 08 mov eax,dword ptr [ebp+8]
8B 48 0C mov ecx,dword ptr [eax+0Ch]
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81 F1 73 AE 28 3F xor ecx,3F28AE73h
89 4D FC mov dword ptr [ebp-4],ecx
8B 45 FC mov eax,dword ptr [ebp-4]
33 D2 xor edx,edx
B9 07 00 00 00 mov ecx,7

Using a sliding code window, we applied our superdiversification method over
short sequences in this block. By using different keys and other parameters to
vary the search, we can generate many different equivalent blocks. One example
is below:

51 push ecx
FF 75 08 push dword ptr [ebp+8]
58 pop eax
68 73 AE 28 3F push 3F28AE73h
59 pop ecx
33 48 0C xor ecx,dword ptr [eax+0Ch]
51 push ecx
58 pop eax
50 push eax
8F 45 FC pop dword ptr [ebp-4]
03 D2 add edx,edx
2B D2 sub edx,edx
6A 07 push 7
59 pop ecx

The following is another individualized version of the original block, based on
a different secret key:

51 push ecx
F7 D0 not eax
FF 75 08 push dword ptr [ebp+8]
58 pop eax
FF 70 0C push dword ptr [eax+0Ch]
59 pop ecx
81 F1 51 04 00 15 xor ecx,15000451h
81 F1 22 AA 28 2A xor ecx,2A28AA22h
51 push ecx
8F 45 FC pop dword ptr [ebp-4]
FF 75 FC push dword ptr [ebp-4]
58 pop eax
42 inc edx
F7 D2 not edx
42 inc edx
4A dec edx
33 D2 xor edx,edx
51 push ecx
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59 pop ecx
6A 07 push 7
59 pop ecx

We then patched the original block by changing a few critical instructions:

51 push ecx
8B 45 08 mov eax,dword ptr [ebp+8]
8B 48 10 mov ecx,dword ptr [eax+10h]
81 F1 53 5D 3E 2C xor ecx,2C3E5D53h
89 4D FC mov dword ptr [ebp-4],ecx
8B 45 FC mov eax,dword ptr [ebp-4]
83 C0 64 add eax,64h
83 C8 01 or eax,1
33 D2 xor edx,edx
B9 07 00 00 00 mov ecx,7

It is not difficult to see which instructions were changed by simply compar-
ing the original and the patched block. By applying superdiversification to the
patched block, we can again generate many different equivalent blocks with more
differences between them and the original than just the patched instructions,
making it harder to isolate the patched code. One example of a generated block
is shown below:

FF 75 08 push dword ptr [ebp+8]
58 pop eax
51 push ecx
6A 01 push 1
59 pop ecx
83 E1 02 and ecx,2
F7 D9 neg ecx
F7 D9 neg ecx
03 48 10 add ecx,dword ptr [eax+10h]
41 inc ecx
49 dec ecx
81 F1 53 5D 3E 2C xor ecx,2C3E5D53h
8B C1 mov eax,ecx
50 push eax
58 pop eax
50 push eax
8F 45 FC pop dword ptr [ebp-4]
83 F0 01 xor eax,1
0B C0 or eax,eax
83 F0 01 xor eax,1
3B C0 cmp eax,eax
3B C0 cmp eax,eax
83 C0 64 add eax,64h
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48 dec eax
40 inc eax
83 C8 01 or eax,1
3B C9 cmp ecx,ecx
3B C9 cmp ecx,ecx
3B C9 cmp ecx,ecx
6A 01 push 1
5A pop edx
83 E2 02 and edx,2
6A 07 push 7
59 pop ecx

Below is another individualized version of the above block:

51 push ecx
FF 75 08 push dword ptr [ebp+8]
58 pop eax
6A 01 push 1
59 pop ecx
FF 70 10 push dword ptr [eax+10h]
59 pop ecx
81 F1 51 55 14 04 xor ecx,4145551h
81 F1 02 08 2A 28 xor ecx,282A0802h
6A 01 push 1
8F 45 FC pop dword ptr [ebp-4]
51 push ecx
8F 45 FC pop dword ptr [ebp-4]
FF 75 FC push dword ptr [ebp-4]
58 pop eax
F7 D8 neg eax
F7 D8 neg eax
0B C0 or eax,eax
83 F0 01 xor eax,1
83 F0 01 xor eax,1
83 C0 44 add eax,44h
83 C0 20 add eax,20h
83 C8 01 or eax,1
F7 DA neg edx
F7 DA neg edx
F7 DA neg edx
0B D2 or edx,edx
42 inc edx
4A dec edx
83 CA 01 or edx,1
42 inc edx
81 CA 9E 1E 00 00 or edx,1E9Eh
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81 F2 9E 1E 00 00 xor edx,1E9Eh
83 E2 03 and edx,3
6A 07 push 7
59 pop ecx

MethodsAgainstGraph-Diffing. As part of a comprehensive strategy against
patch diffing, superdiversification addresses only one aspect of protection, namely
the task of making basic blocks and small code sections appear different to data-
based comparisons. We describe two additional techniques that help against
graph-oriented diffing as well. These modify the patched binary’s CFG by adding
nodes and edges:

Code Outlining: Adding Nodes This technique moves sections of code into newly
created functions, replacing the sections with calls to the functions. Such a pro-
cess is used by compilers for certain optimizations, and has also found applica-
tions in software protection [17]. In the context of this paper, the new functions
introduced by outlining serve as new nodes in the patched binary’s CFG. We can
iterate this procedure to outline code from already outlined functions, creating
new patterns of edges and nodes in the CFG.

Chaff Control Flow: Adding Edges This method injects new control-flow trans-
fers, such as branches, jumps, and calls, into the patched binary’s CFG. To
avoid interfering with the program’s operation, the new transfers may never be
executed, but should be protected via opaque predicates [11]. Such predicates
themselves insert additional edges into the CFG.

In principle, these two techniques in combination suffice to convert the patched
binary’s CFG into a more complex CFG of arbitrary structure. The original CFG
remains embedded in the new CFG. In a reasonable attack model, a graph-diffing
tool may be required to find the original CFG in the new CFG. In the worst
case, this reduces to solving the subgraph-isomorphism problem (NP-Complete),
which is expensive for large graphs.

For this model to be useful in practice, certain implementation assumptions
must be satisfied; for example, the new chaff edges and outlined functions should
not be easily discernible. The design needs to consider the particular subgraph-
isomorphism instances created for real-life programs, mainly to ensure that
these are not easily solvable on average. In addition, both security and per-
formance penalties will depend on the degree of outlining and chaff-edge inser-
tion. Nonetheless, the approach takes initial steps towards a formal solution and
avoids the need for ad hoc methodologies.

When used alone, neither superdiversification nor the above graph anti-diffing
methodology suffices in general. For example, even if the CFGs of two binaries
are very different, it may be possible to match up basic blocks by inspecting their
contents. This is where superdiversification comes in: The numbers and types of
instructions in basic blocks can be individualized to prevent easy block matching.
Thus, superdiversification and graph anti-diffing techniques complement each
other to create a more complete solution against patch diffing.
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5 Summary and Future Work

We presented an initial version of our code individualizer, which we believe
can be a useful tool for binary diversification. Another potential application is
steganography, or data hiding via variably individualized code sequences [14].
Our technique also provides one possible practical implementation of code in-
dividualization assumed by certain software-protection models [12]. Given short
input sequences, the individualizer is able to generate reasonably large numbers
of equivalent sequences with a variety of different characteristics. Due to the ex-
ponentially large search space, performance of the tool is limited to generating
sequences of only a few instructions in length over a small subset of opcodes. Fur-
ther research into better search strategies and other optimizations (e.g., adaptive
pruning based on input-sequence heuristics) will be undertaken to enable longer
sequences and a larger set of instructions to be considered.

An important extension for superdiversification is search over arbitrary in-
struction sets and byte-codes, not just instruction sets of commodity processors.
Modern instruction sets, including x86, x64, and MSIL, are geared towards gen-
erality and performance, not individualization and obfuscation. On the other
hand, superdiversification is free to use arbitrary custom byte codes designed
specifically for randomization and protection. We may generate such byte-codes
explicitly, allowing them to contain randomized operations (e.g., a single in-
struction to multiply by 3, rotate right by 2 places, and add 1). The nature
of byte-code instructions we allow is heuristically determined to increase the
chances of efficient and successful searches. For example, when superobfuscating
a particular input function, we may vary the allowed instruction set based on
the operations contained in that function. A custom byte-code compiler may
transform our superobfuscated functions into mainstream source or native code.
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Abstract. Software birthmark is the inherent program characteristics that can
identify a program. In this paper, we propose a static API trace birthmark to de-
tect Java theft. Because the API traces can reflect the behavior of a program, our
birthmark is more resilient than the existing static birthmarks. Because the API
traces are extracted by static analysis, they can be applied to library programs
which earlier dynamic birthmarks cannot handle properly. We evaluate the pro-
posed birthmark in terms of credibility and resilience. Experimental results show
that our birthmark can detect common library modules of two packages while
other birthmarks fail to detect.

1 Introduction

Recently many programs are under development in the form of open source projects.
Open source programs are allowed to modify or distribute program codes under the
certain types of software licenses. The most popular software license is the GNU Public
License (GPL). Under the GPL, program codes are freely used, while the software
using the original codes should also be under the GPL. Open source softwares such
as MySQL have different licenses to support software firms. We call the license types
as multi-licenses. Under such licenses the GPL is used for open source projects, and
commercial licenses are applied to the commercial softwares of which the source codes
are not distributed under the GPL if the license fees are paid.

Several reports such as the IBM and SCO battle, where the SCO claims that IBM
illegally used open source codes in proprietary programs, confirm that the violations
of software licenses are common. These software thefts cause much damage to open
source developers and companies. There are plagiarism detectors such as YAP, JPlag,
and MOSS which are commonly used to discover code theft [1][2][3]. The plagiarism
detectors target to the source codes of programs. Because most commercial programs
distribute binary executables only, binary code analysis techniques are necessary. Soft-
ware birthmarking techniques can be used to detect code theft of binary executables.
A software birthmark is a combination of unique characteristics from a program. For
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example, the strings extracted from a binary or binary checksums are candidates of a
software birthmark.

To detect code theft, two birthmarks are compared to get the similarity between two
binary programs. If the similarity is sufficiently high, we can conclude that one program
is a copy of the other. Software watermark is similar to software birthmark in that they
both can be used to detect code theft. The difference is that for a software birthmark
we extract inherent characteristics from the software itself while for a software water-
mark we extract pre-embedded fingerprints from the software. Software watermarks
provide a certain evidence of code theft by extracted copyright information, while soft-
ware birthmarks provide the possibility of code theft by similarity between programs.
However, in some cases, software birthmarks are better than software watermarks due
to the highly restricted computing power and memory size.

Software birthmarks can be classified into static and dynamic. Static birthmarks are
extracted from a program itself without execution. Dynamic birthmarks are extracted
from observable program behaviors during the execution of a program. Static birth-
marks can cover the whole program paths, while dynamic birthmarks depend on the
run-time trace of a program. Dynamic birthmarks are known to be more resilient to
program transformations such as code obfuscation than static birthmarks.

In this research, we propose a static API trace birthmark for Java programs. The
static API trace birthmark is the set of all possible run-time API traces of each Java
method. Unlike existing birthmarks, the static API trace birthmark does not simply
extract adjacent API sequences but analyzes the control flow of methods and generates
the possible run-time API traces. Because the API traces can reflect the behavior of a
program, our birthmark is more resilient than other static birthmarks.

We evaluate the proposed birthmark in terms of two criteria: credibility and re-
silience. The credibility of birthmark is the ability to distinguish different programs.
The resilience of birthmark is the ability to resist against program transformations. Ex-
perimental results show that our birthmark can detect common library modules of two
packages while the other birthmarks fail to detect.

2 Related Work

Software birthmarks can be classified into static and dynamic. A static birthmark is ex-
tracted from a program itself by static analysis. A dynamic birthmark is extracted from
observable run-time behaviors of a program. The advantage of static birthmarks is that
they can cover the whole program paths, while dynamic birthmarks can contain only
the run-time trace of a program. One serious problem with dynamic birthmarks is that
they vary depending on the inputs and the run-time environments. Dynamic birthmarks
are known to be more resilient to program transformations such as code obfuscation
than static birthmarks.

H. Tamada et al. suggested a static birthmark for Java [4]. Their birthmark is defined
with the combination of four features: constant values assigned to fields, the sequence
of method calls following the order of instructions in the class files, class inheritance
hierarchy, and used class information. Their birthmark is resilient to code obfuscations
but it cannot compare algorithms in the methods because it only compares externally
observable features.
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G. Myles et al. suggested the k-gram birthmark for Java [5]. The k-gram birthmark is
the k length sequence of bytecode instructions. It is highly credible, but frail to program
transformations.

G. Myles et al. suggested the Whole Program Path(WPP)-birthmark for Java [6]. The
WPP birthmark records run-time instruction traces and constructs a dynamic control
flow graph. Because the WPP birthmark records executed instructions only, it is resilient
to some obfuscation transformations such as insertion of opaque predicates [7] that
inserts garbage instructions. However, because the WPP birthmark is dynamic, it can
be changed depending on inputs and environments.

D. Schuler et al. suggested a dynamic API birthmark for Java [8]. Their dynamic API
birthmark is a set of API call traces per object. The collection of API calls per object
makes this birthmark credible than the earlier dynamic API birthmark for Windows [9].
The limitation of Schuler’s birthmark is that it can handle only applications that call
API frequently.

S. Choi et al. suggested a static API birthmark for Windows [10]. Their static API
birthmark is a set of possible API calls which are extracted by statically analyzing
disassembled codes. It can be applied only to the Windows API applications.

3 A Static API Trace Birthmark

A software birthmark of a program means the inherent characteristics that can identify
the program. A software birthmarking system is the system that provides two func-
tions for the birthmark: extraction and comparison. In this section, we propose a static
API trace birthmark and suggest the birthmark extraction method and the comparison
method.

3.1 The Definition of the Static API Trace Birthmark

Instead of comparing two control flow graphs directly, we compare two sets of API
traces because the traces reflect the run-time behaviors of programs compared to the
control flow graph comparison. The static API trace birthmark considers API traces of
a method as the essential characteristics of the method. Definition 1 explains an API
flow graph. Definition 2 explains a static API trace.

Definition 1. (API flow graph) Given a control flow graph G = (V, E, vs, Ve), where
vs is a start node and Ve is a set of exit nodes, G′ = (V ′, E′, vs, Ve) is an API flow
graph if G′ satisfies following two conditions:

Condition 1

V ′ = V − {v ∈ V |v does not have API call} ∪ {vs} ∪ Ve,

Condition 2

E′ = {(vf , vt)|∃a path vfv1 · · · vnvt ∧ vf ∈ V ′ ∧ vt ∈ V ′ ∧ v1, · · · , vn /∈ V ′}.

Definition 2. (Static API Trace) Given an API flow graph G′ = (V ′, E′, vs, Ve), a
static API trace of a method is a sequence of API calls from vs to Ve.
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A static API trace may match with a dynamic trace of the method. The static analysis
to get static API traces may possibly generate abstract traces which contain all dynamic
traces. In previous definition, however, we define the static API trace as a concrete
trace rather than as an abstract trace. Although concrete traces cannot cover all possible
dynamic traces, a comparison of two sets of concrete traces gives us sufficient accuracy
because we are not comparing concrete traces with dynamic traces.

Definition 3. (Edge Covering Static API Trace Set) An edge covering static API trace
set of a method is a set of static API traces where the union of the static API traces
covers all the edges of the API flow graph of the method.

To incorporate all possible execution traces, our birthmark requires edge covering.

Definition 4. (Static API Trace Birthmark) The static API trace birthmark is the mini-
mum size edge covering static API trace set.

3.2 Static API Trace Generation

We generate the control flow graphs from Java bytecodes. One peculiarity when ex-
tracting birthmarks from Java bytecodes is that Java bytecodes contain subroutine call
instructions such as jsr and jsr w and exception handling.

To generate a control flow graph for the jsr and jsr w instructions, the ret in-
structions should be linked to the next instruction of the jsr instruction. Figure 1 shows
an example of the tree generation of subroutine instructions jsr and ret. The jsr in-
struction stores the return address which is next to the executed jsr instruction. When

h
1

(1)

1
…
jsr

push
ret_addr 2

2(3)
4

…
jsrpush

ret_addr 3

pop3

( )

(2)

2…
return pop

3

p p
2

3

4

(4)

4…
ret

4

32 3

Subroutine Stack Changes
(2)(1) (3) (4)

(a) CFG (b) Trace Tree

Fig. 1. An example to show the tree generation for jsr instruction
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a ret is executed, the control flow goes to the address stored by the jsr instruction.
We use a subroutine stack for jsr and ret instructions to build the correct tree.

For the exception handling, all instructions contained in the exception range should
be linked to the exception handler. Because the number of edges generated by excep-
tions is huge, we add only one edge from the end of each block in the exception range
to the corresponding exception handler. Figure 2 explains how a control flow graph is
constructed for a exception table in Java bytecodes. Block 2 and block 3 are in the ex-
ception range. Two exception edges, which are represented as dotted lines, are linked
from the blocks in the exception range to the exception handler block 5.
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After generating the control flow graph, we extract the API flow graph. In order to
make the API flow graph, all nodes which have no API calls must be removed, and we
add new edges from the sources of incoming edges of the removed nodes to the targets
of outgoing edges. After construction of the API flow graph, we can generate API traces.
To get all possible API traces, we first construct an edge covering tree. By traversing the
edge covering tree we get the edge covering traces. Figure 3 shows how the branches
and their descendant nodes are duplicated. Figure 4 shows how to handle loops of API
flow graphs. Because a loop can generate infinite API traces during execution, we limit
the number of iterations of the loop to one cycle. One iteration cycle is sufficient to
generate an edge covering API trace.

Once the API trace tree is fully constructed, traversing the whole tree generates an
edge covering static API trace set.

3.3 Similarity Calculation via Semi-global Alignment

To compare two traces extracted from two programs, we utilize sequence alignment
algorithms which are frequently used in Bioinformatics to compare DNA sequences.
Well known sequence alignment algorithms are global alignment, local alignment, and
semi-global alignment algorithms. The global alignment algorithm calculates the sim-
ilarity using the whole sequences [11]. The local alignment algorithm is used to find
maximum subsequence matching [12]. The semi-global alignment algorithm is based
on the global alignment algorithm but compensates the score penalty caused by heading
and tailing mismatches [13].

We evaluated above three alignment algorithms for our trace birthmark of Java meth-
ods. The local alignment algorithm has weakness that the similarity is sensitive to the
subsequence of whole traces, which means that the result of local-alignment algorithm
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is not credible. The global alignment algorithm has weakness that the similarity is sen-
sitive to the length of the traces; if one sequence is contained in the other sequence
and the difference of the lengths is high, the similarity is relatively low. We chose the
semi-global alignment algorithm because it can handle the containment problem and it
is more credible than the local alignment algorithm.

Definition 5. (Global Alignment) Let the original trace be T1, copy trace be T2, σ(i, j)
be the match score between T1[i](i’th element of T1) and T2[j](j’th element of T2), and
gap be the penalty score incurred by the insertion of gaps. The optimal global alignment
G(i, j) maximizing the alignment score of T1[1..i] and T2[1..j] is defined as

G(i, j) = max

⎧

⎪

⎨

⎪

⎩

G(i − 1, j − 1) + σ(i, j)
G(i − 1, j) + gap

G(i, j − 1) + gap.

The match, mismatch and gap penalties are

σ(i, j) =

{

1 if T1[i] = T2[j]
−1 if T1[i] �= T2[j]

gap = −1.

The credibility of birthmark increases in proportional to the mismatch and gap penalty.
To increase the resilience of birthmark, we can decrease the penalty.

Definition 6. (Semi-global Alignment) Given a global alignment G(i, j), a semi-global
alignment SG(i, j) is defined as

SG(i, j) = max{G(i, 1), G(i, 2), . . . , G(i, j), 0}
where G(0, 0) = G(0, 1), . . . , G(0, j) = 0.

In contrast to the global alignment, the semi-global alignment does not cut scores by
heading and tailing penalties.

Definition 7. (Trace Similarity) Given traces T1[1..i] and T2[1..j], the trace similarity
between T1 and T2 is defined as

Tsim(T1, T2) = max(
SG(i, j)

|T1|
,
SG(j, i)

|T2|
).

In Definition 7, the trace similarity considers both cases where T1 is a copy and T2 is
original, and vice versa.

Definition 8. (Method Similarity) Given sets of traces TS1[1 . . .m] in method M and
TS2[1 . . . n] in method N , the method similarity between M and N is defined as

Msim(M, N) = max(
sumrow(M, N)
sumtrace(M)

,
sumcol(M, N)
sumtrace(N)

)
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where

sumrow(M, N) =
m

∑

i=1

rowmax(i),

rowmax(i) = max(SG(i, 0), . . . , SG(i, n)),

sumcol(M, N) =
n

∑

j=1

colmax(j),

colmax(j) = max(SG(0, j), . . . , SG(m, j)),

sumtrace(M) =
m

∑

i=1

|TS1[i]|,

sumtrace(N) =
n

∑

j=1

|TS2[j]|.

Table 1. An example SG matrix computed by the semi-global alignment algorithm

TS2[1] TS2[2] TS2[3]
(|TS2[1]| = 8) (|TS2[2]| = 7) (|TS2[3]| = 5)

TS1[1] 2 3 4
(|TS1[1]| = 6)

TS1[2] 5 6 1
(|TS1[2]| = 7)

Table 1 is an example of SG matrix computed by the semi-global alignment algo-
rithm. The Tsim(TS1[1], TS2[1]) is computed by Definition 7 as

Tsim(TS1[1], TS2[1]) = max(
2
6
,
2
8
) =

1
3
.

The Msim(M, N) is computed by Definition 8 as

Msim(M, N) = max(
4 + 6
6 + 7

,
5 + 6 + 4
8 + 7 + 5

)

= max(
10
13

,
15
20

) =
10
13

.

Definition 9. (Class Similarity) Given two classes C, D and two method sets M [1 . . .m]
in C, N [1 . . . n] in D, the class similarity between C and D is defined as

Csim(C, D) = max(
∑m

i=1 map(M [i])
∑m

i=1 sumtrace(M [i])
,

∑n
j=1 map(N [j])

∑n
j=1 sumtrace(N [j])

)
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where

map(M [i]) = max(sumrow(M [i], N [1]), . . . , sumrow(M [i], N [n])),
map(N [j]) = max(sumcol(M [1], N [j]), . . . , sumcol(M [m], N [j])).

Definition 10. (Package Similarity) Given two packages P and Q, two class sets
C[1 . . .m] in P and D[1 . . . n] in Q, and method sets Mi[1 . . . ci] in C[i] and
Nj [1 . . . dj ] in D[j], the package similarity between P and Q is defined as

Psim(P, Q) = max(
∑

i

∑

k map(Mi[k])
∑

i

∑

k sumtrace(Mi[k])
,

∑

j

∑

k map(Nj [k])
∑

j

∑

k sumtrace(Nj [k])
).

4 Implementation

Figure 5 shows the architecture of the proposed static API trace birthmarking system.
The static API trace birthmarking system computes the package similarity between two
packages. To calculate the similarity between two Java packages, we need to calcu-
late similarities of each class in packages. In order to calculate similarity of each class,
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we have to calculate the similarities of each method in classes. To calculate the sim-
ilarity between two methods, two API flow graphs are generated from two methods.
Nodes of the API flow graphs contain the Java API calls. All branch instructions except
subroutine calls are removed from the API flow graphs. The edges are constructed by
the method explained in Section 3.2. With the API flow graphs, static API trace trees
are built. By traversing the trees, static API traces are generated. The API traces con-
tain only standard Java API calls. Finally, the API trace sets are compared to get the
similarity between two methods using the semi-global alignment algorithm. Because
the matrix is computed using dynamic programming, the time complexity of the semi-
global alignment algorithm is O(m · n) where m, n are the sizes of the two API traces.
If we have API trace similarities, we can get method similarities, class similarities, and
package similarities by Definitions 8, 9, and 10, respectively.

5 Evaluation

We evaluate the proposed birthmark by two criteria of credibility and resilience. To
show the credibility and the resilience of our birthmark, we selected the benchmark
programs in Table 2. These benchmark programs are well known open source XML
processors which are used to evaluate the dynamic Java birthmark [8]. We also compare
our birthmark with the existing static Java birthmarks: the Tamada birthmark [4] and
the k-gram birthmark [5]. For the experiments, we used our birthmarking system for
the static API trace birthmark and a Java birthmark toolkit Stigmata1 for the Tamada
birthmark and the k-gram birthmark.

As shown in Table 2, we do not include classes with API call sequences shorter
than 3. We consider that such small methods hardly represent inherent characteristics
of classes.

The credibility of birthmarks is measured by the similarities among the different pro-
grams. The resilience of birthmarks is measured by the similarities between the original
programs and the transformed programs. For the code transformation, we used a Java
obfuscator Smokescreen2, and Java compilers javac and jikes3.

Table 2. Benchmark programs

Version
Size of Number of Number of Size of Size Ratio of

Original Excluding Including Including Including Package /
Classes (bytes) Classes Classes Package (bytes) Original Package

Aelfred 7.0 60,608 5 2 55,036 0.91
Crimson 1.1.3 355,230 88 57 274,735 0.77
Piccolo 1.04 323,108 49 38 227,729 0.71

XP 0.5 150,562 77 11 83,683 0.56

1 Stigmata: Java birthmark toolkit. Available at http://stigmata.sourceforge.jp/
2 Smokescreen Java Obfuscator. Available at http://www.leesw.com/smokescreen/
3 Jikes Java Compiler. Available at http://jikes.sourceforge.net/
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5.1 Resilience

Tables 3 and 4 show the similarities of three birthmarks between original programs and
obfuscated programs. The benchmark programs are transformed with Smokescreen and
Jikes, and the resulting packages are compared to the original packages. The average
similarities among three birthmarks confirm that our birthmark is more resilient than
the others. We inspected the transformed classes to find the reasons.

The first reason is the change of instruction order. We observed that the order of
bytecodes is changed by the SmokeScreen obfuscator. If the original bytecodes have
three load and store instruction pairs, the Smokescreen changes these pairs to three load
and three store instructions. Because k-gram birthmark is vulnerable to this kind of
modification, the average similarity of k-gram birthmark is lower than the others.

The second reason is the change of branch instruction and branch target. We ob-
served that branch statements are compiled into different but semantically equivalent
bytecode instructions by the Jikes compiler. For example, ifgt, which means greater
than, generated by the javac compiler is compiled into ifle and the order of the fol-
lowing statements is exchanged by the Jikes compiler. The sequence of method call of
the Tamada birthmark is vulnerable to the program transformations which replace in-
structions with the semantically equivalent instructions. In addition, Tamada birthmark
cannot generate correct API call sequences in cases when the true branch and the false
branch are swapped and equivalent instructions such as ifgt and ifle are used, be-
cause the Tamada birthmark follows the physically adjacent API calls rather than the
control flow edges. Our static API trace birthmark can handle this type of problem be-
cause it compares two branches simultaneously by generating all API traces. Hence,
our static API trace birthmark is highly resilient.

Table 3. Similarity of 3 birthmarks to evaluate the resilience to Smokescreen obfuscator

Tamada k-gram API Trace
Aelfred 0.758 0.671 0.980
Crimson 0.689 0.563 0.996
Piccolo 0.733 0.614 0.998

XP 0.720 0.589 1.000
Average 0.725 0.609 0.994

Table 4. Similarity of 3 birthmarks to evaluate the resilience to Jikes compiler

Tamada k-gram API Trace
Aelfred 0.857 0.892 0.975
Crimson 0.839 0.871 0.998
Piccolo 0.832 0.891 0.998

XP 0.920 0.894 0.984
Average 0.862 0.887 0.989
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5.2 Credibility

Tables 5, 6, and 7 show the similarities among benchmark programs to evaluate the
credibility of our static API trace birthmark.

To be a credible birthmark, the similarity between different programs should be near
0. The similarity averages of the Tamada, k-gram, and our API Trace birthmarks are
0.392, 0.230, and 0.111, respectively. The averages show that our API trace birthmark
is more credible than other static Java birthmarks. However, we observed that the sim-
ilarities between the Crimson and the Piccolo of three birthmarks are the biggest value
among the similarities in each table. We inspected the source codes of the Crimson and
the Piccolo. We found that both programs include xml.parsers from the Apache
software foundation and xml.sax from Megginson Technologies. The high similari-
ties between two programs are due to the common modules.

5.3 Module Theft

Suppose that a malicious developer include other developer’s module illicitly in his
program. In most cases, he tries to hide the stolen code by code obfuscation. Good
birthmarks must detect code theft in this case. We evaluated module theft by comparing
obfuscated versions of the Piccolo and the Crimson.

Table 8 shows the number of matched classes between the obfuscated Crimson and
the Piccolo. The last row represents the number of perfectly matched classes between

Table 5. Similarity of Tamada birthmark to evaluate the credibility

Aelfred Crimson Piccolo XP
Aelfred 1.000 0.281 0.445 0.363
Crimson - 1.000 0.575 0.306
Piccolo - - 1.000 0.380

XP - - - 1.000

Table 6. Similarity of k-gram birthmark to evaluate the credibility

Aelfred Crimson Piccolo XP
Aelfred 1.000 0.261 0.224 0.184
Crimson - 1.000 0.456 0.131
Piccolo - - 1.000 0.126

XP - - - 1.000

Table 7. Similarity of our static API Trace birthmark to evaluate the credibility

Aelfred Crimson Piccolo XP
Aelfred 1.000 0.018 0.013 0.110
Crimson - 1.000 0.341 0.115
Piccolo - - 1.000 0.068

XP - - - 1.000
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Table 8. The numbers of matched classes between the Piccolo and the obfuscated Crimson

Number of classes included in each similarity interval
Similarity Tamada k-gram our API Trace
interval Original Obfuscated Original Obfuscated Original Obfuscated

0.0 ≤ Csim < 0.1 0 0 4 10 7 10
0.1 ≤ Csim < 0.2 0 0 12 12 4 3
0.2 ≤ Csim < 0.3 11 12 6 1 0 1
0.3 ≤ Csim < 0.4 4 9 0 1 3 2
0.4 ≤ Csim < 0.5 7 3 1 3 1 1
0.5 ≤ Csim < 0.6 0 2 0 7 5 3
0.6 ≤ Csim < 0.7 2 3 1 2 2 2
0.7 ≤ Csim < 0.8 2 9 3 1 2 2
0.8 ≤ Csim < 0.9 2 0 2 1 2 2
0.9 ≤ Csim < 1.0 1 0 3 0 1 1

Csim=1.0 9 0 6 0 11 11
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Fig. 6. Number of matched classes after code obfuscation

two programs. The perfect match means that the similarity between two classes is 1.0.
Before code obfuscation, the Tamada and the k-gram birthmarks detected 9 and 6 per-
fectly matched classes, respectively. The Tamada and the k-gram birthmarks detected
nothing perfectly matched after obfuscation, while our API trace birthmark detected 11
perfectly matched classes before and after code obfuscation.

We found 11 matched classes out of 16 common classes because two programs in-
cluded different versions of classes. The Crimson includes the xml.parsers 1.1 and
xml.sax 1.1. The Piccolo includes the xml.parsers 1.2 and xml.sax 1.1.1.1.
However, all the 16 classes can be detected if we consider that classes are matched
when similarities are greater than 0.7.
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Figure 6 shows the number of matched classes after code obfuscation. It confirms
that our API trace is suitable to detect module theft.

6 Conclusion and Future Work

In this paper, we propose a static API trace birthmark for Java. Because the API traces
reflect the behavior of a program, our birthmark is more resilient than the existing static
birthmarks. Because the API traces are extracted by static analysis, our method can
be applied to library programs that dynamic birthmarks cannot handle properly. We
adopted the semi-global algorithm that is widely used for comparing DNA sequences to
compare two API traces. We evaluated the proposed birthmark in respect to credibility
and resilience for the benchmark programs. The experimental result shows that the
resilience of our static API trace birthmark is much higher than the other birthmarks,
and our birthmark can detect common library modules of two packages which other
birthmarks fail to detect. For future work, we plan to compare our API trace birthmark
with the dynamic API birthmark [8]. We also plan to extend the comparison method by
weighting API functions.
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Abstract. Automated intrusion prevention and self-healing software are active
areas of security systems research. A major hurdle for the widespread deploy-
ment of these systems is that many system administrators lack confidence in the
quality of the generated fixes. Thus, a key requirement for future self-healing
software is that each automatically-generated fix must be validated before deploy-
ment. Under the response rates required by self-healing systems, we believe such
verification must proceed automatically. We call this process Automatic Repair
Validation (ARV). We describe the design and implementation of Bloodhound,
a system that tags and tracks information between the kernel and the application
and correlates symptoms of exploits (such as memory errors) with high-level data
(e.g., network flows). By doing so, Bloodhound can replay the flows that triggered
the repair process against the newly healed application to help show that the re-
pair is accurate (i.e., it defeats the exploit). We show through experimentation a
performance impact of as little as 2.6%.

Keywords: software self-healing, automatic repair validation.

1 Introduction

Recent advances in self-healing software techniques have paved the way for autonomic
intrusion reaction, but real-world deployments of such systems have lagged behind re-
search efforts. The limits of detection technology have historically mandated that re-
searchers address the shortcomings of intrusion detection before reaction mechanisms
(i.e., self-healing mechanisms) are considered – an attack must be detected before a re-
sponse can be mounted. In addition, many system administrators are reluctant to allow
a defense system to make unsupervised changes to the computing environment, even
though (and precisely because) a machine can react much faster than a human.

1.1 Automatic Repair Validation

Automatically generated fixes must be subjected to rigorous testing in an automated
fashion. This problem is the essence of Automatic Repair Validation (ARV), a new area
of intrusion defense research. ARV encompasses the entire spectrum of an automated
response system’s functionality: attack detection, repair accuracy, repair precision, and
impact on normal behavior:

K. Matsuura and E. Fujisaki (Eds.): IWSEC 2008, LNCS 5312, pp. 136–151, 2008.
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1. Validation of detection – The system must verify that the events causing an alert
actually produce a compromise. In the case where the sensor is an anomaly detector,
the detector’s initial classification must be confirmed.

2. Validation of a repair’s accuracy – The system must test and verify that the repair
defeats at least the exploit input that triggered the detection. The rest of the paper
discusses the challenges of this process and our solution to it in detail.

3. Validation of a repair’s precision – The fix must be precise, in the sense that it
blocks malicious variants of the original attack. For example, if the fix is an input
filter, the system must ensure that the signature generation does not fall prey to
the allergy attack [1], whereby a signature generation system is trained to corre-
late benign input with undesireable symptoms, thereby increasing the rate of false
positives.

4. Validation of a repair’s impact on application behavior – Behavior exhibited by
the application after self-healing should be similar to the previous behavior pro-
file of the application. Section 6 briefly discusses an approach for addressing this
challenge.

Even though the other problems in this space remain important challenges, we con-
cern ourselves with a repair’s accuracy in this paper. Verifying accuracy requires the
identification and replay of the attack inputs. Identifying these inputs is challenging, as
they may not have been captured correctly (or at all) by the defense instrumentation.
The challenge is greater if the input is contained in network traffic — data that most
humans find difficult to rapidly analyze by hand. Although the general ARV problem
exists for many types of systems, we propose a solution for systems that deal with net-
work traffic. These applications remain popular targets for attack due to the relative
anonymity of an attacker and the ease with which input can be sent to the system.

1.2 Correlating Across Abstraction

ARV reveals the tension between the need for abstraction during system design with
the need for anti-abstraction during system healing. Since defense system components
may not operate at the same layer, the underlying challenge in this problem space is cor-
relating information across layers of abstraction. For example, a detection component
may perform binary supervision, but its defense may be the generation of signatures
that match network packet content. The accuracy of such signatures is suspect because
the data that trips the detector is no longer contained in IP packets; rather, it resides in
a memory address and may have been repeatedly transformed before detection. With-
out appropriate instrumentation, the detector has lost the details of how the data arrived
in the memory location. This paper presents a system that contains instrumentation to
address this problem.

Abstraction is a powerful tool for system design. The key assumption is that a com-
ponent should be self-contained: it should not know (and therefore have a hidden depen-
dency on) the implementation details of another component. This assumption greatly
eases design cost and increases the flexibility of the system’s composition. It no longer
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holds when a system must self-heal. Other components must be aware of the details of
the malfunctioning component so that they can respond to the failure1.

Self-healing systems must correlate events and data across layers of abstraction. This
correlation should remain flexible: if a component switches to a different implementa-
tion, the self-healing infrastructure should adapt to the internal behavior of the new
component. We plan to identify a core set of anti-abstraction design patterns in follow-
on work to help support this capability.

This paper considers the design, architecture, and implementation of Bloodhound,
a system for recording and replaying attack input embedded in network flows. The
primary challenge involves correlating the form of input that triggers the self-healing
instrumentation with the input that originally enters the system. As such, Bloodhound
correlates network flows with host-based events by marking an application’s internal
data structures with the ID of the flow that “taints” that data structure. Bloodhound
breaks the traditional abstraction between low-level network data and high-level ap-
plication data objects by placing sensors at multiple layers in the network stack and
application stack. Specifically, Bloodhound runs on the OpenBSD operating system,
and it uses a loadable kernel module for a pseudo-device to break the user/kernel-space
abstraction.

2 Related Work

ARV is only meaningful if a system protects itself with a self-healing mechanism. Ri-
nard et al. [2] have developed compiler extensions that insert code to deal with access
to unallocated memory. This technique is leveraged for failure-oblivious computing. A
related idea is that of error virtualization [3], which creates a mapping between the set
of errors that could occur during a program’s execution and the limited set of errors that
are explicitly handled by the program code. The Rx system [4] improves on these ap-
proaches by performing only safe perturbations of application state to execute through
a fault.

2.1 Signature Generation

Although we could leverage Bloodhound to generate exploit signatures, such a task
is not our goal. In addition, recent work [5,6] has called into question the ultimate
utility of exploit-based signatures, and Cui et al. [7] discuss using binary-level taint-
tracking to construct network or filesystem level “data patches” to filter input instances
related to a particular vulnerability. Newsome et al. suggest generating and distribut-
ing vulnerability-specific execution filters [8] based on the identification of a particular
control flow path derived from tainted dataflow analysis. Many systems aim at automat-
ically generating signatures of malicious traffic [9,10,11,12]. To generate a signature,
most of these systems either examine the content or characteristics of network traffic or
instrument the host to identify malicious input.

1 Note that the problem domain we consider in relation to “self-healing” is not the more tra-
ditional fault-tolerant environment for distributed applications, where transparent fail-over to
replicated components is the norm. In such cases, anti-abstraction serves little purpose.



Online Network Forensics for Automatic Repair Validation 139

Other recent work takes a hybrid approach and performs host-type processing on
network data. Abstract Payload Execution (APE) [13] identifies network traffic that
contains malicious code by treating the content of a packet as machine instructions.
Instruction decoding of packets can identify the sequence of instructions in an exploit
whose purpose is to guide the program counter to the exploit code. Kruegel et al. [14]
detect polymorphic worms by learning a control flow graph for the worm binary with
similar techniques. Convergent static analysis [15] also aims at revealing the control
flow of malcode.

DIRA [16] is a compiler extension that adds instrumentation to keep track of memory
operations and check the integrity of control flow transfers. It creates a string-based
signature for filtering further exploit instances. Liang and Sekar [12] and Xu et al.
[17] concurrently proposed using address space randomization to drive the detection
of memory corruption vulnerabilities and create a signature to block further exploits.
These systems operate in a similar fashion to Bloodhound in that they trace back from a
memory error to network data. The work of King and Chen [18] utilizes virtual machine
logging and replay to step back through checkpoints of a system to identify the ultimate
source of a compromise.

Newsome et al. propose dynamic taint analysis [19] to detect exploited vulnera-
bilities. The Vigilante [20] system uses similar analysis for detection and defines an
architecture for production and verification of Self-Certifying Alerts (SCAs), a data
structure for exchanging information about newly discovered vulnerabilities. The ver-
ification step is an example of the form of ARV mentioned in Section 1: Vigilante
verifies the control flow path that forms the basis for the alert actually causes an ex-
ploit to occur. While Bloodhound uses tainted dataflow analysis, it is not a replacement
for such systems. Instead, it augments dataflow analysis systems by considering how
tainted data flows through the kernel as well as userspace memory.

2.2 Replaying Traffic

Bloodhound archives all flows consumed by an application and replays only those flows
that were related to the exploit in question. Replaying application protocol dialogs is a
crucial aspect of an ARV system, and it proves useful in a number of situations (e.g.,
application or protocol debugging). Traffic can be reproduced in two major ways. First,
the raw packets can be recorded and replayed, but this approach may require a large
amount of storage and further packet processing. The second approach builds an ana-
lytical model of traffic and then generates traffic matching these characteristics.

TCPopera [21] can interactively replay network traffic. It is broadly applicable to
problems that require producing large amounts of realistic network data. Roleplayer by
Cui et al. [22] and the ScriptGen system by Leita et al. [23] attempt to reconstruct and
replay application-level messages from network flows with little contextual data and a
few guiding heuristics.

The Replayer system [24] formalizes the problem of application replay. Replayer
describes a sound approach (that is, one not based on heuristics) to generate and issue an
input that directs Host Bob to reach the same state as Host Alice (as determined by some
post-condition test). Although our replay problem is somewhat different, the Replayer
system is the most closely related research effort to Bloodhound, and we found the
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syntax of Replayer’s formal model of application protocol replay useful to help frame
Bloodhound’s task.

The most significant difference between Bloodhound and Replayer is that Blood-
hound focuses on identifying whether a particular network flow in the database of stored
flows contains malicious input. In addition, the underlying problem differs; Replayer is
designed to suitably transform a traffic trace or input so that a second host reaches a
state equivalent to the first host. Replayer does this by, for example, changing parts
of the input to reflect the appropriate hostname or cookie value based on the post-
condition constraint. In contrast, Bloodhound leverages taint analysis to identify the set
of network packets involved in an exploit. We designed Bloodhound to work with a
self-healing system. Since the host is modified via self-healing, the target state explic-
itly differs from the initial observed state (i.e., the application reaches a new “healed”
state rather than the same corrupted state).

One interesting avenue of research would be to combine Replayer and Bloodhound
so that stored flows that Bloodhound has selected for replay are consistent with the
state of the application and external world. The major challenge with this approach is
to ensure that fields critical to the exploit are not changed in a way that interferes with
the exploit’s efficacy, thus introducing a false negative into the validation process (i.e.,
the systems believes the exploit was defeated by the self-healing when it was simply
broken by the replay engine).

3 Design Space

ARV consists of automatically validating each step in the process toward a repair. We
focus our discussion here on how to determine the accuracy of a repair for network ap-
plications. Bloodhound’s tasks include (a) preferentially recording network traffic, (b)
searching through these flows after the application has been healed, and (c) replaying
the relevant flows to test this repair. Bloodhound provides evidence that an automated
response protects against the input that triggered the self-healing mechanism.

3.1 ARV Replay Definition

ARV replay involves selecting a series of packets to transmit to a modified version of
an application to test whether it survives the act of consuming those packets. An ARV
replay system, in effect, reprises the role of the attacker. Consider a program P and a
set of network flows F . Some subset of those network flows are exploit flows e.

{e0, e1, . . . , en} ⊆ F (1)

When P runs and receives input F containing exploit flows, it enters an exploited or
error state σ (according to some detection mechanism).

Run(P, F ) → σ (2)

After P consumes F and reaches the exploited or error state σ, a self-healing func-
tion H operates on P and σ to produce a “healed” program P ′, optionally replacing σ
or other states with correct or healed versions according to the repair strategy in use.
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H(P, σ) → P ′ (3)

The ARV accuracy test is to identify the subset e0, e1, . . . , en of F and verify that:

Run(P ′, {e0, e1, . . . , en}) � σ (4)

that is, to determine whether the healed version of the application enters an error or
exploit state on replay of the attack traffic.

During normal operation of P , (i.e., when it has not entered σ), the system records
a database of flows F where each flow fi consists of incoming and outgoing packets.
Each packet of fi causes changes in user and kernel memory and expresses a particular
control flow path in P . Instrumenting memory accesses to observe changes derived
from each fi results in a directed graph D. Each node in D is a memory address, and
each edge in D indicates that the source node “taints” the destination node. We label
each edge with the instruction responsible for propagating the taint.

While creating D seems fairly straightforward, D — as described — does not con-
tain enough information to support precise traceback. Traceback becomes imprecise
when the OS or application reuses a memory location to hold data derived from both
malicious and non-malicious flows. At such “common point” memory locations (like
a buffer that stores incoming requests), D does not prevent the traceback routine from
mistakenly expanding its scope. Common points have a fan-in from multiple flows that
becomes a fan-out during traceback.

Table 1. Forward-Marking Supports Precise Flow Traceback. The routine adds a node to D,
labels the transition, and labels the new (or existing) target node. Traceback iterates over E to
collect the malicious flow subsets from the corresponding nodes of D.

ROUTINE PROPAGATE(MEM SRC, MEM DST, FLOW F)
create new edge in D from src to dst
addFlow(dst, f)

ROUTINE TRACEBACK(EXPLOITMEM E, TAINTGRAPH D)
foreach memory address x in E

foreach node y in D
if x = y

maliciousFlows← getFlows(y)
return maliciousFlows

Our solution adopts a simplified traceback approach based on a forward marking
scheme that labels each node (memory address) in D with the flow ID responsible
for the current change in the node’s data. Once P enters σ, the detector generates a
set of memory addresses E that are involved in the exploit (e.g., an address whose
contents enters the instruction register). Forward marking continuously maintains the
information necessary to quickly derive {e0, e1, . . . , en} (the flows responsible for the
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exploit) given E. At that point, Bloodhound performs the accuracy test of Equation 4
to determine if P ′ represents a viable candidate to replace P in production service.

3.2 Traffic Recording

Many options exist for preferentially recording flows. The simplest approach archives
all network traffic and replays the entire archive on demand. This approach seems un-
tenable; a system can only store a finite volume of traffic, and replaying or searching
an arbitrarily large archive is infeasible in a timing-dependent domain like self-healing
software. The flow archive’s size must result in a reasonable duration for searching and
replaying flows. We consider some heuristics for choosing which flows to store:

– Save a sliding window of the last n days worth of traffic. This heuristic is simple
to implement, and it is simple to tune the size of the archive to optimize storage or
replay duration. To test a patch against the archive, simply replay all stored flows.
The obvious downside to this heuristic is that it fails against attacks that last longer
than, or started before, the n days stored in the archive.

– Save a probabilistic window. Rather than using a window with a fixed horizon,
probabilistically eject flows from the archive as they age. Aging policies can range
from FIFO to LRU to random ejection. Regardless of the aging policy chosen, the
self-healing software can only make probabilistic statements about its confidence
in a particular patch, based on the likelihood that the entire exploit was contained
in the archive.

– Archive flows flagged by a signature-based misuse detector (e.g., Snort). This heuris-
tic has the advantage of simplicity, but it is a poor match for a self-healing system that
can patch against new or 0-day attacks. The self-healing system can patch against
never-before-seen attacks, but the testing framework would could only replay flows
for which a signature already exists.

– Archive those flows identified by a payload-based anomaly detection system such
as Anagram [25]. This heuristic supports the detection of suspect flows that have
never been seen before, unlike the previous example. The viability of this heuristic
depends entirely on the abilities of the anomaly detection system. If the anomaly
detection system has a low false negative rate, then the likelihood that the entire
exploit package is archived is very high.

– Archive flows based on tainted dataflow analysis. This heuristic focuses on reducing
the duration of testing, rather than reducing storage space. As an application and the
OS handle each flow, the flow will taint various user and kernel data structures. If
each flow is indexed based on the data structures it taints, then during testing only
those flows which taint the data structures involved in the patch under question
require replay.

These heuristics may also be combined to achieve various points on the trade-off
curve between archive size, replay duration, and confidence. While the choices of record-
ing strategies listed above all involve tradeoffs, we choose to employ a solution that
does not admit false negatives during detection. That is, during replay, we prefer to re-
play flows we know to be malicious. Thus, Bloodhound uses a form of host-based taint
analysis to help identify flows that are involved in a particular exploit.
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3.3 Classes of Attack

We classify attacks into several broad categories to make it easier to illustrate the po-
tential complexity of the recording and replay task. The simplest scenario occurs when
a single TCP flow or UDP packet encompasses the entire attack (e.g., worms like Slam-
mer or Code Red). The attacker initiates a connection, transmits the exploit code, and
then closes the connection. Testing must replay the entire flow. In a slightly more com-
plex version, the attack may be a subset of a larger, innocent flow. Consider an SSH
connection where the attacker behaves innocently for several hours and then runs an
exploit. We differentiate this attack class from the previous scenario because it may not
be desirable to store all of a long-duration flow if only a portion is suspicious.

An attack can be distributed across multiple TCP flows, each of which taken alone
appears innocent. Consider a hypothetical attack where one flow corrupts a buffer and
a second one delivers the rest of the exploit. To complicate matters, an attack may
take advantage of the timing relationship between multiple flows or the timing relation-
ship between packets of a single flow. Attacks of this form exploit race conditions in
multi-threaded code, and recreating the circumstances of race conditions is notoriously
difficult. At the very least, the timing relationship between the packets or flows must
be preserved for testing. This requirement presents difficulties for a rapid automatic re-
sponse, as deployment time is constrained by characteristics of the attack – parameters
that the attacker controls. An attacker can potentially distribute exploits from both these
scenarios over arbitrarily many flows.

The attack may depend on innocent user action. Consider an exploit where the ad-
versary sends an attack packet, followed by N innocent requests, the combination of
which triggers the exploit. Any replay of the flows must include the attack packet and
all N innocent requests. This class is particularly difficult because, to the untrained eye,
the N th packet is highly suspect, while the true attack packet does not necessarily stand
out. Worst of all, regardless of the validity of a particular patch, testing against the N th

packet almost always succeeds because it is an innocent request.
Finally, an attack may be polymorphic. That is, the algorithm for generating the ex-

ploit code may use cryptographic or other heuristics to change the form of the attack
over time. As a result, searching a flow or flows for particular bit patterns cannot neces-
sarily identify attacks of this form. In the most pathological case, an attack may consist
of any combination of the above attack classes: an attack may be polymorphic, spread
across multiple TCP flows, and depend on innocent user action. While we do not expect
this situation to dominate, it is useful to illustrate the extent of the design space.

4 Bloodhound Implementation

Based on the constraints we present in Section 3, we cover the implementation of Blood-
hound’s major components, including the structure of our data storage component as
well as the implementation of a pseudo-device and its communication protocol with the
user space data management framework. We discuss ways to optimize traffic recording
through the use of a network content anomaly detector in Section 6.
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Fig. 1. Bloodhound Architecture. In order to track network flows from the operating system to
user applications, Bloodhound must break the user space/kernel abstraction. When an applica-
tion issues a network I/O system call (1), Bloodhound copies the network flow information to a
pseudo-device /dev/bloodhound (2). A daemon (3) regularly polls the pseudo-device and
then stores the network flow data in a database (4). After a self-healing repair has been effected,
the analyzer can issue queries to the database (5) to discover which flow caused the exploit. The
flow can then be replayed against the newly healed application to test the efficacy of the repair.

4.1 Architecture and Operation

Bloodhound must store flow information and enough structured forensic information to
link flows with kernel and application data items, so Bloodhound’s core components
are distributed across the kernel and user space as shown in Figure 1.

The /dev/bloodhound pseudo-device is implemented as an OpenBSD Loadable
Kernel Module. The pseudo-device supports an ioctl() call BH PIDwhich indicates
the process ID number of specific process to observe. On loading, the module hooks
into the I/O system calls to intercept network data before it is copied to user space.
Each flow associated with the observed process is copied to an in-kernel buffer which
is read through standard read() calls on /dev/bloodhound.

Data is read out of /dev/bloodhound by a simple daemon process which uses a
Berkeley DB 4.5 database to store flows and related information. The database main-
tains two primary relationships: a mapping from flow IDs to flow objects (a data struture
that we define), and a mapping from tainted memory addresses to flow IDs. We created
a library (libwdig) to provide access to the data store and define our “flow” data type.
The library contains the following core procedures:
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– Register Flow – This procedure creates a message that encodes a flow and sends
it via the protocol described below to the daemon. The daemon parses the message
and inserts the flow into the database indexed by the flow ID.

– Register Binding – This procedure creates a message that contains a memory ad-
dress and a flow ID. The daemon inserts this mapping into the database.

– Retrieve Flow – This procedure provides a physical memory address to the dae-
mon. If the address points to a flow, the daemon returns the associated flow ID.

– Retrieve Location – This procedure supplies the daemon with a flow ID. As a
result, the daemon traverses the bindings of memory addresses to flow IDs and
returns a list of memory addresses that are associated with the given flow ID.

The user space daemon employs libwdig to mediate an application’s access to the
database. User applications can also call libwdig’s functions directly to “manually”
store trace information. We plan to investigate methods of automatically performing
this dataflow analysis using binary rewriting to inject calls to libwdig functions.

The daemon serves as the hub of the system. It manages communication with three
different components. First, it intercepts any user space applications that use the
libwdig library directly. The daemon receives requests for flows or memory binding
insertions into the database and invokes the appropriate database functions to handle the
request. Second, the daemon communicates with the kernel through the bloodhound
device. The daemon periodically polls the bloodhound device for messages. The dae-
mon retrieves the messages and checks to see whether the flow IDs associated with the
messages have been entered in the database. If they have not, it registers new flows in
the database with the new flow IDs. Finally, the daemon helps the Analyzer perform
forensic operations by receiving requests for memory address or flow ID lookups and
passing them to the database. The daemon uses a TCP-based protocol to communicate
with the Analyzer, as described in Table 2.

Table 2. Message Structure for Daemon Communication. A message consists of two control
bytes: the first indicates either query Q or response R, and the second distinguishes between
a memory location L, a flow F, or a flow ID I. The rest of the message encodes a serialized
representation of the memory location or flow.

Direction Message Format Meaning
To daemon Q, I, flow id, flow Register flow

Q, L, loc, flow id Register a binding
Q, L, loc Retrieve flow id at location loc

Q, I, flow id Retrieve flow id
To client R, F, flow Response to retrieve flow

R, I, flow id Response to register flow ID

5 Evaluation

We evaluate Bloodhound by examining three aspects of the system. First, we discover
what impact Bloodhound has on the normal, i.e., non-repair-time, performance of an
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application by characterizing the slowdown due to system call interposition of network
I/O related calls. Second, we employ an end-to-end test of the system to show how
Bloodhound’s forensic capability works for a synthetic vulnerability. Finally, we con-
sider the utility of a possible optimization that employs either signature or statistical
content anomaly approaches to pre-classify (and thus limit) the number of flows that
Bloodhound would have to store for any given process.

5.1 Performance

To understand the performance impact of Bloodhound, we instructed the bloodhound
device to observe a single-process instance of the Apache web server. The web server
was running on a Dell PowerEdge 2650 with a 2.8GHz Intel Xeon processor and 1GB
of RAM. We used a second, identical, Dell PowerEdge 2650, connected to the first
over Gigabit Ethernet to download a collection of files. The collection of files we
chose was the Apache web server manual, as distributed with the OpenBSD operat-
ing system. It consists of 163 text and graphics files totalling 2.1M of data. The manual
was downloaded 25 times with /dev/bloodhound inactive, followed by another 25
downloads with /dev/bloodhound activated. On average a download with /dev/
bloodhound inactivate took 4.19s, while a download with /dev/bloodhound ac-
tive took 4.31s, for a general performance impact of 2.6%.

5.2 Efficacy

The purpose of our end-to-end efficacy test is to illustrate how Bloodhound can work
back from a memory error or other indication of a detected attack to the network flow
that contained the exploit input. Memory errors manifested in signals like SIGSEGV are
common symptoms of detected exploits, especially when protection mechanisms like
Stackguard, address space layout randomizationm or instruction set randomization are
employed. In any case, Bloodhound assumes that such a signal will be raised, and that
the Analyzer can obtain a memory address to start working backward from. In future
work, we plan to use a binary rewriting tool to track tainted data between application-
level data structures.

We test the traceback process for a synthetic vulnerability. Our hypothesis is that we
can use Bloodhound’s kernel instrumentation to track an attack back from a memory
error to the flow causing the error. Our experiment is based on a function containing
a stack-based buffer overflow in an echo server. The echo server reads user input into
a small buffer and echos it back to the user. An exploit script sends a long string of
input characters to the server, causing an overwrite of the stack. Each time the read
system call is used, it uses /dev/bloodhound to notify the database of the contents
boundaries of the data transfer.

When an overflow occurs and the function returns, the OpenBSD stack-smash pro-
tection is triggered and causes the program to crash, dumping core. A script loads the
core and determines the location of the RET value on the stack. This value is used as
the search value in the database, identifying the dataset that triggered the overflow.
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6 Discussion

Automatically validating a repair is a rich field for future work, especially for techniques
to ensure that the behavior of an application after repair matches a profile of behavior
known to be “good” or clean of malicious influence. A number of considerations exist
in this space that parallel the challenges that Bloodhound faces. In particular, the choice
of behavior aspects to record and analyze is a key to balancing the tradeoff between
the amount of information retained and the ability to confirm with enough specificity
that the system can automatically distinguish between known-good tested behaviors and
anomalous or malicious behaviors. We believe that a promising approach would start
with the rich set of techniques previously proposed for system call anomaly detection
[26,27,28]. Capturing aspects of both data and control flow [29], including library, ap-
plication, and system calls as well as function return values and arguments [30] seems
like it would provide a solid profile with enough information to distinguish between
these behaviors.

6.1 Limitations

Bloodhound’s implementation can be improved along three lines. First, we do not deal
with taint-tracking through the application itself. Such taint-tracking can be accom-
plished by a programmer making direct calls into our taint-tracking library. We can
also explore the combination of our kernel-level taint-tracking with existing binary-
level tainted dataflow analysis. Second, we plan to incorporate behavior profiling (as
described above) into Bloodhound so that it can verify an application’s post-healing
profile. We are currently porting our OpenBSD implementation to Linux to support
these capabilities.

A third area of future work deals with improving Bloodhound’s playback capabil-
ities to handle some of the more advanced classes of attack we list in Section 3.3.
For example, while other “innocent” user packets may have set up the attack (e.g., by
causing some limit to be exceeded), Bloodhound does not necessarily identify them as
involved in the exploit. We defer research on these types of attacks; the goal of our
current research and development is to provide an infrastructure — currently absent
— for addressing them. We believe, however, that repair validation can proceed in the
presence of these types of attacks, and we offer a sketch of one possible way forward:
the use of continuous hypothesis testing that proceeds through each level of attack. If
the cost of applying the fix to a production system can be kept relatively low, Blood-
hound can validate the repair in stages, where each stage assumes that the attack was
more sophisiticated and constructs appropriate playback scenarios as needed. This in-
cremental process of generating and validating fixes allows Bloodhound to both quickly
validate a fix for a specific version of the exploit and continuously ensure that the fix
works against more advanced attack scenarios. The exploration of this type of intru-
sion defense system seems valuable, and Bloodhound’s provides a framework so that
researchers can implement more intelligent playback and testing strategies.

One potential criticism of Bloodhound is that it appears to be exploit-specific and
therefore does not provide protection that vulnerability-specific systems might. While
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Bloodhound focuses on identifying a particular exploit input, its task does not conflict
with the goals of vulnerability-specific defense systems [6,7,8,20] and related analysis
[5,31]. Instead, Bloodhound can provide these systems with more confidence that the fix
is correct and blocks at the very least the malicious input that triggered the instrumen-
tation. Future work can use the input traffic as a template to generate other semantically
correct instances of the flow so that the fix can be tested against a variety of inputs
that exploit the same vulnerability. Systems similar to RolePlayer [22] or Replayer [24]
seem well suited to this task. Cui et al. [7] illustrate the process of deriving practical
signatures of previously unknown vulnerabilities. These “data patches” are generated
in part by binary-level taint-tracking and help filter related exploit inputs.

6.2 Further Optimizations

We have performed several preliminary experiments to determine the feasibility of re-
ducing the amount of traffic that ARV systems like Bloodhound need to store. ARV is
essentially a problem of search; performing an online search, even of an indexed cor-
pus, can be sped up if the size of the corpus is reduced. A system that only considers
packets relevant to the current vulnerability or exploit would prove useful. Bloodhound
uses taint propagation to achieve this measure. However, an ARV system can com-
plement this dataflow analysis with packet classification schemes, including payload
anomaly detection. We refer the interested reader to our technical report, which has the
details [32].

7 Conclusions

Most attacks occur rapidly enough to frustrate manual defense or repair. It appears that
defense systems must include some degree of autonomy. Recent advances have led
to an emerging interest in self-healing software as a solution to this problem. System
owners, however, are understandably reluctant to permit automated changes to their
environment and applications in response to attacks. Testing an automatic repair helps
raise the confidence level in self-healing systems. One critical part of such testing is the
verification that the changes made by the self-healing mechanism actually defeat the
original attack or close variations thereof.

This paper identifies the important challenge of Automatic Repair Validation (ARV):
using audit information to test the resilience and efficacy of a self-healing repair. We
present Bloodhound, a system for recording and replaying network flows related to
the exercise of a particular vulnerability. The design process reveals a number of chal-
lenging problems that the research community needs to address in order to make self-
securing systems a reality. Our implementation and experiments illustrate that the
problem is surmountable; the performance impact on normal operation due to monitor-
ing seems reasonable, and the system can trace back to the flow at fault. In the future,
we plan to deploy Bloodhound in a testbed like DETER to test how well Bloodhound
can provide an audit service to other nodes.
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Abstract. Current embryonic attempts at software self–healing produce mech-
anisms that are often oblivious to the semantics of the code they supervise. We
believe that, in order to help inform runtime repair strategies, such systems re-
quire a more detailed analysis of dynamic application behavior. We describe how
to profile an application by analyzing all function calls (including library and
system) made by a process. We create predictability profiles of the return values
of those function calls. Self–healing mechanisms that rely on a transactional ap-
proach to repair (that is, rolling back execution to a known safe point in control
flow or slicing off the current function sequence) can benefit from these return
value predictability profiles. Profiles built for the applications we tested can pre-
dict behavior with 97% accuracy given a context window of 15 functions. We
also present a survey of the distribution of actual return values for real software
as well as a novel way of visualizing both the macro and micro structure of the
return value distributions. Our system helps demonstrate the feasibility of com-
bining binary–level behavior profiling with self–healing repairs.

Keywords: behavior profiling, anonamly detection, self-healing.

1 Introduction

The growing sophistication of software attacks has created the need for increasingly
finer-grained intrusion detection systems to drive the process of automated response and
intrusion prevention. Because such fine-grained mechanisms are currently perceived as
too expensive in terms of their performance impact, questions relating to the feasibility
and value of such analysis remain unexplored. In particular, it seems that self–healing
mechanisms would benefit from a detailed behavior profile.

This paper demonstrates the efficacy and feasibility of building profiles of applica-
tion behavior at a fine-grained level of detail. We focus on the use of function return
values as the main feature of these profiles. We do so because return values can help
drive control flow decisions after a self–healing repair. In this paper, we show how to
build profiles that contain this information at the binary level — that is, without making
changes to the application’s source, the OS, or the compiler.

1.1 Observing Program Behavior

A popular approach to observing program behavior utilizes anomaly detection on a
profile derived from system call sequences [1, 2, 3, 4, 5]. Relatively little attention has
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been paid to the question of building profiles — in a non-invasive fashion — at a level
of detail that includes the application’s internal behavior. In contrast, typical system call
profiling techniques characterize the application’s interaction with the operating system.
Because these approaches treat the application as a black box, they are generally sus-
ceptible1 to mimicry attacks [7]. Furthermore, the increasing sophistication of software
attacks [8] calls into question the ability to protect an application while remaining at this
level of abstraction (i.e., system call interface). Finally, most other previous approaches
instrument the application’s source code or perform static analysis. In contrast, we con-
structed a non–invasive return value collector tool using the Pin [9] dynamic binary
rewriting framework to gather profile information.

1.2 Self–healing

Various approaches to software self–healing [10, 11, 12, 13] concentrate on a transac-
tional approach in which the current sequence of functions is rolled back to some known
safe point in execution [11, 14, 15], and the calculations done by the aborted “transac-
tions” are undone. Such approaches require a profiling mechanism to both guide the
selection of “known safe points” and set appropriate state at those points.

For example, the concepts of error virtualization [12] and failure–oblivious comput-
ing [10] are representative of approaches that attempt to execute through faults (e.g.,
memory corruption due to an exploit) by manufacturing information that helps control
subsequent execution. Failure–oblivious computing manufactures values for read op-
erations and silently expands or truncates memory overwrites. In error virtualization,
a heuristic helps determine the return value for an aborted function; the hope is that
the rest of the software will gracefully handle this manufactured error return value and
continue executing, albeit without the influence of the attacker.

Determining these return values employs source code analysis on the return type
of the function in question. This approach is somewhat unsatisfactory; it seems as if
it should be possible to dynamically and automatically collect enough information to
determine appropriate error virtualization values. This paper addresses the problem of
how to automatically extract enough information from program execution to accurately
characterize program behavior in terms of return values to support self–healing.

Behavior profiling has been used to create policies for detection [16, 17]. In contrast,
we suggest using this information to help automatically generate templates for repair
policies [18]. In addition, this information can drive the selection of “rescue points” for
the ASSURE system [15]. One goal of this paper is to provide systems like SEAD and
ASSURE with a profiling mechanism.

1.3 Caveats and Limitations

Binary-level function profiling proves more difficult than may initially be expected.
Functions are source level artifacts that have only rough analogues at the machine level.
Since a compiler can arbitrarily transform the source–level representation of a function

1 Gao et al. [6] discuss a measure of behavioral distance where sequences of system calls across
heterogeneous hosts are correlated to help avoid mimicry attacks.



154 M.E. Locasto et al.

or signal handling can interrupt control flow, it is difficult to cover all cases of function
entry and exit. We rely on Pin [9] to detect these events, although it can fail to do so in
the presence of tail recursion or aggressive function inlining by the compiler. Finally,
because the profile is dependent on a particular binary, our system must recognize when
an older profile is no longer applicable e.g., as a result of a new version of the applica-
tion being rolled out, or due a patch. We can detect this in several ways, including the
modification time of the program image on disk.

1.4 Contributions

Overall, we demonstrate the utility of fine-grained application modeling to support self–
healing repairs. Our work differs from related work (Section 2) on anomaly detection
and self–healing software in two important respects: (1) the structure and granularity
of our profiles, and (2) the focus on repair rather than detection.

We create a new model of program behavior extracted dynamically from the execu-
tion of the program binary without instrumenting the source code, modifying the com-
piler, or altering the OS. We condition this model based on a feature set that includes
a mixture of parent functions and previous sibling functions. Prior approaches look at
the call stack, thus ignoring previous siblings, which have already completed execution
and so are no longer part of the call stack. This model can help select appropriate error
virtualization values, inform the choice of rescue points, or drive the creation of repair
policy templates. In addition, we provide a survey of return values used in real software.
Finally, we propose relative scaled k-means clusters, a new way to simultaneously visu-
alize both the micro and macro structure of feature-frequency behavior models. Details
on our profiling experiments and results can be found in Section 4. Section 5 character-
izes the return value content of the profiles.

2 Related Work

Our work provides a mechanism to describe application behavior. Thus, our modeling
algorithm draws from a rich literature on host–based anomaly detection schemes. While
this area is well–mined, we believe it is worthwhile to revisit previous efforts to validate
and potentially improve on them. Most significantly, we focus on the utility of behavior
profiles for post-attack repair rather than pre-attack detection.

Anomaly Detection. Host-based anomaly detection is not a new topic. The seminal
work of Hofmeyr, Somayaji, and Forrest [3, 19] helped initiate application behavior
profiling at the system call level. Feng et al. [4] and Bhatkar et al. [20] contain good
overviews of the literature in this space. Most approaches to host-based intrusion de-
tection perform anomaly detection [2, 5, 16, 21] on sequences of system calls and their
arguments [22] because the system call interface represents the services that user–level
malcode, once activated, must use to effect persistent state changes and other forms
of I/O. System call information is easy to collect; the strace(1) and ltrace(1)
tools for Linux are built to do exactly that. The closest work to our building of behavior
profiles is the work by Mutz et al. [1] and Feng et al. [4]; the most significant differ-
ences in our model building is that we employ sibling functions when building profiles,
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and we examine the return values (rather than arguments). The most significant overall
differences between our current work and the general space of system call AD is that
we consider how to use this profile in the process of self–healing repairs.

Profiling for Self–Healing. The key assumption underlying error virtualization [12]
is that a mapping can be created between the set of errors that could occur during a
program’s execution and the limited set of errors that are explicitly handled by the
existing program code. By virtualizing the errors, an application can continue execution
through a fault or exploited vulnerability by nullifying the effects of such a fault or
exploit and using a manufactured return value for the function where the fault occurred.

ASSURE [15] attempts to minimize the likelihood of a semantically incorrect re-
sponse to a fault or attack by identifying error virtualization rescue points: program
locations that are known (or at least conjectured, according to a behavior profile) to
successfully propagate errors and recover execution. The key insight is that a program
should respond to malformed input differently than benign input; locations in the code
that successfully handle these sorts of anticipated input “faults” are good candidates
for recovering to a safe execution flow. We view our behavior profiling as a service
provider to ASSURE’s rescue point selection; ASSURE provides an input training set
and handles the details of “teleporting” a failure to the appropriate rescue point.

3 Profile Structure

We define a profile structure that allows us to predict function return values based on the
preceding context [1, 23] (functions that have just finished executing). Our system is a
hybrid that captures aspects of both control flow (via the execution context) and portions
of the data flow (via function return values). We construct an “execution context” for
each function based on the application’s behavior in terms of both control (predecessor
function calls) and data (return values) flow. This context helps collapse occurrences of
a function into an instance of a function to avoid under-fitting or over-fitting the model.

A behavior profile is a graph of execution history records. Each record contains an
identifier, a return value, a set of arguments, and a context. Function names serve as
identifiers (although callsite addresses are sometimes substituted). Parent and previ-
ous sibling functions compose the context. Argument and return values correspond to
the values at function entrance and exit, respectively. The purpose of each item is to
help identify an instance of a function. For example, considering every occurrence of
printf() as the same instance reduces our ability to make predictions about its be-
havior. Likewise, considering all occurrences of printf() to be distinct instances
reduces our ability to make predictions in a reasonable amount of time.

We adopt a mixture of parents and siblings to define a context for two reasons. First,
a flat or nil context contains very little information to base a return value prediction
on. Second, previous work focuses on the state of a call stack, which consists solely of
parent functions. As our results in Section 4 demonstrate, the combination of parents
and siblings is a powerful predictor of return values. The window size determines, for
each function whose profile is being constructed, the number of functions preceding it
in the execution trace that will be used in constructing that profile. Figure 1 provides
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Fig. 1. Drop in Average Valid Window Context. This graph shows that the amount of unique
execution contexts we need to store to detect changes in control flow decreases as window size
increases. xterm is a special case because it executes a number of other applications. If we
consider the ratio of valid context windows to all possible permutations of functions, then we
would see an even sharper decrease.

insight: it shows that the amount of unique execution contexts drops as the window
size increases. In contrast, if there were a large amount of valid windows, our detection
ability would be diminished.

4 Evaluating Profile Generation

We start by assessing the feasibility of generating profiles that can predict the return
values of functions. This section considers how to generate reliable profiles of appli-
cation execution behavior for both server programs and command line utilities. These
profiles are based on the binary call graph features combined with the return values of
each function instance. We test and analyze applications that are representative of the
software that runs on current server and desktop Unix environments, including: xterm
(X.Org 6.7.0), gcc (GNU v3.4.4), md5sum (v5.2.1), wget (GNU v1.10.2), the ssh
client (OpenSSH 3.9p1) and httpd (Apache/2.0.53). We also employ some crafted
test applications to verify that both the data and the methods used to process them are
correct. We include only one of these applications (bigo) here because it is relatively
small, simple to understand, and can easily be compared against profiles obtained from
the other applications. The number of unique functions for all these applications is:
xterm, 2111; gcc, 294; md5sum, 239; wget, 846; ssh, 1362; httpd, 1123; and bigo, 129.

Return Value Prediction. Finding a suitable repair for a function, in the context of the
self–healing systems we have been discussing, entails examining the range of return
values that the function produces. As Section 3 explains, the notion of return value
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Fig. 2. Average Predictability of Return Values. Return value prediction for various applications
against a varying context window size. Window sizes of 15 or more achieve an average prediction
of 97% or more for all applications other than httpd (with a rate of about 90%).

“predictability” is defined as a value from 0..1 for a specific context window size. A
predictability value of 1 indicates that we can fully predict the function’s return value
for a given context window.

Figure 2 shows the average predictability for the set of examined applications. It
presents a snapshot of our ability to predict the return value for various applications
when we vary the context window size (i.e., the history of execution). Using window
sizes of more than 15 can achieve an average prediction rate of more than 97% for all
applications other than httpd. For httpd, prediction rates are around 90%. This rate
is mainly caused by Apache’s use of a large number of custom functions that duplicate
the behavior of standard library functions. Moreover, Apache is larger and more com-
plex than the other applications and has the potential for more divergent behavior. Of
course, this first data set is only a bird’s eye view of an overall trend since it is based on
the behavior of the average of our ability to predict function return values.

To better understand how our predictions perform, we need to more closely examine
the measurements for different runs of the same application. In Figure 3(b) and Fig-
ure 3(a) we present results for different runs of httpd and wget. The wget utility was
executed using different command line arguments and target sites. Apache was used as
a daemon with the default configuration file but exposed to a different set of requests for
each of the runs. As we expected, wget has similar behavior between different runs:
both the function call graph and the generated return values are almost identical. On the
other hand, Apache has runs that appear to have small but noticeable differences. As
reflected in the average plots, however, all runs still have high predictability.

Some questions remain, including how effective our method is at predicting return
values of individual functions. Also, if there are any function that we cannot predict well,
how many functions of this type are there, and is there some common feature of these
functions that defies prediction? Answering these questions requires measurements for
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(a) Average Predictability of Return Values
for Different Runs of wget. Although there
are 11 runs for wget, each individual run
is both highly predictable (>98%) and very
similar to the others’ behavior for different
window sizes.

(b) Average Predictability of Return Values
for httpd and for Different Runs. Although
return value prediction remains high (>90%)
for httpd, some variations are observable
between the different runs. This phenomena
is encouraging because it suggests that the
profile can be specialized to an application’s
use at a particular site.

Fig. 3. Return Value Predictability for both wget and httpd with Different Window Sizes

(a) Predictability of Return Values for wget
Functions. Each line represents a function and
its predictability evolution as context window
size increases. Most functions stabilize after
a window size of ten. This graph excludes a
small set (Table 1) of outlier functions (func-
tions that are two standard deviations from the
average).

(b) Predictability of Return Values for httpd
Functions. Each line represents a function and
its predictability evolution as context window
size increases. As expected, httpd has more
functions that diverge from the average. It also
has more outliers, as shown by Table 1.

Fig. 4. Per-Function Return Value Predictability for both wget and httpd

individual function predictability. To visually clarify these measurements, in Figures 4(a)
and 4(b), we remove functions that have a prediction of two or more standard deviations
from the average. The evolution of predictability for wget and httpd is illustrated
in Figure 4(a) and Figure 4(b). This evolution is consistent with what we observe in
Figure 2: most functions are predictable — and for small context windows.

A small percentage of the functions, however, produce return values which are highly
unpredictable. This situation is completely natural: we cannot expect to predict return
values that depend on runtime information such as memory addresses. Additionally,
there are some functions that we expect to return a non-predictable value: a random
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Table 1. Percentage of Unpredictable (Outlier) Functions. We illustrate the nature of the overlap
in behavior profiles by examining which functions are outliers both within and across programs.

Application % outliers % common outliers % common functions
gcc 5 53 51
md5sum 5 87 84
wget 6 62 56
xterm 6 39 17
ssh 5 35 33
httpd 10 10 28

number generator is a simple example. In practice, as we can deduce from our experi-
ments (see Table 1), the number of such “outlier” functions is rather small in compari-
son to the total number of well–behaved, predictable functions.

In Table 1, each column represents the percentage (out of all functions in each pro-
gram) of common or outlier functions. The first column presents the percentage of func-
tions that are outliers within a program: that is, functions that deviate from the average
profile by more than two standard deviations for all windows of size >10. For each
program, there are relatively few “outlier” functions. The second column examines the
percentage of common outliers: outliers that appear in two or more applications. We
can see that the functions that are unpredictable are consistent and can be accounted for
when creating profiles. The third column displays non-outlier functions that are com-
mon across applications. These common and predictable functions help show that some
aspects of program behavior are consistent across programs.

5 Return Value Characteristics

While Section 4 shows how well we can predict return values, this section focuses on
what return values actually form part of the execution profile of real software, and how
those values are embedded throughout the model structure. We wrote a Pin tool to cap-
ture the frequency distribution of return values occurring in a selection of real software,
and we created distributions of these values. These distributions provide insight into
both the micro and macro structure of a return value behavior profile. Our data visual-
ization technique scales the height and width of each cluster to simultaneously display
both the intra- and inter-cluster structure. Our analysis aims to show that return values
can reliably classify similar runs of a program as the same program as well as distin-
guish between execution models of different programs.

Return Value Frequency Models. Our Pin tool intercepts the execution of the moni-
tored process to record each function’s return value. The tool builds a table of return
value frequencies. After the run of the program completes, we feed this data to MAT-
LAB for a further evaluation that leads to a final return value frequency model. As a
proof of concept, a model for a particular monitored process is simple, consisting of the
average frequency distribution over multiple runs of the same program. Intuitively, we
expect several types of clusters to emerge out of the average frequency distribution. We
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Table 2. Manhattan Distance Within and Between Models. The diagonal (shown in italics) dis-
plays the average distance between each trace and the behavior profile derived from each trace
of that program. All other entries display the distance between the execution models for each
program. We omit the lower entries because the table is symmetric. Note the difference between
gzip and gunzip as well as the similarity of gzip to itself.

date echo gzip gunzip md5sum sha1sum sort
date 3.03e+03 3.72e+03 1.61e+07 1.87e+06 6.46e+04 6.47e+04 5.45e+03
echo - 548 1.61e+07 1.87e+06 6.41e+04 6.42e+04 5.43e+03
gzip - - 212.4 1.79e+07 1.61e+07 1.61e+07 1.61e+07
gunzip - - - 1.91e+04 1.92e+06 1.92e+06 1.87e+06
md5sum - - - - 3.03e+04 3.38e+04 6.56e+04
sha1sum - - - - - 1.67e+04 6.57e+04
sort - - - - - - 4.24e+03

anticipate clusters that contain very high frequency return values, such as -1, 0, and 1
(standard error or success values as well as standard output handles). We expect a larger,
more dispersed cluster that records pointer values as well as a cluster containing more
“data” values such as ASCII data processed by character or string handling routines.

We examine three hypothesis dealing with the efficacy of execution behavior profiles
based on return value frequency:

1. traces of the same program under the same input conditions will be correlated with
their model

2. the model of all traces of one program can be distinguished from the model of all
traces of another program

3. we can make the structure of the return value frequency models apparent using
k-means clustering

For the first hypothesis, we use Manhattan distance as a similarity metric in order
to compare each trace of the same process with the return value model of that process.
In effect, we compare each return value frequency to the corresponding average fre-
quency among all traces of that program. To evaluate the second hypothesis, we use
the Manhattan distance between each process model. The base set for the return values
consists of all return values exhibited by all processes that are analyzed over all their
runs. Table 2 shows how each model for a variety of program types (we include a va-
riety of programs, like sorting, hashing, simple I/O, and compression) stays consistent
with itself under the same input conditions (smaller Manhattan distance) and different
from models for each other program (larger Manhattan distance).

Each process has a particular variance with each trace quantified in the similarity
value between its model and the trace itself, but when compared against the rest of the
processes it can be easily distinguished. We ran each program ten times under the same
input profile to collect the traces and generate the model for each program. We used as
input profiles generic files/strings that can be easily replicated (in some cases no input
was needed): date - N/A, echo - “Hello World!”, gzip - httpd-2.2.8.tar, gunzip - httpd-
2.2.8.tar.gz, md5sum httpd-2.2.8.tar, sha1sum - httpd-2.2.8.tar and sort - httpd.conf (the
unmodified config file for httpd-2.2.8).
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Fig. 5. Relatively Scaled k-means Clusters for sort. Note how each component of the model is
scaled relative to the others while displaying the distribution of similar-frequency values inter-
nally; this technique clearly displays the differences between the high frequency return values
(cluster 3) and the frequent but more widespread parts of the model (cluster 4) as well as the
behavior of values within each component. Both the vertical and horizontal dimensions of each
cluster are scaled. We display the clusters in increasing order from left to right determined by the
lower end of the horizontal axis range.

Clustering with k-means. Section 4 shows how to build profiles that are useful in pre-
dicting return values. The analysis here aims to achieve a better idea of what those actual
return values are and how frequently real applications use them. We cluster the return
values into frequency classes, and we chose the k-means method to accomplish the
clustering. The large disparity in the magnitude of return value frequencies can reduce
our ability to convey information about the overall structure of the model if displayed in
a simple histogram. Accordingly, we found a new way to simultaneously display both
the internal structure of each cluster as well as the external relationships between the
clusters. Our clustering method captures the localized view of return value frequency
per RV region and our visualization method provides insight into the relative coverage
of a particular RV region. Figures 5, 6(a), 6(b), 7(a), 7(b), 8(a), and 8(b) present the
clusters obtained for each of the analyzed processes. Each model has a predominant
cluster (e.g., cluster2 for data, cluster2 for gzip, etc.) which contains the discrimina-
tive return value frequencies and has coverage. The remaining clusters contain the lower
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(a) k-means cluster for gunzip return values.
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(b) k-means cluster for gzip return values.

Fig. 6. Return Value Frequency Distributions for a Compression Program

frequency return values. We conjecture that by increasing the number of cluster we can
achieve better granularity that can distinguish between different types of return values
and classify them accordingly.
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(a) k-means cluster for date return values.
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(b) k-means cluster for echo return values.

Fig. 7. Return Value Frequency Distributions for Output Programs
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(a) k-means cluster for sha1sum return values.
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(b) k-means cluster for md5sum return values.

Fig. 8. Return Value Frequency Distributions for Hash Programs

6 Conclusion

We propose a novel approach to dynamically profiling application execution behavior:
modeling the return values of internal functions. Our return value sniffer is available
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under the GNU GPL at our website2. We show that using a window of return values,
including values returned by sibling and parent functions, can make return value predic-
tion as accurate as 97%. We also introduce a novel visualization method for conveying
both the micro and macro structure of the return value frequency model components.
We intend to investigate models that operate independently of the input profile. We in-
tend to investigate how our behavior profiling mechanism can be used to create repair
policy and assist other self–healing systems select an appropriate response.
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Abstract. Disclosing personal information in online social network ser-
vices is a double-edged sword. Information exposure is usually a plus,
even a must, if people want to participate in social communities; how-
ever, leakage of personal information, especially one’s identity, may invite
malicious attacks from the real world and cyberspace, such as stalking,
reputation slander, personalized spamming and phishing.

Even if people do not reveal their personal information online, others
may do so. In this paper, we consider the problem of involuntary infor-
mation leakage in social network services and demonstrate its seriousness
with a case study of Wretch, the biggest social network site in Taiwan.
Wretch allows users to annotate their friends’ profiles with a one-line de-
scription, from which a friend’s private information, such as real name,
age, and school attendance records, may be inferred without the infor-
mation owner’s knowledge. Our analysis results show that users’ efforts
to protect their privacy cannot prevent their personal information from
being revealed online. In 592, 548 effective profiles that we collected, the
first name of 72% of the accounts and the full name of 30% of the ac-
counts could be easily inferred by using a number of heuristics. The age
of 15% of the account holders and at least one school attended by 42%
of the holders could also be inferred. We discuss several potential means
of mitigating the identified involuntary information leakage problem.

1 Introduction

Social network services (SNS) represent one of the most important applications
of the Internet in recent years, with some SNSs hosting millions of profiles,
for example, Myspace, Facebook, Flickr, Orkut, and Yahoo! 360. Such services
provide a virtual playground for participants to meet new friends, maintain
contact with acquaintances, and share resources with others over the Internet. To
let others know about themselves, users normally publish personal information
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online, such as their appearance, nationality, school attendance records, work
experience, and hobbies. The information not only lets people know more about
a person, but also enables others to find the user through web searches. Thus,
users are normally encouraged to disclose personal information in order to receive
higher exposure (more “eyeball counts” in Internet jargon) in the community.

Disclosing personal information online is a double-edged sword. Information
exposure is usually a plus, even a must, if people want to join certain types of
social communities; however, leakage of personal information, especially one’s
identity, may invite malicious attacks from the real world and cyberspace. Many
studies have addressed the problems of privacy invasion and security threats
raised by information exposure online, e.g., stalking, reputation slander, person-
alized spamming and phishing. We discuss some of the threats in Section 6.1
and refer interested readers to [1].

Even if people do not reveal their personal information, others may do so. We
illustrate how this could happen with the following example. Suppose Alice uses
the pseudonym boulder 987 to protect her identity. Bob, a friend of Alice, may
reveal Alice’s age, occupation, and even her real name during their interaction
in the following ways:

– Bob may recommend1 Alice as “the best steak chef in Boston” on his
own page, and thereby inadvertently reveal Alice’s occupation and the city
she lives in.

– Suppose Bob also uploaded a photo taken with Alice to his online albums.
He may annotate the photo with “Bob and Alice Lewis at George’s
Wedding” and link the photo to Alice’s profile. This action would reveal
Alice’s full name and the fact that Bob, Alice, and George know each other.

Thus, Bob may unintentionally reveal a great deal of information about Alice
without her knowledge. In other words, Alice’s efforts to protect her identity
may be easily nullified by others’ behavior. Moreover, it is difficult to detect
occurrences of such leakages due to their distributed nature. This problem, which
we call involuntary information leakage, is becoming a serious threat to privacy
because of the popularity of social network services.

In this paper, we investigate the extent of involuntary information leakage
in social network services. We analyze data gathered from Wretch, the biggest
social network site in Taiwan. The data set contains 592, 548 effective profiles,
the social connections between the profiles, and annotations describing the social
connections. To quantify the degree of such leakages, we attempt to infer the real
name, age, and school attendance records of each user based on annotations made
by friends. Our results show that the first name of 72% of users and the full name
of 30% of users can be easily inferred by a number of heuristics. The age of 15%
of users and at least one school of 42% of users can also be inferred. The high
ratio of information leakage evidences that users tend to annotate their friends
by using real names and by describing their offline relationships. Based on our

1 Many SNSs provide a recommendation/endorsement system in which a user can
“recommend” another user to the public.
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analysis results, we consider several possible ways of mitigating the identified
involuntary information leakage problem.

The remainder of this paper is organized as follows. In Section 2 we provide
an overview of earlier studies related to social networks and online privacy. In
Section 3, we describe our data collection procedures and examine the demog-
raphy and levels of self-disclosure. We investigate the leakage of real names in
Section 4 and the leakage of age and school attendance records in Section 5.
Section 6 considers threats and risks that may occur due to information leak-
age and potential solutions to the problem. Then, in Section 7 we present our
conclusions.

2 Related Work

Online social network services have attracted the attention of both entrepreneurs
and researchers in recent years [2]. From an academic perspective, the services
provide the research community with an unprecedented opportunity to analyze
the structure and properties of online social networks on a large scale.

Ahn et al. analyzed the structure of online social networks and found that they
have many similarities with offline social networks [3]. Mislove et al. conducted
a large-scale study of snapshot graph structures of online social networks. They
compared the structures of online social networks and the Web, and validated
online social networks with the structural properties of offline social networks [4].
Kumar et al. analyzed the evolution of two popular online social networks, and
identified the high-connectivity core and the star structure of each network [5].
O’Murchu et al. compared and classified different categories of social and busi-
ness networking communities [6].

User interaction and relationships in social network services have also been
investigated by researchers. Boyd analyzed social network services from the per-
spective of human factors, and found that knowledge of, or trust between, users
is not required to establish online relationships [7]. Moreover, it has been shown
that online social networks engender much weaker ties between users than their
offline counterparts [2].

Based on 4, 000 profiles gathered from Facebook.com, Gross et al. analyzed
the degree of information disclosure and the subsequent risks. They found that
“personal data is generously provided, and limiting privacy preferences are hardly
used” [2], while Acquisti observed that “technology alone or awareness alone may
not address the heart of the privacy problem” [8]. The privacy issues raised by so-
cial network services present a difficult challenge to both information technology
and social science researchers.

3 Data Description

In this section, we begin with an introduction to Wretch, the social network
service we studied, and then describe our data collection procedures.
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3.1 Wretch

Wretch (http://www.wretch.cc) was established in 1999 and acquired by Ya-
hoo! Taiwan in 2006. It is currently the most popular social networking site in
Taiwan. At the time of writing (Feb 2008), it hosted about 4 million profiles.
Like other social network systems, Wretch provides an array of services, includ-
ing albums, blogs, a bulletin board system (BBS), video sharing, and a discussion
forum. Anyone can freely browse all the profiles on Wretch without an account.
Joining the service as a registered member is free. Members can upgrade their
service levels with a yearly subscription to obtain a larger storage space and
more functionalities.

3.2 Data Collection

To collect users’ profiles and information about their social relations, we devel-
oped a crawler program to fetch profile pages from Wretch. We began the data
crawling with an initial set of accounts. In each round, the crawler fetched an
account’s profile and its friend list; and HTML processing techniques were em-
ployed to extract the desired information. If the friend list contained an account
the crawler had not seen before, it was added to the job queue. At the end of each
round, the crawler randomly selected an account from the queue, and targeted
that account in the next round. The crawler continued fetching users’ data until
the job queue was empty.

We collected the data in September 2007. In sum, we fetched 766, 972 profiles,
which constituted 20% of Wretch’s population at the time. As we focus on name
leakages caused by friends, profiles with an empty friend list are irrelevant to
our study. Therefore, we removed profiles that did not have any outgoing friend
connections. This yielded a reduced set of 592, 548 profiles, corresponding to 15%
of the population. Our data set is summarized in Table 1.

Table 1. Overview of crawled data

Wretch Data

Number of users 766, 972 (20%)
Number of Effective users 592, 548 (15%)
Number of Connections 7, 619, 212
Avg Connections per user 11.5

3.3 Self-information Disclosure

Self-disclosure is defined as “telling others previously unknown knowledge so
that it becomes shared knowledge” [9]. It is normally intended to increase
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understanding between people, build trust, strengthen the ties between people,
and bind romantic relationships or friendships [10].

To determine the degree that Wretch users reveal information about them-
selves, we summarize the disclosure ratio of personal statistics in Fig. 1. We
observe that most users provide gender and birthday information, and many list
their email addresses. In addition, details of instant messaging accounts (e.g.,
MSN Messenger and Yahoo Messenger) are often given, with a disclosure ratio
higher than 30%. This is not surprising as real-time messaging applications are
now one of the main communication methods used by young people [11].

We define the degree of self-disclosure (DSD) in order to quantify a user’s
tendency to disclose his/her own personal information. A user’s DSD is defined
as follows:

DSD =
n

∑

i=1

Fi × Wi, (1)

where n is the total number of fields, Fi is a binary value indicating whether
field i has been completed, and Wi is the weight of field i. We compute Wi by
the following equation:

Wi = 1 − Ri
n
∑

j=1
Rj ,

(2)

where Ri is the disclosure ratio of field i. The ratio is computed by dividing the
number of users who complete field i by the total number of users. For example,
if there are 1, 000 users, and 100 of them provided the weight information, the
disclosure ratio of the field “weight” would be 100/1000 = 0.1. We compute
the DSD for all fields, except nicknames, introductions, and instant messaging
accounts, as the account fields may not be applicable to every user.
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4 Involuntary Name Leakage

On Wretch, a user can provide a free-form text (limited to one line) to annotate
a friend’s profile, which we call friend annotations (or descriptions). However,
people invent their own ways of using this field. After viewing thousands of
annotations, we identified some typical patterns and found that a typical anno-
tation is comprised of three parts: 1) a tag, which is used for classification; 2)
the real name or nickname of the friend to be annotated; and 3) a description
of the friend’s features or the relationship between the two friends. Some ex-
amples are “∗Beauty∗ Cathy Brown -- The hottest girl of Nightingale
High School” and “[[School Mate]] Tony MY BUDDY.” In these ways, a great
deal of personal information could be revealed through friend annotations with-
out the information owner’s knowledge. (Hereafter, we refer to the information
owner as the annotatee.)

For example, if we find 5 incoming annotations for a user contain the substring
“Jane Garcia” and 10 descriptions contain “Jane,” then we may safely guess that
the annotatee’s real name is Jane Garcia.

4.1 Inference Methodology

To infer the real name of a profile, we first collect all of its incoming annota-
tions, i.e., those that the user’s friends compile for him/her. Then, from each
description, we extract name candidate tokens from the text as follows:

1. We break the text into disconnected tokens by using several types of delim-
iters, for example:
(a) symbols: <SPACE>, <TAB>, #
(b) punctuation marks: ’ ” , . ( ) [ ]

2. As most Wretch clients use Chinese, we employ Chinese-specific naming
rules to determine whether a delimited token is potentially a Chinese name.
A Chinese name is usually composed of two or three characters2 — a one-
character family name, e.g., Chen, Wang, Lin, and a one- or two-character
first (given) name, e.g., Xin, Kuan-Ta, Ieng-Fat. Thus, if a token contains
two or three characters, it could be a Chinese first name or full name, and
we consider it as a real name candidate token.

3. We associate each name candidate token with a duplication count. For exam-
ple, if a name candidate token C1 appears in annotations from three friends,
the duplication count of C1 will be 2.

We summarize the statistics of friend annotations and extracted name candi-
date tokens in Table 2. In our data set, we find that, on average, a user has 7
online friends and 6.8 incoming annotations from them.

Although the friend description is not a required field, 96% of the connections
are annotated. In addition, 49% of the incoming annotations for a user contain
2 Some rare Chinese family names are comprised of two characters, e.g., Ouhyoung;

thus, a four-character full name is possible. However, to avoid false identification of
real names, we only consider two- or three-character names.
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Table 2. Summary statistics of friend annotations and extracted name candidate to-
kens

Friend Annotations and Name Candidates

Avg In-Degree 7.10
Avg In-Degree with Annot. 6.81 (96%)
Avg In-Degree with Dup. Tokens 3.46 (49%)
Avg # Unique Name Candidates 3.81

at least one name candidate token that appears in other annotations for the
same user. For each user, we extract an average of 3.8 unique name candidate
tokens, which will serve as our input for real name inference.

Inference of Full Names. Given the extracted name candidate tokens for a
user, we apply the following heuristic rules to infer the user’s full real name.

1. Common Family Name: We consider a token as a full real name if 1) its
first character is a common family name (according to the 100 family names
listed in [12]); and 2) its duplication count is greater than 1.

2. First Name as a Substring of the Full Name: We consider a token Ci

as a full real name if 1) there is another token Cj equal to Ci without its first
character; and 2) the duplication count of Ci is greater than 1. For example,
if Ci is “Wang Ta-Ming,” Cj is “Ta-Ming,” and Ci appears more than once,
then we consider that Ci is probably the full real name of the user.

3. Common Full Name: We consider a token as a full real name if it was one
of the 574, 010 names on the enrollment list for the national college exams
for the years 1994 to 2007 [13].

4. Nickname Decomposition: In Chinese, it is common for a person to have
a nickname that is derived from his/her family or given names. For example,
a man called Wang Ta-Ming may have a nickname like “Old Wang,” “Bro
Wang,” “Bro Ta,” “Little Ming,” or “Bro Ta-Ming.” Generally, for a person
with a name in the format “FN GN1-GN2,” some possible nicknames could
be:
(a) prefix + X ,
(b) prefix + X + X ,
(c) X + postfix,
where X could be FN, GN1, GN2, or GN1-GN2. We examined the nicknames
that appeared in our data set and manually picked 38 common prefixes and
postfixes for nickname composition. We consider that a token Ci is a full
real name if 1) it contains the predefined nickname prefixes or postfixes
as specified; and 2) after removing the corresponding prefix or postfix, the
remaining part is the same as other name candidate tokens.

5. Common Word Removal: If we do not find any matched name candidate
based on the above rules, a name candidate token is considered as a full real
name if 1) its duplication count is greater than 1; 2) it does not contain
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any nickname-composition prefix or postfix; and 3) it does not contain any
general word that people use in daily life, e.g., he, she, friend, lover, class-
mate, good, or bad. The removal of common words is based on a dictionary
containing 100, 511 words [14]. If more than one name candidate matches
these criteria, then the one with the highest duplication count is deemed the
real name of the user.

Inference of First Names. The method used to infer first names is the same
as that used for full names, except for the following three points. 1) We use
first name candidates (two characters) instead of real name candidates (three
characters). 2) Because heuristics 1 and 2 are used specifically for full name
inference, we only use heuristics 3, 4, and 5 for the first name. 3) A common
first name table (comprising 208, 581 names) is used in heuristic 3 instead of
the common full name table [12]. Also, because users may include the names of
other people, such as “Dolly’s sister,” we only apply rule 3 to name candidate
tokens that have a duplication count greater than 1.

4.2 Inference Results

Here, we summarize the results of the name inference procedures. Table 3 lists
the ratio of users whose real names we were able to infer. We successfully inferred
first names for 72% of users, and full names for 30% of users. If we count both
first names and full names, totally 78% of users are subject to the risk of name
leakage. In addition, we detail the inference success ratio of each heuristic rule
for real names and first names in Table 4.

Table 3. Ratios of Correctly Inferred Names

Type of name Ratio of Name Inference

Nickname 60%
Real name 30%
First name 72%
Real name or first name 78%

Table 4. Ratio of Users Whose Names Can be Inferred, by Different Heuristic Rules

Method Real Name First Name

Common family name 3% N/A
Relation of first name 11% N/A
Common full/first name 9% 57%
Relation of nickname 2% 14%
Removal of common words 27% 69%
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4.3 Validation

A complete validation of our name inference results was not possible because we
did not know the true real names of the users. Therefore, we employed manual
validation. By randomly selecting 1, 000 profiles, and examining the real names
we inferred for them. We believe that at least 738 of the selected names are
correct. The majority of cases of incorrectly inferred names are caused by mis-
taking a user’s nickname for the real name, as we cannot enumerate all possible
prefixes and postfixes for nicknames derived from real names. Moreover, our
methods cannot distinguish a nickname from a real name if the former is not a
literal derivative of the latter.

We acknowledge that our proposed heuristics cannot always derive correct
real names. However, exact real name inference is not our primary goal. Instead,
we seek to verify the qualitative fact that “involuntary real name leakage occurs
in real-life social network systems, and the degree of leakage is significant.” In
this way, our inference results, though not very accurate, are sufficient to support
our conjecture.

4.4 Demographic Analysis

Fig. 2 shows that males are susceptible to higher full name leakage risks than
females. However, the first names of males are less likely to be released invol-
untarily than those of females. This interesting finding implies that people are
more likely to use full names to describe a male friend and first names to de-
scribe a female friend. Fig. 3 shows that the risk of name leakage is lower for
older users. This phenomenon can be simply explained by the number of friends
that people have in the social network. Because the 16–25 age group constitutes
the core population of Wretch and social connections are mostly between users
of similar age, younger people tend to have more online friends than other age
groups. Therefore, they have more incoming friend annotations and a higher risk
of name leakage than users in other age groups.
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4.5 Risk Analysis

To confirm that identity leakage is definitely involuntary, we checked whether
users whose names were inferred correctly had disclosed their real names in their
profiles. We found that less than 0.1% of those users had voluntarily revealed
their real names (either their full name or first name) in their profiles. This
supports our contention that name leakage is caused by annotations made by
online friends, rather than self-disclosure.

To determine the source of name leakage, i.e., who reveals the identities of
other users, we investigate the usage of real names in friend annotations. We
define two metrics to quantify the tendency to use real names when describing
online friends:

– Degree of Using Real Name (DUR): DUR quantifies a person’s ten-
dency to use real names when annotating his/her friends’ profiles. It is com-
puted as the ratio of that person’s outgoing annotations that contain the
annotatee’s real name.

– Degree of Being Called by Real Name (DCR): DCR quantifies the
extent that a user is annotated with his/her real name by online friends. It
is computed as the ratio of incoming annotations containing the user’s real
name.

We first investigate whether real name use behavior is symmetric, i.e., are
DCR and DUR positively correlated? Fig. 4 suggests that there is a consistent
positive correlation between the two metrics. The result indicates that users
who receive annotations containing their real names also tend to use real names
when sending friend annotations. We also consider the impact of the degree of
self-disclosure (DSD) on DCR and DUR, as shown in Fig. 5. Even though both
DCR and DUR have a slight positive relationship with DSD, the correlation is
insignificant, which indicates that name leakage is not strongly related to self-
disclosure. That is, friends may still reveal a user’s real name unintentionally no
matter how much the user tries to protect his/her identity online.
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5 Involuntary Leakage of Age and Education Records

In online social networks, the connections between people are usually a duplicate
of their offline relationships, which suggests that people have common attributes.
For example, if the relationship between two people is described as “classmates,”
they should study in the same school, live in nearby locations, and be a similar
age; likewise, the relationship “colleague” implies that two people work in the
same organization and probably have similar professions.

If we know two users are classmates in a primary school and one of them
disclosed his/her age in the profile, we can infer that the other one is a similar
age. To assess the risk of personal information being revealed involuntarily, in the
following, we infer the age and education records of users who did not provide
this information. In our data set, 56% (331, 827) of users disclosed their ages, but
only 10% (59, 255) disclosed their current schools in their profiles. By applying a
heuristic inference method, we successfully inferred the ages for 18% of those who
did not disclose their ages (15% of the total number of accounts), and inferred
at least one school for each of 42% of users in our data set.

5.1 Inference Methodology

Inferring Age. Our inference procedures are executed in a round-based man-
ner. Initially, a job queue is filled with all the accounts that provide age infor-
mation. In each round, we fetch an account X from the queue, and check all of
its incoming and outgoing friend annotations. If we determine that a user Y on
X ’s friend list should be the same age, we set the age field of Y equal to that
of X and add Y to the job queue. Our heuristic rule for “same age” is based
on the offline relationships of “classmate” or “schoolmate in the same year.” We
identify such relationships by searching with keywords like “classmate”, “class
leader”, “same class,” and “same grade” in friend annotations. The inference
procedure continues until the job queue is empty.

Inferring Education Records. The inference methodology for education
records is similar to that for age inference except for three points. First, while a
person’s age is unique, his/her education records will include information about
attending several schools. For simplicity, we assume that each user attended at
most one school in each of the four education levels, namely, elementary school,
junior high school, senior high school, and college. Second, while users are un-
likely to specify a friend’s age in annotations, they may use a school’s name as
a category name. Thus, we can infer not only if two users attended the same
school, but also the name of a school the annotatee ever enrolled in. Third, in
addition to school names and offline relationships like “classmate” and “school-
mate,” we can determine if two users ever studied in the same school by keywords
like “same school,” “same college,” or “some department.”

5.2 Inference Results

Here we summarize the inference results of age and education records. The up-
per graph of Fig. 6 shows that the success ratio for age inference is higher for
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Fig. 7. Inference results for users’ educa-
tion records

users in the 16–25 year age group. In sum, we successfully inferred the ages of
15% of users, which corresponds to 18% of the users who did not provide age
information. The lower graph suggests that the average hop count required for
inference is about 1.2, which indicates that, in most cases, the inferred age of a
user is directly propagated the profile of a user who discloses his/her own age.

Fig. 7 shows the inference results for users’ education records. The success
ratios for school inference were approximately 20% for all education levels, except
elementary school. Totally, we inferred at least one school for 42% of users in
the data set. This success ratio is reasonably high, as only 5% and 9% of users
self-disclosed their respective junior high and senior high schools. The results
suggest that many Wretch users are linked by relationships established in high
school. The lower graph in Fig. 7 shows that the average hop count required
for inference decreases by education level, which implies that users at higher
education levels have stronger connections with their schoolmates online.

5.3 Validation

We apply a cross-validation approach to verify the inferred ages and education
records. That is, we verify the inferred ages based on the self-disclosed school
information, and verify the inferred school names based on the self-disclosed
ages.

To verify if the inferred age information is correct, we find all the users who
satisfy the following three criteria: 1) they disclose their current schools, 2)
they do not disclose their ages, and 3) we inferred their ages by the above
methodology. Intuitively, if two people currently attend the same school, their
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ages should be similar. Thus, we computed the age differences between pairs of
schoolmates, and identified a total of 208, 086 valid pairs. We summarize the age
differences between pairs of users at different education levels in Fig. 8.

We verify the correctness of the inferred education records based on the same
intuition. However, the users being compared should satisfy the following criteria:
1) they disclose their ages, 2) they do not disclose their current schools, and
3) we inferred their education records. In this case, 42, 896 pairs of users who
described their relationship as “schoolmates” were identified. The distributions
of the age difference between each pair of users are shown in Fig. 9. Both plots
show that the average age differences between pairs of users in the four education
levels are generally less than 2 years. This result suggests that our inference
results for users’ ages and education records are accurate. It also confirms our
conjecture that significant involuntary information leakage occurs in real-world
social network services.

6 Discussion

In this section, we discuss the problems that may be caused by identity leakage,
such as personalized email spams and spear phishing, and suggest several ways
to mitigate the involuntary identity leakage problem.

6.1 Threats Caused by Name Leakage

Spamming. Spam mail has become a major problem in recent years. It is actu-
ally a business activity whereby spammers send emails with product information
based on massive email address lists. In effect, anyone who has an email address
is regarded as a potential customer [15].

To protect users from spamming, academia and industry have developed a
number of anti-spam mechanisms. One method of protection against spam in-
volves using a white list [16, 17, 18], so that emails from trusted parties will
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not be mistaken for spam. However, as spamming is profitable, spammers are
always devising new ways to penetrate spam filters. To combat the white list
approach, spammers collect email addresses and information about social rela-
tionships from social network services [15]. In our data set, 46% of users disclose
a well-formed email address that spammers may use to send spam mail as if it
has been sent by one of the target’s friends. In this way, spam mail can bypass
the filter and be delivered to the target’s mailbox.

Spammers may make use of inferred real names in two ways. 1) They may use
the recipient’s real name in the mail’s content. 2) They may make spam mails
look like they have been sent by a friend of the target by using the friend’s real
name. Consider an email containing the recipient’s full real name, where the
sender is specified as a friend with his/her correct email address and full real
name. The user may have difficulty verifying the email’s authenticity.

Phishing. Similar difficulties also exist with respect to phishing detection.
Phishers normally send emails, which contain a link to a forged web page, to ob-
tain people’s sensitive information, such as an account ID, social security number
or credit card number [19]. Some phishing-targeted companies, including eBay
and PayPal, and Internet security vendors provide guidelines for recognizing
phishing emails. Common rules include “checking if the email includes your real
name because phishers do not have personal information” [20,21]. However, the
assumption that phishers do not have personal information might be incorrect as
self-disclosure is becoming more frequent in social network services. The invol-
untary name leakage problem will exacerbate the problem further, as it will be
more difficult for users and phishing detection mechanisms [19, 22, 23] to verify
the authenticity of a web page.

6.2 Potential Solutions

We consider three possible ways to mitigate the problem of involuntary name
leakage in social networking services.

A. Personal Privacy Settings. Social network service providers should pro-
vide the following preference settings for every account, no matter whether it is
free or not:

1. options to hide personal information;
2. options to hide social connections (the level of connections to be hidden

should be configurable, e.g., direct friends or friends of friends);
3. options to prevent a user’s friends annotating the user’s profile with certain

words, or deny any incoming annotation completely.
4. options to deny specific people access to a user’s incoming and/or outgoing

annotations.

B. Browsing Scope Settings. It is recommended that social network service
providers limit the profile browsing scope of users. For example, a user could
be restricted to browsing friend annotations made by users who are at most
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two degrees away. One common way to limit browsing scope is through group
partitioning, i.e., only users belonging to a certain group, where the action of
joining the group requires the approval of a moderator, can access more sensitive
information about users in the same group. Such mechanisms could prevent ma-
licious parties from downloading users’ personal information, social connections,
and annotations in an automated way. We believe that this is the key to solving
the problem of large-scale information leakage in social network services.

C. Owner’s Confirmation. Every operation involving user information should
be confirmed by the information owner. For example, friend annotations should
only be shown if the annotatee agrees. This would at least prevent unintentional
personal information leakage by the user’s friends.

7 Conclusion

In this paper, we consider the involuntary information leakage problem in social
network services. To assess the seriousness of the problem, we conduct a case
study of Wretch, the most popular social network service in Taiwan. Because
Wretch users are allowed to annotate their friends’ profiles with a one-line, free-
form description, sensitive information, such as a person’s real name, can be
disclosed without the annotatee’s knowledge. We show that 78% of users in our
data set were subject to involuntary name leakage. In addition, the ages of 15%
of users and the school attendance records (partial or complete) of 42% of users
could be easily inferred using a simple heuristic. We also show that the risk of
information leakage is not related to the degree of self-disclosure; thus, telling
a user not to disclose his/her personal information is not an effective way to
reduce the risk that his/her identity could be revealed by online friends.

We discuss three possible ways to mitigate the identified leakage problem,
namely, providing personal privacy settings, regulating the browsing scope, and
requiring an owner’s authorization to release personal information. However,
as most users do not change the default settings, we believe that the default
mechanisms provided by the services are the most effective methods available.
We suggest operators should at least mandate that annotations do not contain
any sensitive information (as judged by the annotatee) unless the annotatee
agrees.
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Abstract. We develop the privacy preserving computation protocol pre-
sented by Naor, Pinkas and Sumner at ACM Conference on Electronic
Commerce in 1999 into a more efficient one. Their protocol is based on
the Yao’s two-party secure function evaluation and can be used to imple-
ment any combinatorial circuit for input clients’ data without disclosing
them. In this paper we propose three types of protocol as variants of
the Naor-Pinkas-Sumner protocol in each different framework. The first
protocol is the almost same framework as theirs but requires no public
key cryptographic operations for clients unlike their protocol. The second
protocol furthermore eliminates an oblivious transfer from the two-party
operation in their protocol and the first protocol by adding a new entity
named “mediator” into the Yao’s two-party setting. In the new three-
party setting, it is assumed that no party colludes with any other parties
to retain the secrecy of the clients’ data. The last protocol removes the
mediator from the second protocol in return for clients’ some additional
burden. Since an oblivious transfer used in the Naor-Pinkas-Sumner pro-
tocol and the first protocol is the dominant step in each protocol, the
second and last protocols are expected to be much faster than the others.

1 Introduction

The recognition of privacy by consumers or citizens is increasing due to the cur-
rent cases of personal information leakage, though some personal information
is useful for sales promotion, national statistical research, biometric authenti-
cation, and so on. One reason for its phenomenon would be that a personal
data once leaked out to the Internet is basically difficult to delete and widely
propagated for a long time. Therefore, privacy protection by organizations that
retain personal information regarding their customers or citizens is becoming an
important business and social topic.

A simple measure to prevent the leakage of information would keep personal
information encrypted except the case using it, however, there still has not
yet been developed a satisfactory solution when considering the repeated in-
ternal threats over the past few years. To prevent internal illegal acts, various
approaches have been put to practical use. The Oracle(R) Database Vault [9] pro-
tects customers’ information from internal threats by implementing separation-
of-duty mandates that require more than one person to complete a sensitive task.
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However, the computer environment in which the access (or decryption) key is
restored is not necessarily fail-safe because various threats such as key loggers,
computer viruses, or fraudulent reverse engineering still exist.

A cryptographic application technology such as a threshold cryptosystem
(e.g., [5]) or multiparty protocol (e.g., [7]) has potential to strongly support
privacy protection. Various improvements and extensions have been studied re-
garding these technologies. Due to a threshold cryptosystem, manager(s) can
decrypt only a specific ciphertext without restoring the decryption key on any
computer. Even if the managers of less than the threshold conspire illegally,
they cannot maliciously retrieve significant information for personal data from
the encrypted data set. Furthermore, the existing multiparty protocols including
specific ones for two-party such as in [13] enable various computations of secret
data without leaking it, though versatile multiparty protocols generally tend
to require a significant amount of computation time and cause heavy network
traffic.

Scenario
We consider a scenario in which privacy-protected personal data of clients are
sent to server(s) through a monitoring device and the server obtains some knowl-
edge concerning the data with keeping the privacy. This scenario includes a pri-
vate biometric authentication that aims to authenticate clients based on their
physical characteristics such as fingerprint or iris without revealing any infor-
mation regarding these personal characteristics to the verifier or an attacker
[12]. The location and physical data of clients obtained from a GPS, RFID, sen-
sor, etc., may also be sensitive but valuable for the purpose of sales promotion
or statistical research for public interest. Of course, the computational effort of
servers should be reduced as much as possible from a viewpoint of improvements
in service quality and cost saving of capital investment.

On the other hand, a cell-phone is expected to be one of most likely monitor-
ing devices because most of recent cell-phones are available in high-bandwidth
network and equipped with a GPS. Besides, some types of cell-phone have a
function of biometric authentication or RFID reader.

Our Contribution
We propose three protocols for extensively achieving the scenario as stated pre-
viously in multiparty (including two-party-specific) setting in order to securely
utilize various personal data. Multiparty protocols typically have the property
that multiple parties engage in the execution for an objective function with
keeping the input data secret unless parties more than a threshold number con-
spire. All the proposed protocols support any combinatorial circuit as well as
the Naor-Pinkas-Sumner protocol.

The first protocol (Protocol I) is a client-friendly one. In some previous ap-
proaches each monitoring device has to encrypt a personal data per bit by a
public key cryptographic operation or place an additional heavy burden on the
servers. The detail will be introduced in Sect. 2. However, in the first protocol
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Table 1. Feature Comparison among Proposed Protocols

Protocol I Protocol II Protocol III
Clients’ Computational Complexity ◦ ◦ ◦

Clients’ Communication Cost ◦ ◦ ×
Servers’ Computational Complexity × ◦ ◦

Number of Required Servers 2 3 2

each monitoring device requires an XOR operation just one time for preserving
the privacy of a personal data with a small additional burden on the servers.
This would be helpful for a low-performance client’s device. In the first protocol
the server-side operation needs to be performed in two-party-specific setting.

The second protocol (Protocol II) furthermore eliminates a public key crypto-
graphic operation, more precisely an oblivious transfer [6], which is used in the
server-side operation of the first protocol and the Naor-Pinkas-Sumner protocol,
by adding a new entity named “mediator” into the first protocol. Besides, the
basic idea of the second protocol can be applied to the original Yao’s two-party
protocol [13]. We will describe the specification in Sect. 3.2.

The last protocol (Protocol III) removes the mediator from the second pro-
tocol in return for clients’ some additional burden. This can be achieved by
replacing the mediator’s operation with each client’s one dispersively.

Table 1 roughly compares some features of the proposed protocols.
A trick of the first protocol is to share a personal data into two fragments and

embed one fragment into the garbled circuit [13] corresponding to an objective
function. The remaining fragment is sent to a server through a secure channel as
illustrated in Figure 4. The garbled circuit is generated by a proxy. Finally, the
server obtains the outcome of the objective function for input the personal data
in cooperation with the proxy by performing the garbled circuit with oblivious
transfer.

On the other hand, in the second protocol each client sends the remaining
fragment not the server but the mediator as illustrated in Figure 5. The mediator
generates the garbled values corresponding to 0 and 1 for every input wires of
the circuit. Then, the mediator sends all of them to the proxy while it sends
only the garbled values corresponding to the remaining fragment to the server.
Finally, the server performs a garbled circuit using the garbled values received
from the mediator. The second protocol requires no oblivious transfer, which
is the dominant task of the Yao’s two-party protocol, the Naor-Pinkas-Sumner
protocol, and the first protocol, thereby is expected to be much faster than the
others.

In the last protocol each client generates the garbled values corresponding to
0 and 1 just for the wires to which its personal data are input. Then it sends all
of them to the proxy while it sends only the garbled values corresponding to the
remaining fragment to the server.
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2 Previous Work

Potential solutions in multiparty setting for extensively achieving our scenario
can be classified into three classes. First is using a versatile multiparty protocol
such as in [1,2,3,7,11] (Class I). For example, in the protocols presented in [3,11]
each client encrypts its personal data per bit using a public key and publishes the
ciphertexts. After that, multiple servers jointly perform a multiparty protocol
for input the ciphertexts for each gate that comprises the circuit corresponding
to an objective function.

Second is reducing the computational effort for clients using the decomposition
technique presented in [4,12] for Class I (Class II). In [12] each client encrypts its
personal data as a lump using a public key and then multiple servers decompose
the ciphertext into each bit of the personal data encrypted by the same public key
without disclosing the personal data before the execution of multiparty protocol.
This means the computational effort for each server increases as compared to
that of Class I, though the burden for clients’ device becomes smaller.

The last is the privacy preserving computation protocol presented by Naor,
Pinkas and Sumner [8] and its variations (Class III). Their protocol is based
on the Yao’s two-party secure function evaluation [13] and was developed to
implement any mechanism design including auctions without disclosing the input
data. A key technology of the Yao’s two-party secure function evaluation is the
1-out-of-2 oblivious transfer. The notion of oblivious transfer was suggested by
Rabin [10]. Later, it was developed as the 1-out-of-2 oblivious transfer by Even,
Goldreich and Lempel [6]. The 1-out-of-2 oblivious transfer consists of a server
that knows two secret values (m0, m1) and a client that wishes to get mσ for σ ∈
{0, 1}. The goal is that the client gets mσ without any information concerning
m1−σ while the server gains no information concerning σ. The traditional 1-out-
of-2 oblivious transfers basically need public key operations for both the client
and server.

We here introduce the Naor-Pinkas-Sumner protocol [8] in detail as it is the
underlying protocol of ours. The entities are clients that provide its personal
data to a server without disclosing the data, an proxy that generates the garbled
circuit corresponding to an objective function such as for statistics or authenti-
cation, and the server that performs the garbled circuit for input the privacy-
protected personal data and obtains some knowledge concerning the data with
keeping the privacy. It is assumed that each client and the server are connected
via a secure channel while the others allow a publication channel. Figure 1 shows
their system. We can alternatively use an end-to-end cipher communication be-
tween each client and the server through the proxy as stated in [8]. In this case,
it eliminates the need for the direct channel between each client and the server.

In the Naor-Pinkas-Sumner protocol the server obtains f(α1, . . . , αn) with the
help of the proxy without knowing α1, . . . , αn, where f is an objective function
and αν is Cν ’s data. For example, αν and f will be the bidding price chosen by
Cν and the maximum function for input α1, . . . , αn, respectively, in a sealed-bid
auction. In such a case, the Naor-Pinkas-Sumner protocol keeps bidding prices
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Fig. 1. A system to run the Naor-Pinkas-Sumner protocol

α1, . . . , αn except the winning bid secret even after the bid opening unless the
server and proxy conspire.

We give a brief description of their protocol below.

1. The proxy constructs the garbled circuit corresponding to an objective func-
tion based on the Yao’s algorithm [13] and sends it to the server.

2. Each client engages in a variant of 1-out-of-2 oblivious transfer with the
proxy and server. At the end of this step, the server obtains the garbled
values corresponding to α1, . . . , αn.

3. The server evaluates f(α1, . . . , αn) using the garbles of circuit and input
values.

Next, we describe two key components of the above-mentioned protocol, the
Yao’s two party secure function evaluation [13] and the 1-out-of-2 proxy oblivious
transfer [8]. The former component is used in Steps 1 and 3. The latter is used
in Step 2.

Yao’s Two Party Secure Function Evaluation
It garbles the circuit composed of Boolean gates such as AND, OR and NOT of
an objective function. We review an example of it followed by [8].

It is run between a client and server. The client’s input is value α and the
server’s input is function f . At the end of the protocol, the client learns f(α)
without any information about f except the value f(α). The server learns noth-
ing about α. The function f is assumed as a combinatorial circuit composed of
primitive gates g: {0, 1} × {0, 1} → {0, 1}.

An example of the procedure is as follows.

Client’s Input: α
Server’s Input: f
Client’s Output: f(α)
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1. The server performs the following steps.
(a) Assign to each wire i of the circuit two random values W 0

i , W 1
i ∈ {0, 1}κ

corresponding to 0 and 1, respectively, and a random bit ci, where κ is
security parameter.

(b) Set (〈W 0
i , ci〉, 〈W 1

i , c̄i〉) as the garbled value of wire i, where c̄i = 1 − ci.
(c) For each gate g with two input wires i and j and the output wire k,

make table Tg composed of the four entries of the form,

ci, cj : (W g(0,0)
k , g(0, 0)⊕ck)⊕FW0

i
(cj)⊕FW0

j
(ci),

ci, c̄j : (W g(0,1)
k , g(0, 1)⊕ck)⊕FW0

i
(c̄j)⊕FW1

j
(ci),

c̄i, cj : (W g(1,0)
k , g(1, 0)⊕ck)⊕FW1

i
(cj)⊕FW0

j
(c̄i),

c̄i, c̄j : (W g(1,1)
k , g(1, 1)⊕ck)⊕FW1

i
(c̄j)⊕FW1

j
(c̄i),

with random order, where FW : {0, 1}κ+1 → {0, 1}κ+1 is a pseudo-
random permutation with seed W . However, set ck = 0 if g is the fi-
nal step of circuit. This is because the server obtains the final output of
the circuit, that is, the bit sequence of f(α).

(d) Send the garbled circuit composed of Tg to the client.
2. For each bit of α input to wire i, b, the server and client engage in a 1-out-of-2

oblivious transfer. At the end of this step, the client obtains 〈W b
i , b ⊕ ci〉.

3. The client evaluates the garbled circuit for input 〈W b
i , b ⊕ ci〉 and obtains

f(α).

Suppose that the client has the garbles of bits input to g with input wires i
and j and wishes to get the garble corresponding to the output wire k. Then, the
garbles can be represented as 〈W b

i , b ⊕ ci〉 and 〈W b′

j , b′⊕ cj〉 for input bits b and
b′. In this setting, we see that the client can extract the garble of g(b, b′), that is,
〈W g(b,b′)

k , g(b, b′) ⊕ ck〉, from Tg. By iterating this extraction for Tg sequentially,
it can obtain the outcome of f(α). Note that the client gains no information
concerning g(b, b̄′), g(b̄, b′) and g(b̄, b̄′) through the execution of protocol.

1-out-of-2 proxy oblivious transfer
It is an extension of 1-out-of 2 oblivious transfer. The goal of the protocol is
that the server obtains a secret value of the proxy according to the client’s
choice instead of the client. Prior to the description, we review the El Gamal
cryptosystem to introduce some symbols.

Consider an additive cyclic group Gq of order q generated by G where the
Decisional Diffie-Hellman problem is difficult. Consider the El Gamal public key,
PK = (G, H = uG) ∈ G2

q , and its private key, u. An encryption of M ∈ Gq from
the El Gamal cryptosystem is represented as EPK(M) = (rG, rH + M) ∈ G2

q ,
where r ∈R Z/qZ. Plaintext M can be obtained from EPK(M) by subtracting
urG (= rH) from rH + M .

Besides, the 1-out-of-2 proxy oblivious transfer uses an element of Gq, X ,
where it is assumed to be hard to solve the discrete logarithm to base G of X for
all entities. A procedure of the 1-out-of-2 proxy oblivious transfer is as follows.
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Common Input: (G, q, X)
Client’s Input: σ ∈ {0, 1}
Proxy’s Input: (m0, m1)
Server’s Output: mσ

1. A client chooses u ∈R Z/qZ and computes PKσ = uG and PK1−σ = X −
PKσ.

2. The client sends PK0 and u to the proxy and server, respectively.
3. The proxy computes (EPK0 (C(m0)), EPK1(C(m1))) and sends it to the server

after computing PK1 = X − PK0, where C is a good error detecting code.
4. The server tries to decrypt both EPK0(C(m0)) and EPK1(C(m1)) using u.

Due to the error detecting code, it can determine which one was decrypted
correctly, and thereby obtain mσ.

The Naor-Pinkas-Sumner protocol invokes the 1-out-of-2 proxy oblivious trans-
fer described above |xi| times for client Ci, where |xi| is the bit length of xi.

3 Proposed Protocol

We propose three protocols as variants of the Naor-Pinkas-Sumner protocol in
each different framework. The first protocol (Protocol I) reduces the compu-
tational effort for clients. The second protocol (Protocol II) furthermore elim-
inates an oblivious transfer from among the server-side operations in Protocol
I by adding a new entity into the server-side. The last protocol (Protocol III)
removes the new entity from the second protocol in return for clients’ some
additional burden.

All the proposed protocols and the Naor-Pinkas-Sumner protocol are in differ-
ent security conditions. In Sect. 5, we will analyze the proposed protocols based
on the notion described in Sect. 4.

3.1 Protocol I

As stated in Sect. 2, when the Naor-Pinkas-Sumner protocol is used in our
scenario, each monitoring device has to perform the 1-out-of-2 proxy oblivious
transfer |α| times to keep personal data α secret. However, in Protocol I each
monitoring device requires an XOR operation just one time for preserving the
privacy of a personal data with a small additional burden on the servers.

An aspect of Protocol I is to share a personal data α ∈ {0, 1}� into two
fragments s ∈R {0, 1}� and t = α ⊕ s and embed s into the garbled circuit
corresponding to an objective function, where � is a positive integer. Intuitively,
Protocol I converts every gate that comprises the first step from the top of a
circuit, g(x, y), and its input bits a and b into the translations using random
bits v and w generated by a client as illustrated in Figure 2. By this translation,
the truth table of g changes to the new one illustrated in Figure 3. After that,
a proxy generates the garbled gate of g(x ⊕ v, y ⊕ w) and a server receives a ⊕ v
and b⊕w from the client. Finally, the server evaluates g(a, b) for input a⊕v and
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Fig. 2. An original gate and the translation using random bits

Fig. 3. Truth tables of an original gate and the translation

b ⊕ w to the garbled gate of g(x ⊕ v, y ⊕ w). The server obtains neither a nor b
through the execution due to random bit v and w, respectively.

Alternatively, we can embed the random bits into not a gate but the input
wires of the gate. This alternative makes a procedure more simple, so we adopt
the alternative as a component of the procedure (Step 2.(b)) described later.

Figure 4 shows a system to run Protocol I. An overall procedure of Protocol
I is as follows.

1. Each client Cν (1 ≤ ν ≤ n) shares its personal data αν into two fragments
sν ∈R {0, 1}� and tν = αν ⊕ sν and sends sν and tν to the proxy and the
server, respectively. Denote the (m + 1)-st LSB of αν , sν and tν as αν,m,
sν,m and tν,m, respectively.

2. The proxy constructs the garbled circuit corresponding to objective function
f embedded with sν as follows:
(a) Assign to each wire i of the circuit two random values W 0

i , W 1
i ∈ {0, 1}κ

corresponding to 0 and 1, respectively, and a random bit ci, where κ is
security parameter.

(b) Set (〈W 0
i , ci〉, 〈W 1

i , c̄i〉) as the garbled value of wire i. However, reset it
to (〈W sν,m

i , sν,m ⊕ ci〉, 〈W s̄ν,m

i , s̄ν,m ⊕ ci〉) if wire i takes αν ’s bit αν,m.
(c) For each gate g with input wires i and j and the output wire k, make

the garble of g, Tg, followed by Step 1.(c) in the Yao’s two party secure
function evaluation described in Sect. 2.

(d) Send the garbled circuit composed of Tg to the server.
3. For each bit of tν input to wire i, b, the server engages in a 1-out-of-2

oblivious transfer with the proxy. At the end of this step, the server obtains
〈W b

i , b ⊕ ci〉.
4. The server evaluates the garbled circuit from Tg and 〈W b

i , b⊕ci〉 and obtains
f(α1, . . . , αn).
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Fig. 4. A system to run Protocols I and III

Fig. 5. A system to run Protocol II

3.2 Protocol II

Protocol II is a simple extension of Protocol I. It requires a mediator that gen-
erates garbled values input to the garbled circuit and receives the remaining
fragment from clients in order to send the garbled values corresponding to the
remaining fragment to the server.

Figure 5 shows a system to run Protocol II. An overall protocol is as follows.

1. The mediator generates random bit ci and two random values W 0
i , W 1

i ∈
{0, 1}κ corresponding to 0 and 1 of each input wire i of the circuit and sends
them to the proxy.

2. Each client Cν shares its personal data αν ∈ {0, 1}� into two fragments
sν ∈R {0, 1}� and tν = αν ⊕ sν and sends sν and tν to the proxy and the
mediator, respectively.

3. The proxy constructs the garbled circuit composed of Tg corresponding to
objective function f embedding sν , followed by the procedure described in
Sect. 2, and sends the garbled circuit to the server.
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4. The mediator sends 〈W b
i , b ⊕ ci〉 corresponding to tν to the server, where b

is each bit of tν input to wire i.
5. The server evaluates f(α1, . . . , αn) from Tg and 〈W b

i , b ⊕ ci〉.

The procedure above can be applied to the original Yao’s two-party protocol
by replacing clients’ operation in Step 2 with proxy’s one.

3.3 Protocol III

Protocol III delegates the task of mediator to clients dispersively and thereby
removes the mediator from Protocol II in return for clients’ some additional
burden.

The system configuration to run Protocol III can be the same as that of
Protocol I. An overall protocol is as follows.

1. Each client Cν performs the following steps.
(a) Share its personal data αν ∈ {0, 1}� into two fragments sν ∈R {0, 1}�

and tν = αν ⊕ sν .
(b) Generate random bit ci and two random values W 0

i , W 1
i ∈ {0, 1}κ cor-

responding to 0 and 1 of the specific wires i to which Cν ’s data are
input.

(c) Send (sν , (ci, W
0
i , W 1

i )) and 〈W b
i , b ⊕ ci〉 to the proxy and the server,

respectively, where b is each bit of tν input to wire i.
2. The proxy constructs the garbled circuit composed of Tg corresponding to

objective function f embedding sν , followed by the procedure described in
Sect. 2, using (ci, W

0
i , W 1

i ) and sends the garbled circuit to the server.
3. The server evaluates f(α1, . . . , αn) from Tg and 〈W b

i , b ⊕ ci〉.

4 Model and Security Requirement

The three classes described in Sect. 2 have different aspects and security con-
ditions. The mandatory requirements for multiparty privacy preserving com-
putations (MPPCs) are completeness and secrecy. We call an MPPC protocol
complete if the outcome of the protocol is correct whenever all the parties and
equipments used in the protocol work accurately followed by the specification.
Also, we say that an MPPC protocol has secrecy if no party gains information
concerning the clients’ data input to an objective function in the execution in a
certain condition.

On the other hand, some applications might have to check the correctness of
the outcome of an MPPC protocol. Voting and auction would be representative
applications. This function of correctness is frequently considered as verifiability.
That is, a verifiable MPPC protocol has a function that a verifier can check
validity of the data output from each entities. Also, the robustness, which is the
property if an MPPC system works accurately in the presence of a untrusted
entity, might significantly affect some applications.
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Most of the traditional protocols achieving Class I or II have completeness,
secrecy, and verifiability in a certain condition. Some of them are robust as long
as more than N/2 parties are uncorrupted, where N is the total number of
parties engaged in a multiparty protocol. However, the basic protocol described
in Sect. 2 as Class III does not have verifiability, not to mention robustness.
For the purpose of verifiability, a non-malleable encryption for clients and a
cut-and-choose technique are additionally required as described in [8].

5 Security Analysis

In this section we consider completeness and the secrecy of personal data for
the proposed protocols based on the notion described in Sect. 4. We leave the
verifiability of server-side entities (that is, a server, proxy, and mediator) and
robustness issue of the proposed protocols assuming that the entities are semi-
trusted. In the assumption, all the server-side entities perform their task correctly
but some of them may try a security breach, in other words, they may be honest-
but-curious.

For the completeness concerning Protocol I, we focus on the relation be-
tween the garbled data sent to the server and the garbled gates correspond-
ing to the first step from the top of circuit. The completeness of the remain-
ing part is obvious. Let αν,v, sν,v and tν,v be the (v + 1)-st LSB of αν , sν

and tν , respectively. For simplicity, we suppose αν,0 and αν,1 are input to gate
g = g(y, z) in the original execution of circuit. Then, the input to the garbled
gate, g̃ = g(y ⊕ sν,0, z ⊕ sν,1), are tν,0 and tν,1 instead of αν,0 and αν,1, respec-
tively. Obviously, g(tν,0 ⊕ sν,0, tν,1 ⊕ sν,1) = g(αν,0, αν,1) hold, and therefore g̃
works as an alternative of g.

For the secrecy concerning Protocol I, we consider whether the server-side
entities (i.e., the server and proxy) can violate the privacy from information
obtained through the execution of Protocol I. The information the server obtains
is a garbled circuit, tν (= αν ⊕ sν), the garbled values corresponding to tν , and
the communication log in 1-out-of-2 oblivious transfer. This is the same condition
of the client in the Yao’s two party secure function evaluation described in Sect.
2. We see that the proxy gains no information about αν from its input, sν ,
assuming the security of 1-out-of-2 oblivious transfer. Therefore the secrecy of
personal data is assured unless the server and proxy conspire.

We next consider the completeness and secrecy concerning Protocol II. The
completeness can be easily obtained from the observation for Protocol I. For
the secrecy against the mediator, it gains no information about αν from tν =
αν ⊕ sν due to the random sν . The information the server obtains is only the
garbles of the circuit and its input data. The proxy obtains sν = αν ⊕ tν and
(W 0

i , W 1
i ). The former information does not leak αν unless the mediator gives

tν . Of course, the latter garbles give nothing about αν . On the other hand, it is
obvious that Protocol II is vulnerable if the server conspires with either of the
proxy or mediator. Therefore the secrecy of personal data is assured as long as
they keep their information secret.
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Next is about the completeness and secrecy concerning Protocol III. The
completeness can also be easily obtained from the observation for Protocol I.
For the secrecy concerning Protocol III, we consider whether the server and
proxy can violate the privacy from information obtained through the execution
of Protocol III. The information the server obtains is a garbled circuit and the
garbled values corresponding to tν . So the server gains no information about αν .
The information the proxy obtains is sν and (ci, W

0
i , W 1

i ). Since it is obvious
(ci, W

0
i , W 1

i ) includes information about neither αν nor tν , the proxy gains no
information about αν . Therefore the secrecy of personal data is assured unless
the server and proxy conspire.

We finally consider a fraud by client. Protocols I and II remain nearly unaf-
fected by it because in the protocols each client only sends two fragments of a
data to the server-side entities. Even if the fragments are incorrect, its data is
just taken as the exclusive OR of the incorrect fragments. On the other hand,
in Protocol III a malicious client has a chance of confusing the execution of the
server-side operation by sending an incorrect value to the proxy or server. More
precisely, it is considered the following two incorrect cases for (sν , (ci, W

0
i , W 1

i ))
and 〈Ŵ b

i , b̂ ⊕ ci〉 respectively sent to the proxy and the server.

(i) Ŵ b
i �∈ {W 0

i , W 1
i },

(ii) Ŵ b
i ∈ {W 0

i , W 1
i } but b �= b̂.

For Case (i), an incorrect garbled value may be output from the output wire.
To prevent such a trouble, it is desirable that the proxy provides a good error
detecting code to each output garbles in order to make the proxy aware the fraud
in the execution. Case (ii) is essentially the same as a unworthy fraud against
Protocols I and II described previously.

6 Comparison

We compare the efficiency and security level of the proposed protocols and some
existing protocols based on the survey in Sect. 2.

All the protocols that belong to Class I, II or III can be divided into three
phases. The first phase is the generation of privacy-protected personal data by
clients (Phase 1). The second phase is the transmission of the privacy-protected
personal data (Phase 2). The last phase is the evaluation of an objective function
for input the personal data without disclosing the data (Phase 3).

The original personal data is represented as α. Denote the numbers of clients
and server-side entities as n and N , respectively. Assume every personal data of
client is � bits integer. Also assume any � bits integer is accepted by an objective
function. Denote the numbers of gates and input wires of a circuit corresponding
to an objective function as z0 = z0(n, �) and z = z(n, �), respectively. Denote
the depth of the circuit as d = d(n, �).
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6.1 Class I

[7] is a cryptographic approach using oblivious transfer. In Phase 1 each client
divides a personal data into N fragments by the exclusive OR once and generat-
ing N − 1 pseudo-random numbers. In Phase 2 each fragment is sent to a server
among N servers via a secure channel. The integer N can be arbitrarily chosen if
N ≥ 2 hold. In Phase 3 a 1-out-of-4 oblivious transfer, which is invoked O(zN)
times for each server, with a zero-knowledge protocol is considered as the domi-
nant task among the servers. It requires at least 
N/2 + 1� servers’ corporation
with O(d) round complexities. [7] has secrecy, correctness, and robustness when
assuming at least 
N/2 + 1� servers are honest. If the zero-knowledge protocol
used in the 1-out-of-4 oblivious transfer has a trouble, not only the correctness
but also the secrecy are not guaranteed.

[1,2] are an information theoretic approach using secret sharing. In Phase 1
each client generates a random polynomial with degree N ′−1, P (x)=

∑N ′−1
i=0 aix

i,
in a finite field and sets a0 = α. Then it computes a specific coordinate, (j, P (j)),
for j = 1, . . . , N . In Phase 2 each coordinate (j, P (j)) is sent to j-th server via a
secure channel. The integers N and N ′ can be chosen such that 2N ′− 1 ≤ N <
3N ′−1 and N ′ ≥ 2 hold. In Phase 3 a polynomial interpolation, which is invoked
O(zN) times for each server, with a zero-knowledge protocol is considered as the
dominant task among the servers. It requires 2N ′ − 1 servers’ corporation with
O(d) round complexities. [1,2] have secrecy, correctness, and robustness when
assuming at least 2N ′ − 1 servers are honest. We do not know whether the
zero-knowledge protocol for polynomial interpolation affects the secrecy of α.

[3,11] are a cryptographic approach using homomorphic encryption. In Phase
1 each client encrypts its personal data per bit using a public key. In Phase 2 all
the ciphertexts of bits of personal data are sent to N servers via a publication
channel. The integer N can be arbitrarily chosen if N ≥ 2 hold. In Phase 3
an interactive cryptographic protocol cleverly using homomorphicity of the ci-
phertexts, which is invoked O(z) times for each server, with a zero-knowledge
protocol is considered as the dominant task among the servers. It requires at
least 
N/2 + 1� servers’ corporation with O(d) and O(dN) round complexities
for [3] and [11], respectively. Note that the computational effort for each server
in [11] is slightly lighter than that in [3]. [3,11] have secrecy, correctness, and
robustness when assuming at least 
N/2 + 1� servers are honest. If the zero-
knowledge protocol used in the interactive cryptographic protocol has a trouble,
not only the correctness but also the secrecy are not guaranteed.

6.2 Class II

[12] is a cryptographic approach that can be applied to [3]. In Phase 1 each
client encrypts its personal data as a lump using a public key. In Phase 2 the
ciphertext of personal data is sent to N servers via a publication channel. The
integer N can be arbitrarily chosen if N ≥ 2 hold. In Phase 3 a decomposition
protocol with a zero-knowledge protocol is performed for each ciphertext at first.
It requires at least 
N/2+1� servers’ corporation with O(1) round complexities.
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Then, the interactive cryptographic protocol of [3] is performed as described
previously. [3] with [12] has secrecy, correctness, and robustness when assuming
at least 
N/2 + 1� servers are honest. If the zero-knowledge protocol used in
the decomposition protocol has a trouble, not only the correctness but also the
secrecy are not guaranteed.

6.3 Class III

[8] is a cryptographic approach using oblivious transfer. The system is limited to
N = 2 (a server and proxy). In Phase 1 each client generates a public and private
key pair and then encrypts its personal data per bit using the public key in the
execution of the 1-out-of-2 proxy oblivious transfer described in Sect. 2. In Phase
2 the private key is sent to the server via a secure channel while the ciphertexts
of bits of personal data are sent to the proxy via a publication channel. In
Phase 3 the 1-out-of-2 proxy oblivious transfer, which is invoked z0 times in
this phase, with a zero-knowledge protocol is considered as the dominant task
among the server and proxy. Other tasks include operations for pseudo-random
permutation, exclusive OR, pseudo-random number generation for the server
and proxy O(z) times. In this phase the server and proxy communicate within
a constant round. [8] has secrecy if the server and proxy does not conspire. The
correctness and robustness can be violated if either of the server and proxy acts
illegally. However, the correctness violation by proxy can be prevented to some
degree by using a cut-and-choose technique, though the burden of the server
becomes larger. The cut-and-choose technique may also be applied to Protocols
I, II, and III in a natural way, however, we do not mention such a case any
more from a practical viewpoint. Of course, the server has to perform its task
correctly if it utilizes the outcome itself. If the zero-knowledge protocol used
in the 1-out-of-2 proxy oblivious transfer has a trouble, even the secrecy is not
guaranteed.

Protocol I is a cryptographic approach using oblivious transfer as well as [8].
The system is limited to N = 2 (a server and proxy). In Phase 1 each client
divides a personal data into two fragments by the exclusive OR once and gener-
ating a pseudo-random number. In Phase 2 each fragment is sent to the server
and proxy via a secure channel. In Phase 3 a 1-out-of-2 oblivious transfer, which
is invoked z0 times in this phase, with a zero-knowledge protocol is considered as
the dominant task among the server and proxy. Other tasks include operations
for pseudo-random permutation, exclusive OR, pseudo-random number gener-
ation for the server and proxy O(z) times. In this phase the server and proxy
communicate within a constant round. Protocol I has secrecy if the server and
proxy does not conspire. The correctness and robustness are violated if either
of the server and proxy acts illegally. If the zero-knowledge protocol used in the
1-out-of-2 oblivious transfer has a trouble, even the secrecy is not guaranteed.

Protocol II is an information theoretic approach unlike Protocol I. The sys-
tem is limited to N = 3 (a server, proxy, and mediator). In Phase 1 each client
divides a personal data into two fragments by the exclusive OR once and gen-
erating a pseudo-random number. This is the same as Protocol I. In Phase 2
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each fragment is sent to the mediator and proxy via a secure channel. In Phase
3 the primary tasks are operations for pseudo-random number generation O(z0)
times for the mediator and pseudo-random permutation, exclusive OR, pseudo-
random number generation for the server and proxy. All the computational effort
for the server and proxy are within O(z). In this phase the server, proxy, and
mediator communicate within a constant round. Protocol II has secrecy if none
of the server, proxy, and mediator colludes with others. The correctness and
robustness are violated if either of the server, proxy, and mediator acts illegally.

Protocol III is an information theoretic approach as well as Protocol II. The
system is limited to N = 2 (a server and proxy). In Phase 1 each client divides
a personal data into two fragments by the exclusive OR once and generating a
pseudo-random number O(z′0) times, where z′0 is a number of the input wires to
which the data of the client are input. Obviously, z′0 ≤ z0 hold. In Phase 2 each
fragment is sent to the server and proxy via a secure channel. In addition, all
the garbled values generated from the pseudo-random numbers are sent to the
proxy while only the garbled values corresponding to the fragment for the server
are sent to the server. In Phase 3 the primary tasks are operations for pseudo-
random permutation, exclusive OR, pseudo-random number generation for the
server and proxy. All the computational effort for the server and proxy are within
O(z). In this phase the server and proxy communicate within a constant round.
Protocol III has secrecy if the server and proxy does not conspire assuming that
a good error detecting code is used to each output garbles as described in Sect.
5. The correctness and robustness are violated if either of the server and proxy
acts illegally.

6.4 Discussion

For Class I, [3,7,11], which are a cryptographic approach, burden each client
with a heavy computational effort for it, though they provide the highest level
of security among the protocols that belong to Class I, II, or III. On the other
hand, [1,2], which are an information theoretic approach, provides a small com-
putational effort for each client. It also provides one of the lowest computational
effort for servers among the protocols that belong to Class I, II, or III if a zero-
knowledge protocol is never used in the entire protocol. However, for maintaining
secrecy, it requires at least three servers and a consideration of impact in case
that a zero-knowledge protocol is never used in the entire protocol.

For Class II, although [3] with [12] reduces the computational effort for each
client as compared to [3], the computational effort for each server becomes higher.

For Class III, [8] burdens each client with a heavy computational effort for
it. Protocol I reduces the effort substantially, though the computational effort
for each server is higher than that of [1,2] except a zero-knowledge protocol.
The advantage of Protocol II looks very similar to [1,2] except a zero-knowledge
protocol. Their computational efforts for clients and servers are the almost same
level. They do not support correctness. The differences between them include,

– a number of servers in [1,2] except a zero-knowledge protocol can be any
number more than two while that in Protocol II is restricted to three, and
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– the round complexity for servers in Protocol II becomes constant while that
in [1,2] except a zero-knowledge protocol becomes O(d).

Furthermore, in return for clients’ some additional burden, Protocol III runs in
the two-party setting of servers unlike Protocol II and [1,2]. This aspect not only
increases the level of secrecy but also has a potential to extend applications.

7 Conclusion

We proposed three privacy preserving computation protocols suitable for ac-
quisition of personal information using a low-spec computer within monitoring
device. The first protocol is based on the Yao’s two party secure function evalu-
ation and requires an XOR operation just one time for preserving the privacy of
a personal data for each client (monitoring device) while the traditional proto-
col has to perform a public key cryptographic operation per bit of the personal
information for preserving the privacy. Furthermore, the second and third pro-
tocol achieves the privacy preserving computation without oblivious transfer.
The second protocol requires three parties unlike the first, third and traditional
protocols. The secrecy of input data in the second protocol is assured unless
any two parties among three conspire. The third protocol requires clients’ some
additional burden in order to remove the third party from the second protocol.
In particular, the second and third protocols are expected to be much faster
than the traditional and first protocols because the oblivious transfers used in
the traditional and first protocols are the dominant step in each protocol.
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Abstract. This paper introduces a data-abstracted zero-bit watermark-
ing scheme based on the document quality. It can be applied to various
kinds of structured documents and guarantees that the document qual-
ity is preserved by the watermarking process. The scheme is blind, robust
and fast. It is described as local manipulations of small parts of the docu-
ment: the so-called sites. As a proof of concept, it is applied to geographi-
cal documents and relational databases, extending two existing methods.
The general scheme allows to compute the resilience level in terms of sites
modifications. It is then possible to tune the sites definition and manipu-
lations in order to obtain a given confidence depending on the document
type and on the transformations the watermark must resist to.

1 Introduction

Today, data exchange over the Internet is accessible for anyone and it is easy
to copy document using peer-to-peer with no respect to the copyright. Robust
digital watermarking [1] [2] is a way to preserve the document copyright. A
watermarking algorithm amends the document by inserting a mark in such a way
that its usability remains essentially the same. Afterwards, a detection algorithm
can check if a mark has been inserted in the document. The mark depends upon
a key that is only known by the one who applies the watermarking algorithm
and allows the original owner identification; this is called zero-bit watermarking
[1], as no specific message is embedded.

Our purpose is to define an abstract zero-bit watermarking scheme applicable
to various kind of data. It will allow to unify the presentation of various known
schemes and helps to define new ones.

Abundant literature exists for watermarking raster images; nevertheless, these
schemes seem not easily generalizable to other data types. We investigate geo-
graphical data watermarking methods that appear to be generalizable at least to
other structured document types. A survey of digital vector map watermarking
[3] shows a comparison table between the schemes properties such as blind-
ness, robustness and map qualities preservation. Ohbuchi [4] presents a digital
map watermarking scheme using spectral domain modification of a mesh based
on Delaunay Triangulation. This watermarking scheme is robust against many
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transformations. For detection purposes, both original and watermarked docu-
ments are needed; such an algorithm is call well informed. On the contrary, we
don’t want to use the original during the detection step leading to a so-called
blind scheme. Many other blind watermarking schemes of geographical data were
presented since the survey publication [5], [6]. Lafaye [5] provides a watermarking
derived from the work of Agrawal [7] on relational databases. The watermarking
is done locally by modifying the shapes of each geographical object. A blind
watermarking scheme for digital vector maps using also the concept of Delaunay
Triangulation is presented in [6]. The main idea of this paper is to split the docu-
ment in many small and local parts: the sites. Then, the watermarking algorithm
modifies some of the sites chosen using a secret key introducing a statistical bias
in the document. How to choose and to modify the sites depends only on their
local properties. This scheme respects the topology of the vector digital map and
the modifications of the vertices positions can be bounded. It exploits also an
interesting idea: the whole document quality is preserved by preserving each site
local quality. As the sites are defined only on local properties, by construction,
the scheme is robust again cropping, data reordering and various geometrical
transformations. Furthermore, as it uses a statistical bias, the scheme is robust
again low noise addition. Finally, the watermarking and detection algorithms are
fast as their complexity behaves quasilinearly with the number of map vertices.

The main goal of this paper is to abstract this method from geographical
data and to show how it still applies for geographical data and how it applies
for example for databases watermarking. This abstraction uses the notion of
document quality that is proper to each data type. This notion allows to isolate
the data type specific parts of the algorithm. Thus, it is possible to define a
watermarking scheme that can be expressed only with the notion of document
quality and that does not depend directly on the data type specificity. Thanks
to this abstraction, the way to define a watermarking scheme for a new type of
document becomes easier. In term of software engineering, it becomes possible to
create a templated library based on the watermarking scheme which is reusable
on different kinds of data.

Section 2 gives general definitions for watermarking, and precision on the types
of documents we watermark. In Section 3, we introduce the abstracted water-
marking scheme. We introduce the data-specific parts of the algorithm and define
the constraints they must check. As a proof of concept, we show an example of
the instantiation of these parts in case of geographical data watermarking and in
case of databases watermarking. Section 4 discusses the watermark robustness
under various hypothesis.

2 Basic Definitions

2.1 Watermarking Scheme

A watermarking scheme defines two functions: a watermark application function
W and a watermark detection function D . Each of these functions relies on a
secret key k chosen in a keys set K. The key is kept secret by the owner of the
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watermarked document. Note that a watermarking scheme depends upon the
kind of document to watermark. We introduce D as the finite set of documents
to watermark.

A watermarked document must keep its usages. Instead of formalizing directly
the usages, we define a property, called quality that should remain invariant
all through the process. The quality is defined such that of if the quality of a
document is preserved by the watermarking process, the document preserves its
usages. Thus, we don’t need the definition for a single document quality, but
only to be able to check quality modifications between two documents.

Definition 1 (Document quality function QD). We define QD : D × D →
{0, 1} so that for any (d, d′) ∈ D2, QD(d, d′) = 1 if and only if, d′ has the same
quality as d.

Note that the quality of a document is relative to another document. Hence,
it is possible to check if a document modification preserves the original docu-
ment quality. The watermark application algorithm must preserve the quality
of the original document. Thus for any document d ∈ D and any key k ∈ K,
the function W has to check the relation QD(d, W (d, k)) = 1 in order for the
watermarking scheme to not degrade the document quality.

Definition 2 (Watermarking Scheme). The functions W : D × K → D
and D : D × K → {0, 1} must be defined such that given a random variable D
uniformly distributed on D, for all keys k ∈ K, the scheme satisfies:

Pr(D(D, k) = 1|�d′ ∈ D D = W (d′, k)) ≤ ε+

Pr(D(D, k) = 0|∃d′ ∈ D D = W (d′, k)) ≤ ε−

In addition, for any document d ∈ D and any key k ∈ K, the function W has to
check the relation QD(d, W (d, k)) = 1

The constant ε+ represents the probability to detect a watermark in a non-
watermarked document, it represents the false-positive rate. ε− represents the
false-negative rate: the probability to not check the presence of a watermark in
a watermarked document. The smaller the values of the constants ε+ and ε−

are, the better the quality of the scheme is.
The following definitions that uses the notion of document quality formalize

what is called a robust watermarking scheme.

Definition 3 (Transformation). We consider here only the transformations
that preserve the document quality, i.e. functions T such that : for any document
d ∈ D, QD(d, T (d)) = 1.

Definition 4 (Robustness). A watermarking scheme (W , D) is robust against
a transformation T if given a random variable D uniformly distributed on D:

Pr
(

D(T (D), k) = 0
∣

∣

∣∃d′ ∈ D D = W (d′, k)
)

≤ ε−
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2.2 Geographical Document

A geographical document is a composition of geographical objects (roads, re-
gions, towns, etc.). Each of these objects is defined with geometries and tex-
tual data. A geometry is a collection of either polygons, polylines or points as
standardized by the Open Geospatial Consortium[8]. The textual data are the
attributes values of the object (roads width, towns populations, etc.). Geograph-
ical documents are given with the coordinate systems of the objects (Lambert2,
UTM, etc.) and the data accuracy δ. The accuracy is a measure of the maxi-
mum errors permitted in horizontal positions and elevations. In this work, we
only consider the data parts that defines the documents objects geometries. D
represents the geographical documents set from which it is possible to extract a
graph G = (V, E) and an accuracy δ. The graph G is computed using the edges
and the vertices of the objects geometries. The graph edges are non-oriented and
each graph vertex G has for coordinates (x, y).

The quality QD we want to preserve in the geographical document is the graph
topology. We preserve this topology by keeping the Delaunay mesh associated
to the graph unaltered. Furthermore, we want to bound the loss of accuracy
of the watermarked document to δ′ > 0 which is a scheme parameter. Thus,
the function QD is satisfied if and only if the topologies of both documents are
equivalents and the maximum displacement between two vertices representing
the same information in both documents is lesser than δ′. Finally, the water-
marked document accuracy is bounded with δ + δ′.

The transformations T we consider are: objects order shuffling, map rotation
and map cropping. The objects order shuffling means the modification of the
geographical objects order in the document or the modification of the order of
the vertices in the geometries. The last attack we consider is the cropping of the
document according to a bounding box. These transformations do not alter the
document quality QD.

2.3 Delaunay Mesh

In the geographical document watermarking scheme, we use the mesh built on
the vertices extracted from the geographical document. The mesh is known as
the Delaunay triangulation [9]. The triangles of the mesh are such that no vertex
is inside the circumcircle of any triangle of the mesh. This tends to avoid sliver
triangles preferring equilateral triangle. Our watermarking algorithm preserves
this triangulation. We consider that preserving the Delaunay triangulation, leads
to preserve the document topology. We use the computational geometry library
CGAL[10] to compute the Delaunay Triangulation.

2.4 Databases

In this work, we also apply the watermarking scheme on relational databases.
We solve the same watermarking problem as the one presented in the paper of
Gross-Amblard [11]. The problem consists in watermarking a database relation
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while keeping a weight independent sum constraint unchanged. For example, the
relation represents the production of many factories. We want to preserve the
total production of each factory. But, we allow a small and absolute modification
of each production. The global sum request to preserve and distortion allowed
might be described using a formal description [12].

Here, the documents set D represents a vector of tuples indexed by their
identifiers. In order to simplify the scheme presentation, we consider that each
tuple is a couple (i, b) where i and b represents respectively the identifier and the
modifiable bit of the tuple. We assume that b = 1 with a probability 0.5. The
method is straightforwardly extensible to tuples having several modifiable bits.
In the database watermarking scheme we present, the document quality QD to
preserve is a sum request. In addition, tuple identifiers must be kept unchanged.

3 Abstract Watermarking Scheme Description

3.1 Overview

The main idea of our scheme is to choose small parts of the document (that we
call sites) using a key and to modify a property local to these parts. A site can
be considered as a sub-part of the document.

The section 3.2 defines the notion of site. The first step of our scheme, de-
scribed in the section 3.3, is to extract the sites from the document. Then, we
select the sites to be modified using the secret key and a code computed with the
site (section 3.4). The watermark will be a modification of the selected sites. In
fact, we enforce the sites to satisfy a property Φx. The section 3.5 presents how
the selected sites are modified. The modified sites are replaced in the document
using the replacement function presented in the section 3.6. A site checks the
property Φx with a given probability. The watermarking algorithm, presented in
the section 3.7, modifies this probability. This modification introduces a statisti-
cal bias in the selected parts of the document. Thus, with the key, it is possible
to check if this statistical bias has been introduced in the document, as presented
in the section 3.8. On the counterpart, without the key, it is impossible to check
for the watermark presence.

We introduce a notion of quality for a site such that if the sites of a document
are modified, as long as the quality of each site is preserved, the quality of the
document is preserved. The site modification algorithm ensures that the mod-
ification preserves the site quality. Hence, the watermarking algorithm ensures
that the whole document quality is preserved.

3.2 Definition of the Notion of Site

The proposed watermarking scheme aims to preserve the global document qual-
ity by preserving the quality of each site of the document. We introduce the
notions of sites, and site quality. The site extraction function will be presented
in the section 3.3.
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Definition 5 (The sites sets Sd and S). The sites set of a document d ∈ D
is denoted by Sd. The sites set of all documents is denoted by S =

⋃

d∈D Sd.

Definition 6 (The site quality QS). The site quality is given by a boolean
function. QS : S × S → {0, 1} is such that QS(s, s′) = 1 if s and s′ have the
same quality, QS(s, s′) = 0 otherwise.

Application to geographical documents. For geographical documents, we
define a site for each vertex of the map. A site is composed of a vertex, the
neighbors of this vertex in the Delaunay mesh and the edges between all those
vertices. More formerly a site is a tuple (c, (n1, ... , nN), (m1, ... , mN ), Ec) where:

– c ∈ V , a vertex of the graph.
– (n1, ... , nN ) ⊆ V , the counterclockwise-ordered neighbors of c in the Delau-

nay mesh of G.
– (m1, ... , mN ) ⊆ V , the counterclockwise-ordered mirrors vertices of c in the

Delaunay mesh of G. mi is the mirror vertex of c by the face (c, ni, ni+1).
These vertices represents the “second belt” of vertices around c.

– Ec ⊆ E, the edges of E connecting c, n1, ... , nN .

Algorithm 1. The function QS for the geographical data watermarking
scheme
Data: s = (c, (n1, ... , nN ), (m1, ... , mN), Ec) ∈ S : a site
Data: s′ = (c′, (n′

1, ... , n
′
N′ ), (m′

1, ... , m
′
N′), Ec′) ∈ S : the site to compare to s

Result: 1 if the s′ as the same quality as s, 0 otherwise
begin

// test if the center are not close enough
if distance between c and c′ > δ′ then return 0 ;
// Test if the neighborhood of the sites are the same
if N �= N ′ then return 0 ;
if Ec �= Ec′ then return 0 ;
// Test if the Delaunay triangulation is respected
foreach i ∈ {1, ... , N} do

if c′is outside of the circumcircle of ni, ni+1, mi then return 0 ;
if c′is inside of the circumcircle of ni, ni+1, ni+2 then return 0 ;

return 1
end

Algorithm 2. The function QS for the databases watermarking scheme
Data: s = ((i1, b1), (i2, b2)) ∈ S : a site
Data: s′ = ((i′1, b′1), (i′2, b′2)) ∈ S : the site to compare to s
Result: 1 if the s′ as the same quality as s, 0 otherwise
begin

return i1 = i′1 and i2 = i′2 and b1 + b2 = b′1 + b′2 ;
end
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The function QS is implemented by the algorithm 1. this algorithm compares
two sites: s and s′. It checks if the distance between the central vertex of s and
s′ is not beyond the maximum authorized precision loss δ′. Then, the algorithm
checks if both sites have the same topology. Finally, it checks if s′ has the same
local Delaunay triangulation as s. To test if the Delaunay triangulations are
different, we check if the central vertex of s′ is inside or outside circumcircles
computed using s [13].

Application to databases watermarking. For the database watermarking
scheme, the sites set consists in all the possible combinations of two tuples
((i1, b1), (i2, b2)) such that i1 > i2. The idea behind this definition is taken from
[11]. This way it is possible to balance the perturbations introduced into a site.
It is clear that the preservation of the sum b1+b2 leads to the preservation of the
sum of all the tuples. The site quality QS is implemented using the algorithm 2.

3.3 Site Extraction

The first step of our algorithm is to extract the sites of a document. The number
of site in a document is bounded. We denote X the function that can extract all
the sites of a document and m the number of sites in a document.

Definition 7 (The site extraction X). The function X : {1, ... , m}×D → S
extracts the ith site i ∈ {1, ... , m} from the document d ∈ D. We have to choose
S, QS and X so that given two documents d and d′:

(

∀i ∈ {1, ... , m} Qs(X(i, d), X(i, d′)) = 1
)

=⇒
(

QD(d, d′) = 1
)

(1)

Application to geographical documents. The X function is implemented
in our geographical data watermarking scheme using the algorithm 3. This algo-
rithm requires the use of the Delaunay mesh M of the point cloud V . The mesh
is computed once in complexity O(m. log(m)). As the number of faces incident
to a vertex can be majored by a constant, the complexity to extract all the sites
from a geographical document is O(m. log m).

In that particular case, the total number of sites is equal to the number of
vertices in the document (m = |V |). The local quality function QS checks, for
each vertex of the graph, if the Delaunay triangulation is modified or if the
vertex has moved more than the precision δ′. Preserving each site quality will
preserve each vertex position within the precision δ′ and the Delaunay Thus, the
document quality is preserved and (1) is satisfied.

Application to Databases. For the database watermarking scheme, the site
extraction algorithm consists in extracting a couple of tuple. For each tuple, we
keep the identifier and the modifiable bit value of the tuple. Hence, a site is
represented by ((i1, b1), (i2, b2)) where i1 > i2. (i1, b1) represents the identifier
and the modifiable bit of the first tuple and (i2, b2) are the identifier and the
modifiable bit of the second tuple.
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Algorithm 3. The algorithm of the function X for the geographical water-
marking scheme
Data: G = (V, E) : a graph
Data: M : the Delaunay mesh associated to the point cloud V
Data: i : the index of the site to construct
Result: s : the ith site in the document
begin

c← The ith vertex in V ;
faces← faces of M incidents to c (ordered counterclockwise) ;
j ← 0 ;
foreach f ∈ faces do

nj ← counterclockwise neighbour of c in the face f ;
mj ← mirror vertex of c by the face f ;
j = j + 1 ;

Ec ← subset of E between the vertices c, n0, . . . , nN ;
s← (c, (n1, ... , nN ), (m1, ... , mN), Ec) ;
return s ;

end

In this algorithm, we extract m = n(n−1)
2 sites, where n represents the number

of tuples in the database. Thus, the number of sites extracted behaves quadrati-
cally with the number of tuples. That means the complexity of the watermarking
algorithm is O(n2). Such a complexity might be a problem for large databases.
Hopefully, the annex presents a solution to reduce the complexity to O(n). This
solution doesn’t modify the general idea of the scheme.

3.4 Site Selection

The idea is to introduce an artificial statistical bias in a given sites subset. The
selection of this subset is based on a secret key and a code computed for each
site with the function C. This function must be chosen such that a modification
of the site preserving its quality must not modify its encoding. In addition, there
must be enough different encodings in a document.

The function Pp partitions the sites set in p disjoint parts using each site code
and the secret key. The next step of the watermarking scheme is to modify the
sites belonging to a given a part to satisfy a given property and to modify the
sites belonging to another partition to not satisfy this property.

Definition 8 (The coding function C). C : S → N associates a number to
a site, such that : QS(s, s′) = 1 =⇒ C(s) = C(s′) for any sites s, s′ ∈ S2.
Furthermore, the number of sites having the same code in a document must be
bounded.

Definition 9 (The site partitioning function Pp). Using a secret key k ∈ K
and a chosen partition size p ∈ N, we define Pp : S × K → {0, 1, ... , p − 1}
that associates a part number to a site. This function associates a value v =
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Hp(k, C(s)) to a site s ∈ S and a key k ∈ K. The hash function Hp : K × N →
{0, 1, ... , p − 1} has to be defined such that the images of two different inputs
must not be correlated.

Given the definition of Hp, clearly Pp respects the following conditions:

– For a given key k, if two sites s and s′ have the same code, whatever the
number of parts is, both sites belongs to the same partition.

– If two sites have different codes, they belong to independent parts.
– Without the key knowledge, it is impossible to tell to which part a site

belongs to.
– For two different keys, the parts containing a site are independent. So, if

someone knows the part associated to a site for a given key, he has no
information concerning the part associated to the same site for another key.

Application to geographical documents. In our geographical data water-
marking scheme, we base the C function only on local and topological properties
of the site. First, for a site (c, (n1, ... , nN ), (m1, ... , mN ), Ec), we associate N ma-
trices Mk∈{1,... ,N} of size N × N such that:

Mk = {ai,j}i,j∈{1,... ,N} and ai,j =

⎧

⎪

⎨

⎪

⎩

1 if (j = N) ∧
(

(ni+k, c) ∈ Ec

)

1 if (j 
= N) ∧
(

(ni+k, ni+k+j) ∈ Ec

)

0 otherwise

The C function computes M′ = max1≤k≤N (Mk). Then, it returns a serialized
version of the matrix M′. The maximum matrix is used in order to make the
encoding algorithm independent from the choice of the first neighbor of the site
central vertex. Furthermore, using the maximum matrix, the encoding algorithm
is robust against rotation. The site code is based on the matrix definition. This
definition is based upon the site edges and the Delaunay triangulation. The site
quality definition requires that both sites having the same quality must have the
same edges and local Delaunay triangulation. Thus, two sites having the same
quality, have the same code.

Application to Databases. The site is composed of two tuples (i1, b1) and
(i2, b2), with i1 > i2. The coding algorithm we propose is to simply return an
hashing value of (i1, i2). Given the site definition, two sites have the same quality
only if their identifiers are the same. And, if the identifiers are the same, the
coding of both sites are the same. Thus, for two sites (s, s′) ∈ S with the same
quality QS(s) = QS(s′), the coding of these sites are identical C(s) = C(s′).

3.5 Statistical Bias Introduction

Using the partitioning algorithm, the sites are distributed among many groups.
The sites of the first and second parts are modified in order to respectively satisfy
the properties Φ0 and Φ1. In this section we present a way to take advantage of
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the randomness of some of these parts. First, we must find two site properties
Φ0 and Φ1 such that the probability that a site satisfies Φ0 or Φ1 corresponds
to two Bernoulli trials of respective parameters μ0 and μ1. Furthermore, a site
must not satisfy at the same time both properties Φ0 and Φ1.

In order to operate on these two parts, we define for x = 0 and 1 two functions
Tx and Mx. The function Tx is used to test if the site satisfies the property Φx.
The function Mx try to enforce a site to satisfy Φx. The site modifications must
always preserve the site quality. Thus, these functions may fail to enforce certain
sites to satisfy Φx. Function Mx allows us to introduce a statistical bias ε in the
data.

Definition 10 (the test functions Tx). For x = 0, 1, the function Tx : S ×
K → {0, 1} must be independent from the site quality. It must return 1 if the site
satisfies Φx, otherwise 0. We pick up with uniform distribution over S, for any
key k ∈ K, Pr(Tx(S, k) = 1) = μx.

Definition 11 (The modification function Mx). We denote by Mx : S ×
K → S, a function that tries to enforce a site to satisfy Φx. Mx must be defined
such that, given a random variable S uniformly distributed over the sites of a
non-watermarked document and for two different keys (k, k′) ∈ K2:

Pr(Tx(Mx(S, k), k′) = 1) = μx

But Pr(Tx(Mx(S, k), k) = 1) > μx + ε

In addition, Mx must preserve the quality of the site. In other words, for any
site s ∈ S, this function have to satisfy QS(s, Mx(s)) = 1.

The idea to define a property, a test function and a modification function is taken
from the article [6]. We added the use of a secret key in the functions definitions
in order to prevent an attacker to take advantage of the knowledge of which sites
satisfy Φ0 or Φ1. Indeed, if many sites of the documents have the same encoding,
they belong to the same partition, whatever the key is. When many sites have
the same encoding, an attacker may wash the document using the modification
functions in order to enforce each sites group having the same encoding to check
Φ0 or Φ1 with the probabilities μ0 and μ1. This fault is corrected when we use
a secret key for the properties definitions.

Application to geographical documents. In the case of geographical data
watermarking, the properties Φ0 and Φ1 are inspired from the paper [6]; but,
we give here a self-contained presentation of these functions. The properties use
the discrete distance between the site central vertex and a reference vertex. The
reference vertex is computed using an hash code of the key and the site encoding.

The function T0 is defined by the algorithm 4. This algorithm computes the
parity of the discrete distance between the central vertex of the site c and the
reference vertex. As the reference vertex is computed using an hash function, we
can make the assumption that Φ0 follows a Bernoulli distribution of parameter
μ0 = 0.5.
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Algorithm 4. The T0 function algorithm for the geographical data water-
marking scheme
Data: s = (c, (n1, ... , nN ), (m1, ... , mN), Ec): a site
Data: k ∈ K: a key
Result: True if s satisfies Φ, False otherwise
begin

x← hash(k, C(s)) ;
y ← hash(hash(k), C(s)) ;
dist← distance between (x, y) and c;
return True if � dist

δ′ � is odd, False otherwise ;
end

Algorithm 5. The M0 function algorithm for the geographical data water-
marking scheme
Data: s = (c, (n1, ... , nN ), (m1, ... , mN), Ec): a site
Data: k ∈ K: a key
Result: s′: a site
begin

if T (s) = 0 then return s ;
x← hash(k, C(s)) ;
y ← hash(hash(k), C(s)) ;
c′ ← c moved toward (x, y) by δ′ ;
s′ ← (c′, n1, ... , nN , m1, ... , mN , Ec) ;
return s′ if QS(s, s′) = 1, s otherwise ;

end

The property Φ1 is satisfied if and only if the property Φ0 is not satisfied.
Consequently the function T1 is the opposite of T0 and the probability that a
site satisfies Φ1 is μ1 = 0.5 .

The algorithm 5 implements the function M0. Given a site s, if it checks Φ0,
s is returned unchanged. Otherwise, the algorithm returns a site s′ similar to
s except for the site central vertex that is moved towards the reference vertex.
The M1 function algorithm is similar except that in case s has to be modified,
its central vertex is moved away from the reference vertex. In both cases, M1
and M1 return the original site instead of the modified one if the quality would
be altered.

Application to databases. Here, the function T0 returns 1 if and only if, given
a site s = ((i1, b1), (i2, b2)), b1 = 0 and b2 = 1. The function M0 enforces the
bits b1 and b2 to be respectively equal to 0 and 1. On the opposite, T1 returns
1 if the ((i1, b1), (i2, b2)) satisfies b1 = 1 and b2 = 0. M1 sets the modifiable bits
of the site to b1 = 1 and b2 = 0.

The function M0 and M1 return the modified site if its quality is equivalent
to the quality of the original one. We assume the value of the modifiable bit of
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tuple follows a Bernouilli distribution of parameter 0.5. Thus, the probability
for a site to satisfy Φ0 or Φ1 is 0.25.

In this case, as the coding function is injective (no collision), an attacker will
have no information about the parts choosed to enforce Φ0 or Φ1. Consequently,
there is no need for a key to hide the properties.

3.6 Site Replacement

The last step of the watermarking is to replace the sites modified by the func-
tions M0 and M1 in the document. The replacement function takes a rank i, a
document and a site and returns the document with the ith site replaced by the
new site. The site replacement function must respect the quality of the docu-
ment. It means that if someone replace a site with a site of similar quality, the
replacement function will not change the document quality. Due to performance
constraints, the replacement is done in-place in the document d.

Note that we don’t really need to identify the sites with their ranks but simply
be able to enumerate them; the use of the rank simplifies the following definition

Definition 12 (The site replacement function R). We introduce the func-
tion R : {1, ... , m} × D × S → D. For any rank i, any document d and any site
s, R(i, d, s) returns a document similar to d except for its ith site being replaced
by s. For any site s ∈ S, any document d ∈ D and any value i ∈ {1, ... , m}, R
respects that :

QS
(

X(i, d), s′
)

= 1 =⇒ QS
(

X(i, d), X(i, R(i, d, s′))
)

= 1 (2)

Application to geographical documents. For the geographical data wa-
termarking scheme, the site replacement function R is implemented using the
algorithm 6. This algorithm modifies the ith vertex document coordinates by the
new site central vertex coordinates. Using this algorithm, and given the defini-
tion of QS : The relation (3) holds and the algorithm respects the relation (2).

QS
(

X(i, d), s
)

= 1 =⇒ X
(

i, R(i, d, s)
)

= s (3)

Application to databases. Here, the replacement function R of a given site
((i1, b1), (i2, b2)) consists in setting the modifiable bits of the databases tuples
identified by i1 and i2 respectively to the value of the bits b1 and b2.

3.7 The Watermark Application Algorithm

The full watermarking algorithm is obtained by application of the functions X ,
C, R, M0, M1 and R. It first builds the sites partition using the secret key. Then
the sites belonging to the two first parts are enforced to respectively check Φ0
and Φ1. The algorithm is generic and independent from the kind of document
to watermark. Only the sub-algorithms X , C, M0, M1 and R depend upon the
document type and have to be defined for a new type of document.
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Algorithm 6. The R function algorithm for geographical documents
Data: i ∈ {1, ... , m} : the index of the site to modify
Data: d ∈ D : the document to be modified
Data: s = (c, (n1, ... , nN ), (m1, ... , mN), Ec) : the new value of the site
Result: d′ ∈ D: the modified document
begin

Assert QS(X(i, d), s) = 1 ;
p← the ith vertex of the document ;
Modify d such that the coordinates of p becomes the coordinates of c;
return d

end

Algorithm 7. The watermark application algorithm
Data: d ∈ D : the document to be watermarked, contains m sites
Data: k ∈ K : the key
Result: w ∈ D : the watermarked document
begin

w ← copy(d) ;
foreach i ∈ {1, ... , m} do

s← X(i, w) ;
j ← Pp(s, k) ;
if j = 0 then w ← R(i, w, M0(s, k)) ;
else if j = 1 then w ← R(i, w, M1(s, k)) ;

return w ;
end

3.8 The Watermark Detection Algorithm

The watermark detection algorithm has also a generic definition. It first selects
and partition the sites using the same method as for the watermarking algorithm.
Then it uses a Chernoff bound in order to detect a bias in the distribution of
the property among the parts.

We assume that the probabilities that a site satisfies the property Φ0 and
Φ1 follow a Bernoulli law with respective parameter μ0 and μ1 and the sites
are independent Bernoulli random variables. Let E be a set of n sites, Sn be
the random variable of the number of sites which satisfies the property Φx,
x = 0 or 1. For any 0 ≤ np ≤ n, we apply the following Chernoff bound which
provides an upper bound of the probability that Sn is greater or equal to np:
Pr(|nμx − Sn| ≥ c

√
n ≤ 2 e−2c2

, where c = |n μx−np|√
n

. The Test function
computes this Chernoff bound:

Test(E, μx, Tx, k) = 2 e−2 (nμx−np)2

n

Using the functions X , C and Test, we define the generic watermark detec-
tion algorithm 8. This algorithm computes the probability there is no watermark
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Algorithm 8. The watermark detection algorithm
Data: d ∈ D : the document to check for watermark, d contains m sites
Data: k ∈ K : the secret key
Result: True : if the document seems watermarked with key k, False otherwise
begin

part0 ← part1 ← ∅ ;
foreach i ∈ {1, ... , m} do

s← X(i, d) ;
j ← Pp(s, k) ;
if j = 0 then add s in part0 ;
else if j = 1 then add s in part1 ;

return Test(part0, μ0, T0, k) ∗ Test(part1, μ1, T1, k) < λ
end

inserted in a given document. The value of λ ∈ [0, 1] represents the watermark
detection threshold. This threshold must be well choosen. If its value is too high,
the chances to detect a watermark in a non watermarked document increases.
On the contrary, if its value is too low, the chances for not detecting a watermark
in a watermarked document increases.

The exact choice for this threshold value depends on the properties of the
given corpus of document to watermark and on the confidence degree we want
to obtain for the scheme.

4 Watermark Resilience

In this section we present the watermark resilience to various transformations.
We consider here mainly natural transformations implied by an ordinary usage
of the documents. Thanks to the abstract scheme we are able to reveal the
specific part that depends on an application from the generic part relevant to
any application. This allows a better study of the resiliency level.

The specific part requires some knowledge about the kind of document. In-
deed, each kind of document has its own set of transformations. Each of these
transformations induces a sites set modification. It is mandatory to quantify the
sites set modifications induced by a given transformation in order to quantify the
resiliency level. For example, a cropping of a digital map is viewed as the deletion
of the sites out of the cropped region and the modification of the site located at
the boundary. The quantification of the alteration can be done by experiments
over one or several documents. If a transformation implies too much degradation
of the sites set, it may be interesting to reconsider the site definition.

In addition, we can investigate how the sites set transformations influence
a possible subsequent watermark detection. At this step, we may conduct the
study without direct reference to the document content, but only in terms of sites
manipulation. Sites may be added to or removed from the document or simply
modified. The table 1 illustrates the way those sites set alterations influence the
Chernoff bound. For these experiments, we set the sites set size to m = 10000,
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Table 1. Exemple of influence of the sites set modification to the detection algorithm
(m = 10000, p = 10, μ0 = 0.5 and μ1 = 0.5. The success ratio of M0 and M1 is 80%.)

Sites set modification Probability that the document is not watermarked

No modification < 10−156.3

Removing 1000 sites < 10−140.7

Removing 5000 sites < 10−78.2

Removing 9000 sites < 10−15.6

Modifying 1000 sites < 10−126.6

Modifying 5000 sites < 10−39.1

Modifying 7000 sites < 10−14.1

Modifying 9000 sites < 10−1.6

Adding 1000 sites < 10−142.1

Adding 10000 sites < 10−78.2

Adding 100000 sites < 10−14.2

Adding 200000 sites < 10−7.4

the number of parts to p = 10, and μ0 = μ1 = 0.5 . Furthermore, we make two
assumptions. First, the sites are equally distributed among the 10 parts; second,
the percentage of sites successfully modified by M0 and M1 is 80%. Those values
might represent the scheme applied to a geographical document containing 10 000
vertices. This corresponds to the roads of few square kilometers of a urban area.

We have considered in this part the resiliency against natural transformations.
But an attacker can define his own transformations. It seems difficult (impos-
sible?) to guess which attacks an attacker may attempt. An attack can contain
random steps and be concentrated in very specific parts of the document. Nev-
ertheless, we can circumscribe its power. Indeed, an acceptable transformation
should preserve the document quality and we could precise which kind of trans-
formations does not damage it. This restriction will allow to model the attack
in terms of sites set modifications.

5 Conclusion and Further Work

In this paper, we introduce a generic watermarking scheme. This scheme aims
to watermark a document while preserving its quality. In order to preserve the
whole document quality, we split the document in small parts : the sites. Then,
we must define the site quality so that if every sites quality is preserved, the
whole document quality is preserved. The site quality helps to define the data-
type specific functions used in the watermarking process. Of course, the scheme
is only applicable if one can express the document quality in term of site quality.

We introduced two applications of the general scheme: a geographical data
watermarking scheme that preserves the Delaunay mesh and a database water-
marking scheme preserving a sum query. As both these schemes are based upon
the general watermarking scheme they are blind, they guaranty the document
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quality and have a low complexity. Furthermore, we can express the scheme ro-
bustness in term of sites set modifications. By example, we show how the sites
set modifications impact the detection algorithm.

It is essential to note that the scheme generalization presents an unified view of
various watermarking techniques operating on different data types. First, this ap-
proach leads to a better understanding and enhancement of existing watermark-
ing schemes; then, it allows to develop new ones that inherit the good resilience
properties described in the previous section. In addition, it becomes possible to
build formal attacks and counter-measures on the watermarking scheme inde-
pendently from the data specificity and from the algorithm implementation.

Furthermore, some studies may be conducted using only the data type ab-
stracted scheme. For example, we are currently working on a watermark-
detection protocol based upon the abstracted scheme presented in this paper.
This protocol involves a third party who solely knows the secret key and only
needs some encoding of the document to prove the document is watermarked
or not, without knowing the whole document. It is interesting to note that this
detection algorithm will be directly applicable to the geographical watermarking
scheme and the database watermarking scheme.
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A Annexes

A.1 Decreasing Database Watermarking Scheme Site Number

We consider the document is a set of n tuples where each tuple has an identifier.
Let q be a parameter constant, we distribute the tuples among n

q parts according
to k bits of the identifier hash whose length is at least log2 n and where k satisfies
n
q = 
2k�. We may assume that each part has a size close to q. By definition a
site is a pair of elements belonging to the same part. Hence the numbers of sites
is around

(

q
2

)

n
q = n (q − 1) which is linear on the number of tuples.
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Abstract. We introduce a new way for generating strong keys from
biometric data. Contrary to popular belief, this leads us to biometric
keys which are easy to obtain and renew. Our solution is based on two-
factor authentication: a low-cost card and a biometric trait are involved.

Following the Boneh and Shacham group signature construction, we
introduce a new biometric-based remote authentication scheme. Surpris-
ingly, for ordinary uses no interactions with a biometric database are
needed in this scheme. As a side effect of our proposal, privacy of users
is easily obtained while it can possibly be removed, for instance under
legal warrant.

Keywords: Biometric Data, Privacy, Group Signature.

1 Introduction

Authentication is a central problem in cryptography and many cryptographic
tools have been created to established authenticated channels. Since these cryp-
tographic tools are often difficult to attack, an adversary may prefer concentrate
her efforts on a weaker part of the authentication process. This is the goal of
social engineering attacks which focus on the user mistakes to discover his pass-
word. There is no cryptographic solution against this type of attacks, one has to
deploy external security protections. However, a way to strengthen the security
level of authentication procedures is to combine several authentication means in
such a way that, to impersonate an honest user, the adversary is compelled to
break all the authentication factors.

Traditionally, three possible human authentication factors are distinguished
(even if a forth one has already been introduced [5]):

– what I know (as a password),
– what I have (as a card),
– who I am (as a biometric trait).

� Work partially supported by french ANR RNRT project BACH.

K. Matsuura and E. Fujisaki (Eds.): IWSEC 2008, LNCS 5312, pp. 219–230, 2008.
c© Springer-Verlag Berlin Heidelberg 2008
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All the combinations can be used, however in this paper we focus on a two-factor
authentication using a low-cost card (“what I have”), such as a plastic card, and
a biometric trait (“who I am”).

Biometric authentication, the “who I am” part of the tryptic, has less to do
with cryptographic techniques. This is mainly due to the fact that biometric
data involved during the authentication must be considered as public data if a
high security level is required. Indeed, they are easy to obtain by an adversary:
for example a fingerprint can be recovered from any object that have just been
touched and an image of an iris scan can be taken with a good camera. This
rises two main problems.

Firstly, since an adversary can recover biometric data, no secrecy is used
during the biometric authentication procedure. Therefore, what prevents the
adversary to use some (public) biometric templates to impersonate an honest
user? Biometrics are valuable for authentication only if one can check that the
biometric template used during authentication comes directly from a real living
person and not from a fake. Both technical and cryptographic solutions exist to
guarantee integrity of biometric data (authenticated channel, supervision of the
biometric acquisition by a trusted human, acquisition of several biometrics at
the same time, tamper proof resistance of the sensor, . . . ). The assumption that
the biometric template comes directly from a real person is called the liveness
assumption. The liveness assumption while mandatory for biometric systems is
ensured by technical means beyond the scope of this paper and not described
here.

Secondly, since the (public) biometric data is unequivocally linked to a person,
if some information about the biometric data is leaked during the protocol, then
the identity of the user involved in the authentication could be revealed. To
protect the privacy of the users, authentication should stay anonymous and
the biometric data involved should stay private. Our work thus focuses on the
integration of biometric data into cryptographic protocols to respect the privacy
of their participants.

1.1 Our Solution

In this paper we propose a two-factor biometric authentication protocol. As
no processing power is needed on the side of the user except from the sensor,
one can imagine to simply write the reference biometric template on a plastic
card. The contribution of this paper is two-fold: first, we propose a simple way
to generate strong biometric secret keys, and second, we integrate it in a new
authentication protocol which guarantees client anonymity and some other nice
features described below.

The protocol presented in this paper is the consequence of a basic observa-
tion: the biometric measures are prone to a large amount errors which cannot
reasonably be predicted. In other words, the global error between two measures
has a high entropy, therefore, even knowing the distribution of the biometrics,
an adversary cannot guess the exact value of a biometric template with a good
precision.
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Traditionally, the errors are seen as an obstacle but, with this remark in mind,
one can try to take benefits of these errors to introduce a secret in the biometric
part of the authentication protocol, secret which does not exist without it. If the
reference biometric template is acquired privately, then its exact value cannot be
guessed by an adversary. We propose to hash this template to generate a secret
key. More precisely, the reference biometric template is stored in the plastic
card and it is compared with a fresh biometric template by the sensor. The
matching is made on the client side and if this new template comes from the
same biometric trait as the reference template, then the reference template is
hashed to regenerate the secret key. The latter is used to authenticate the user
to the server.

Another simple solution would be to hide the reference biometric template and
any random secret key on a card. However, it requires additional infrastructure
to bind the template and the key together (e.g. a PKI). Indeed, without any link
between these elements, an adversary can read the key in the card, replace the
reference biometric template by one of her own and then she is able to authen-
ticate to the server with the same secret key. In other words, the security relies
only on the card and not also on the biometric data. Whereas, our solution makes
profit of the properties of the biometrics which link unequivocally the secret key
and the biometric data, we guarantee a secure two factor authentication.

Besides, to complete the authentication protocol, we propose to use the Boneh
and Shacham group signature scheme [2]. This scheme has several nice features
that can be used in our context. First of all, it allows to guarantee the anonymity
of the client towards the server. This is the main property that one want to
preserve. Moreover, it allows to revoke compromised keys by generating a Re-
vocation List: compromised keys are revoked and added to the list, so that the
server can check online if an adversary tries to use one of the compromised keys
to authenticate. Since the only secret is the error and not the biometric data,
to generate a new secret key one only has to acquire a new reference biometric
template from the same biometric trait. Finally, if the entity which generates the
keys, the Card Issuer, is allowed to securely store for every user the reference
biometric template, then under legal warrant it can reveal to whom some secret
key belongs.

1.2 Related Works

In order to integrate biometrics into cryptographic protocols, it is often pro-
posed to replace traditional matching algorithms by error-correction techniques
[3,4,6,7,8,9,10,11,12,17,18,19] and to use Secure Sketches [9] instead of traditional
template generators. The main problem with these techniques comes from the
use of decoding algorithms instead of classical matching algorithms. This do-
ing, performances are degraded. Moreover, for some kind of biometrics, as for
instance for the worldwide deployed fingerprints’ minutiae, theoretical solutions
have recently been proposed [14] but effective coding solutions – which achieve
performances comparable with existing matching based solutions – are still to
be found.
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1.3 Organization of This Paper

In Section 2, we explain the principles of our solution. In Section 3, we give statis-
tical evidence on biometric data to justify our work. In Section 4, we introduce
a new protocol for secure remote biometric authentication with our solution.
Finally, we conclude in Section 5.

2 Our Procedure in a Nutshell

Let B denotes a biometric trait. We write:

– b, b′, . . . ← B for different acquisitions of the same biometric trait B,
– b ∼ b′ indicates that a matching algorithm will consider b and b′ as belonging

to the same biometric source B.

During enrollment phase: A biometric trait is acquired: b ← B. This par-
ticular acquisition is treated as confidential (see justification in Section 3.2). A
copy of b is kept by his owner on a plastic card. Let x denote x = H(b), a
cryptographic hash of b.

The main idea here is that whereas the trait B is considered as public, it is
not the case of one acquisition b.

During verification phase: A user comes with his card containing the bio-
metric reference b. The same biometric trait is acquired: b′ ← B. If b ∼ b′, a
remote cryptographic proof of knowledge of x is made in order to validate the
verification.

It means we first run a biometric matching for a local authentication and
thereafter we can authorize the use of x = H(b) for a remote authentication.

3 Some Elements on Volatility of Biometric Acquisitions

3.1 An Example

We give an example based on the iris biometrics to illustrate the variations
occurring between two acquisitions of the same biometric trait. Iris is often
considered as the easiest biometric technology to integrate into cryptographic
protocols as it encodes biometric trait as binary vectors and as the matching is
made by computing a simple Hamming distance (see below).

What we say for iris is also true for other kind of biometric data. But often
in these cases, as for instance for the minutiae matching of fingerprints, we do
not even know how to handle them efficiently as binary vectors.

We report some results on a public iris database. This is called the Iris Chal-
lenge Evaluation (ICE) database and is used to evaluate matching algorithms
[13,15]. It contains 2953 images from 244 different eyes. For each picture, we
compute a 256 bytes information vector I together with a 256 bytes mask vector
M . The mask vector indicates for each bit whether or not some information is
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Fig. 1. Inter-eyes and intra-eye distributions

available in I (due to eyelid, eyelashes, reflections, some bits may be missing, . . .).
The matching of two iris b1 and b2 represented as I1, I2 with masks M1, M2 is
done by computing their relative Hamming distance, i.e. the Hamming distance
computed over the portion of the information vectors not erased by masks:

μ(b1, b2) =
||(I1 ⊕ I2) ∩ M1 ∩ M2||

||M1 ∩ M2||
(1)

This leads to the following distributions of matching scores (cf. Fig. 1) where
we observe a large number of errors to handle. For instance, if we accept to
wrongly reject at most 5 % of the users, we then have to deal with at least 29 %
of errors, i.e. up to μ(b1, b2) = 0.29. An additional difficulty comes from the
number of bits where no information is available which varies from 512 to 1977.

3.2 How Can Volatility Help us to Secure x?

Let bi ← B, i = 1, . . . , l be different acquisitions of the same biometric trait.
As it is indicated in the introduction, we consider that an adversary may have
access to some of these bi.

Below we explain how different can be two biometric captures of the same
biometric trait.

Suppose we are dealing with binary vectors of length n and that any two
matching data b ∼ b′ have more than εn differences, then to retrieve b from the
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knowledge of b′ there is at least
(

n
εn

)

possibilities which correspond to switch the
value of εn coordinates of b′ (we assume for the moment errors to be uniform and
independent random bits). More precisely an adversary has to search among the
vectors of the Hamming spheres S(b′, r) of center b′ and radius r ≥ r0, starting
with r0 = εn.

For instance, for the ICE iris database introduced in the previous section
3.1, we have n = 2048 and the distance, computed as in (1) only on the non-
erased positions, varies from 44 to 658, amongst the 26874 possible comparisons
with two non-equal matching data. This means that without taking masks into
consideration, the “ closest ” bi differs from b in 44 bits, i.e. ε ≈ 2.15%. Thereafter
an adversary must switch at least 44 coordinates of bi to recover b, this leads to
(2048

44

)

≈ 2302 possibilities. Moreover, the masks are also different between two
biometric measures, so he will have to correct their differences. Let Mb, Mbi the
masks of b and bi, even if he knows Mb, he will need to choose a value in {0, 1}
for each erased position of bi which was not erased for b, i.e. in Mbi −(Mb ∩Mbi).
The overall number of possibilities is

(

||Mb ∩ Mbi ||
μ(b, bi) × ||Mb ∩ Mbi ||

)

× 2||Mbi
−(Mb∩Mbi

)||.

In the previous example it leads to about 2539 possibilities as the number of
common non-erased positions is 1056 and the number of differences between the
masks is 280. For all the database, the minimum is around 2500. So, in practice
even for errors not “uniformly” random1, the number of possibilities might stay
very large.

In practice an adversary may try to reduce the complexity of recovering b
by collecting several different bi. In general, it would remain hard to recover b
whereas for situations where variability is not sufficient we can embed additional
random bits under the erased coordinates of b (at least 512 positions for the ICE
database). This allows to rely on a random data while it stays transparent for
the biometric matching (cf. eq. (1)).

4 An Application to Secure Remote Biometric
Authentication

4.1 Introduction

In our system for biometric-based authentication schemes, we consider four types
of components.

– Human user H, who uses his biometric data to authenticate himself to a
service provider.

– Sensor client S, which extracts human user’s biometric trait using some
biometric sensor and communicates with the service provider.

1 Which seems more realistic however the entropy of errors between two biometric
captures is very hard to estimate.
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– Service provider P , who deals with human user’s authentication request,
granting access or not.

– Card Issuer I, who holds two master secrets: γ which is needed to derive keys
in the scheme (see below and next Section 4.2) and λ which is the private
key only used in case of legal warrant, with Λ the corresponding public key
(see Section 4.3).

Remark 1. In our system, we make a separation between everyday interactions
where user H deals with his service provider P and exceptional procedures. For
daily authentications, our proposal provides privacy for H. However, in case of
legal warrant, Card Issuer I has the capability – by using his cryptographic keys
– to retrieve who is authenticating himself (cf. Section 4.3).

The authentication link we want to establish is the following:

Human user ↔ his biometric trait
↔ his biometric key (cf. Section 2): x
↔ his private key in the system (cf. below): (x, A)

Hereafter, the x’s we have introduced before serves as part of a private key for
a group signature [2]. A group signature scheme enables a member of a group
to anonymously sign a message on behalf of the group (here, the users who has
subscribed to P). A is derived from x by the Card Issuer I under his master
secret γ. The pair (x, A) forms the private key of H in this system. Details are
given in the next section. At this point, we only need to know that (x, A) verifies
an algebraic relation:

Ax+γ = g1 (2)

where g1 is a public parameter. The cryptographic part of the authentication
consists in convincing P that H holds a private key verifying such a relation.

Keeping notations from previous sections, we have:

Enrollment phase at Card Issuer’s facilities: A biometric trait is acquired
for user H: b ← B. The Card Issuer I computes A with the help of γ. A plastic
card C containing (b, A) is issued by I for H. The Card Issuer keeps b in a
database DB of his own.

Remark 2. Following a standard trick of the biometric world, it is also possible
to envisage that DB is used during enrollment phase to ensure that none user
registers twice.

During verification phase:

1. A sensor S takes “fresh” biometric trait b′ of a user H. S verifies the liveness
of b′.

2. A match of b′ against the b stored in the plastic card C is performed.
3. In case of success, a proof of knowledge of the private key (x, A) is made by

signing a challenge sent by the service provider P following the Boneh and
Shacham scheme [2] which is described in the next Section.
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4.2 The Boneh-Shacham Group Signature Scheme

System parameters

– G1 is a multiplicative cyclic group of prime order p.
– G2 is a multiplicative group whose order is some power of p.
– ψ is a homomorphism from G2 to G1.
– g2 is an order-p element of G2 and g1 is a generator of G1 such that ψ(g2) =

g1.
– GT is a multiplicative cyclic group of prime order p.
– e : G1 × G2 → GT is a bilinear non-degenerate map.
– H is a hash function from {0, 1}∗ to Zp and H0 is another hash function

mapping {0, 1}∗ to G
2
2.

Some other elements

– group public key: gpk = (g1, g2, w) where w = gγ
2 for some secret γ ∈ Zp.

– private key: a pair (x, A), where A ∈ G1 and x ∈ Zp verifying (2), i.e.
e(A, wgx

2 ) = e(g1, g2). Given x, A must be computed by the owner of γ.

We are now ready to recall the principles of the signature from [2]. We here
consider that the verifier sends a challenge M to be signed by the prover.

Signature of M . The prover obtains generators

(û, v̂) = H0(gpk, M, r) ∈ G
2
2 (3)

with a random r ∈ Zp. He computes their images u = ψ(û), v = ψ(v̂). He then
selects a random α ∈ Zp and computes:

– T1 = uα, T2 = Avα

– δ = xα

From random rα, rx, rδ in Zp, he computes helper values:

– R1 = urα , R2 = e(T2, g2)rx .e(v, w)−rα .e(v, g2)−rδ , R3 = T rx
1 .u−rδ

Let c = H(gpk, M, r, T1, T2, R1, R2, R3) ∈ Zp. The prover computes:

– sα = rα + cα, sx = rx + cx, sδ = rδ + cδ.

He sends to the verifier the signature of M : σ = (r, c, T1, T2, sα, sx, sδ).

Verification. The verifier recovers (û, v̂) from (3) and their images u, v in G1.
He computes the helper data as:

R̃1 = usα/T c
1

R̃2 = e(T2, g2)sx .e(v, w)−sα .e(v, g2)−sδ .(e(T2, w)/e(g1, g2))c

R̃3 = T sx

1 .u−sδ

He checks whether c = H(gpk, M, r, T1, T2, R̃1, R̃2, R̃3) and accepts the signa-
ture accordingly.
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4.3 Implementation Issues

Sensors S and liveness detection. The sensor has to acquire biometric traits
and to verify that these traits are coming from “living persons”. This liveness
link must be maintained throughout the authentication. For achieving this, we
propose that only trusted sensors are allowed to communicate with the service
provider P . This is a quite usual assumption2 where we assume that the system
follows the protocol honestly. In practice, we proceed as follows:

1. P sends the challenge M to sensor S.
2. S gets the “fresh” biometric trait b′ and reads (b, A) from the card.
3. S checks whether b′ ∼ b, and in this case computes x = H(b).
4. S computes the signature σ of M under (x, A).
5. The sensor S encrypts b′ – with a semantically secure encryption scheme

– under the key Λ of the Card Issuer I. It then signs this encrypted value
together with σ to obtain a signature Σ and sends both σ and Σ to P .

6. P verifies the signature Σ. This doing, P insures itself that the signature σ
and the encryption of b′ can be trusted, as computed by a trusted sensor.
The latter is important as the value could be requested under legal warrant.
Finally P checks the signature σ of M to accept the authentication or not.

Remark 3. To enforce b secrecy, one can think to use Match On Card (MOC)
[16]. With this technology, new traits b′ ← B are acquired by a sensor but the
matching is made inside the card C which has to decide whether b ∼ b′. This way,
the confidentiality of b also relies on inherent protections of smartcards against
physical threats. Moreover, b does not go out of the card. In this case, C performs
directly the signature of challenges on behalf of the group as previously described
in Section 4.2.

Privacy. Privacy for the signature scheme of the Boneh and Shacham relies on
the following problem:
Decision Linear Problem in G: Given u, v, h, ua1, va2 , ha3 ∈ G as input, output
yes if a1 + a2 = a3 and no otherwise.

It is proved in [2] that, in the Random Oracle model and assuming the Decision
Linear Problem holds in the group G2, a group member can tell whether he
generated a particular signature σ but if he didn’t, he learns nothing else about
the origin of σ. This property is known as selfless-anonymity.

Hence, the biometric authentication becomes anonymous against the service
provider P and any external eavesdropper.

Revocation. The scheme of Boneh and Shacham has another interesting prop-
erty: a Revocation List (RL) constituted with the second parts – the A’s – of the
private keys of revoked users can be established. A verifier in possession of this
list (RL) can then determine whether he is interacting with a revoked prover or
not.
2 It could require to deal with protected sensors – e.g. via tamper proof hardware.
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In our system, the Revocation List (RL) is held by the Service Provider P .
To check whether a user belongs to this list (RL), P verifies that A is encoded
in (T1, T2) which happens when e(T2/A, û) = e(T1, v̂).

More precisely, when a user H has a problem with his plastic card – for
instance, if he looses it – he has to go to the Card Issuer I to declare the event.
I then sends the corresponding A to P for being added to the Revocation List
(RL). Enrolled data can then easily be renewed. The same holds if part of the
system, e.g. P , detects a malicious behavior: he can alert I in order to add a
key into RL.

Legal Warrant and database DB of the Card Issuer. Under legal warrant,
the service provider P can forward the encryption of b′ to the Card Issuer I
who can decrypt it to check to who this biometric trait is corresponding in his
database DB. The database DB can also be used to check the coherence of b′

with the underlying biometric key x coming with σ.
Note that for ordinary uses, no information has to be sent to I: P decides

by itself if the authentication is a success or not. The database DB is in fact
optional and can be avoided if the property above is not required.

Remark 4. 1. As explained in [2], the scheme of Boneh and Shacham also
achieves traceability, i.e. an adversary cannot forge a signature σ without
being able to trace him back to one of the users in the coalition which has
served to generate σ. This means a user’s key is strongly binded to the en-
rolled biometric data. See [2] for further details.

2. Boneh, Boyen and Shacham propose in [1] an extension of the previous pro-
tocol which is zero-knowledge. This extension does not share the same prop-
erties, in particular the revocation capability of the scheme we used. This is
why we do not choose this extension. Nevertheless, note that in [1], the sub-
ject of the simultaneous revocation of many keys – for instance, at the end
of a cryptoperiod – is studied. This mechanism can also be employed here.

5 Conclusion

Taking to our advantage the very nature of biometrics, i.e. their volatility and
their need to interact with trusted sensors, we present a simple but effective way
of considering biometric data for remote authentication. Our procedure does
not depend on the kind of underlying biometric information as we can take back
traditional matching algorithms.

We combine our idea with a group signature scheme due to Boneh and
Shacham [2] to obtain an effective protocol for remote biometric authentication
with anonymity features.
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Abstract. This paper presents an analysis of biometric authentication for signa-
ture creation application. We extend the established protocol in order to verify
the two properties: secrecy and safety. We have analysed the protocol using ap-
plied pi calculus and ProVerif. The verification of the secrecy property shows that
the protocol holds the biometric data securely while the verification of the safety
property shows that an intruder could not deceive the application to allow her to
sign any document using a legitimate user’s signature.

1 Introduction

Biometric user authentication is a way to authenticate the user by using his biometric
data: fingerprint, face recognition, or iris, for example. Biometric data cannot be con-
sidered a secret in the way that private keys or passwords can. In contrast with private
keys, biometric data is given to possibly hostile hosts to which a user wishes to authen-
ticate. In contrast with passwords, biometric data cannot be changed, and a user cannot
conveniently choose different biometric data to present to different hosts in the way
that one might use a different password for a webmail account as for a bank account.
Moreover, in contrast with keys and passwords, biometric data such as user’s facial
characteristics and fingerprints are in the public domain, and can be captured without
the user’s consent or knowledge.

For this reason, protocols for biometric authentication should rely on proof of fresh-
ness of biometric data and cannot rely on its secrecy. Nevertheless, these protocols
should protect its secrecy; we take the view that biometric data should be kept private
as a matter of good practice. In this respect, it is rather like credit card numbers, which
are not really private, since we voluntarily cite them on the phone and by unencrypted
email, and allow restaurateurs and other retailers to handle the cards bearing them in
our absence. Nevertheless, it seems sensible not to allow such data to be spread around
without restriction. The same idea applies to biometric data. Even if user’s biomet-
ric data (BD) could be captured by agents having access to smooth surfaces the user
touches, or agents to whom the user authenticates, it should not be unnecessarily made
easy for malicious agents to acquire it.

Processes involved in a biometric authentication could be classified as two steps:
enrolment and verification. In the enrolment process, the user’s registered biometric
code (BC) is either stored in a system or on a smart card which is kept by the user. In

K. Matsuura and E. Fujisaki (Eds.): IWSEC 2008, LNCS 5312, pp. 231–245, 2008.
c© Springer-Verlag Berlin Heidelberg 2008
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the verification process, user presents his biometric data (BD) to the system so that the
biometric data will be compared with the stored biometric code. User verification can
either be carried out within the smart card, a process called on-card matching, or in the
system outside the card, known as off-card matching.

The on-card matching algorithm protects the user’s stored biometric code. The bio-
metric code is not necessarily transferred to the outside environment if using this type
of matching. Even though the biometric data is not considered to be secret, the protocol
should not reveal it without the user’s agreement.

When the biometric data is used for biometric authentication, it should not only be
protected from disclosure to an attacker, but also its origin should be guaranteed; this
prevents an attacker presents the previously captured biometric data to the system in
order to authenticate himself as the authorised user.

One of the applications that can use biometric authentication as part of the applica-
tion is signature creation application. The application is used for signing a document,
for example by using user’s key which is stored in smart card, in order to proof the
originator of the document. The application using biometric authentication protocol not
only challenges with the classical problem, inappropriate disclosure of biometric data
to an intruder but also the specific problem to the application, signature creation ap-
plication, such as an intruder deceives the application to sign her document using an
legitimate user’s signature.

Our paper demonstrates a protocol that uses an on-card matching mechanism to pro-
tect the stored biometric code, and an encryption and cryptographic checksum mecha-
nism to protect the presented biometric data. We also extend the protocol to complete
the signature creation so that the safety property can be analysed. We analyze the pro-
tocol and verify the intended properties of the protocol.

2 Description of Protected Transmission of Biometric User
Authentication Data for an On-card Matching Protocol

This protocol is presented by Waldmann, Scheuerman and Eckert [1]. The protocol
prevents the user’s biometric data from escaping from a biometric reader and protects
the data packet using a cryptographic mechanism.

A signature creation application that stores the users biometric code on a smart card
is used here to illustrate this protocol. This application enables the user to sign a docu-
ment using his private key. The user’s private key is stored on the smart card. It will be
released if the user is successfully verified by using his biometric data.

The physical setup of the system is shown in Fig.1. The system consists of a PC and
a terminal case. The PC contains a service application such as the signature creation
application. Inside the terminal case are the security module card (SMC), tamper resis-
tant terminal, and user card containing the user’s credentials. In order to prevent fraud
and interruption from an intruder, the fingerprint reader (including biometric feature
extraction), secured viewer and smartcard interaction module (SIM) are embedded in
the tamper resistant terminal.

Let us describe the biometric authentication process that takes place when the user
wishes to sign a document using his signature. The user, Bob, uses his PC to open the
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Fig. 1. The physical setup of how components are connected

signature creation application and he is shown a document via the secured viewer. If
he agrees to sign it, he will present his biometric data (in this example, his fingerprint)
to the sensor. The security protocol is performed via SIM in order to validate the user
(detailed description in the next section). If the user verification is successful, the user
card will release Bobs signature to sign the document. The signing process is performed
inside the tamper resistant terminal.

Fig.2 illustrates the processes involved in the security protocol. The three compo-
nents of the system that perform the security functions are the SMC, the SIM and the
user card.

The SMC is responsible for generating the session keys for encryption and decryp-
tion of biometric data. It is a plug-in card to give flexibility to the manufacturer of the
service system. For example, the certificate of the service system can be changed easily,
if necessary. The user card holds the user’s biometric code and other user credentials
such as the user’s signature if the service system is used for signature creation. The
SMC and the user card cannot communicate directly and are outside the tamper resis-
tant terminal so the SIM is responsible for the security protocol between the SMC and
the user card.

Let us briefly describe how the protocol proceeds. The legitimate user, Bob, holds his
user card, which stores his biometric code and private key. Before user authentication,
the SMC and the user card perform mutual authentication, e.g. by using the Needham
Schroeder Lowe protocol; if this succeeds, they will calculate the session keys SK.CG
and SK.CC, and the initial value of the send sequence counter (SSC).



234 A. Salaiwarakul and M.D. Ryan

Fig. 2. The message sequence chart of [1]

Apart from the new generated session keys, the SMC holds static keys, ∗SK.CC and
∗SK.CG, which are generated by the manufacturer. These keys are also installed in the
SIM.

The CC which is included in the notation denotes the cryptographic checksum for
ensuring data integrity while the CG represents the cryptogram which is used for data
encryption. Consider the following example that represents the message M, which is
encrypted using key ∗SK.CG and then hashed using ∗SK.CC as key.
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{M}∗SK.CG ||H∗SK.CC({M}∗SK.CG)

The receiver of the above message could check the integrity of the received message
by performing the hash function of the first argument and then comparing the result
with the second argument. Moreover, the receiver could get the content of the message
by performing message decryption using static key ∗SK.CG. The same idea applies to
the message that uses the session key for encryption and hash function.

In order to sign a document using his electronic signature, Bob is shown the docu-
ment via the secured viewer. The secured viewer is proposed in consideration of pre-
venting an attacker that could interfere with the signal of the PC monitor. It is installed
in the tamper resistant terminal so that an intruder could not interfere. If he agrees to
sign it, he presents his fingerprint to the biometric reader that is situated in the tamper
resistant terminal. To prevent replay of the presented biometric data, the SMC invents a
fresh random nonce and sends it to the SIM to verify that the received message is fresh.

Before sending Bob’s biometric data to the SMC, the SIM encrypts it with ∗SK.CG
and also carries out the cryptographic checksum of encrypted user’s biometric data
using ∗SK.CC and the nonce.

After the SMC receives the message, it verifies its authenticity and validity. If this
check is successful, it will send a reply “OK” back to the SIM. The SIM then sends a
sign command to user card.

The SMC calculates the cryptogram of the biometric data, and the cryptographic
checksum of the cryptogram along with the user command by using the session keys
(SK.CG and SK.CC) and sends this packet to the SIM. On receipt, the SIM forwards this
data package to the user card. The user card deciphers the package, checks the correct-
ness, and verifies the received biometric data against the stored biometric code. Then
the user card sends the result of the verification as well as the cryptographic checksum
of the result back to the SMC via the SIM. The SMC verifies the correctness of the data
it receives and the result of the user’s verification. A positive result leads to the agree-
ment of the signing process by the user card, the detail of which is beyond the scope of
this protocol.

3 Completing the Protocol: Creating the Signature

It is necessary to extend the protocol, as described in the previous section, in order to
completely verify the protocol and its properties. Here, we give some observations on
the protocol and explain how the protocol should be completed in signature creation.

One of the purposes of the protocol is to enable the user to sign the document using
the user’s stored private key stored on the smart card. To verify the protocol and guaran-
tee correctness, the protocol has to be extended. After the user biometric authentication
succeeds (more precisely after the message M9 has finished), in order to sign a docu-
ment using the user’s key, the SIM sends a hash value for the document to the SMC.
The hash value of the document is encrypted with one of the static keys, *SK.CG. The
SMC deciphers it and forwards the hash of the document, which is encrypted by the
session key (shared by the SMC and the user card) SK.CG to the user card. The user
card signs the hash value of the document and sends it back to the SIM. The document



236 A. Salaiwarakul and M.D. Ryan

Fig. 3. The message sequence chart for signature creation

is signed only if the user is satisfied with the document he views from the terminal
(via the secured viewer in the tamper resistant terminal). In accordance with signing a
document, the rest of the protocol should be completed as shown in Fig.3.

4 Capabilities of the Attacker

A Dolev-Yao style attacker can generate, mix, and replay messages transmitted in chan-
nels [2], even in cabling communication.

Biometric authentication uses a biometric reader in order to retrieve the user’s bio-
metric data. It is connected to the system via a USB cable. In addition, if a smart card
is used to store the user’s biometric code, a smart card reader is also connected to the
system.

Although a smart card is a tamper resistant device in which the stored value cannot
be modified without using the appropriate protocol, an attacker can still listen to the
communication signal between smart card and reader. There is a prototype model that
can be used as an example to describe this concept [4]. The smart card itself does not
have a display; it needs another device then, i.e. a smart card reader, to show any value
to the user. Communication between the user and the smart card must take place via the
reader. If it is modified by a corrupted merchant, information flow between the smart
card and the card reader can be intercepted. So if the smart card is used for storing the



Analysis of a Biometric Authentication Protocol for Signature Creation Application 237

biometric code for user verification, the attacker can listen to the messages and capture
this data easily.

5 ProVerif Model

ProVerif is a protocol verifier developed by Bruno Blanchet [5], that is able to take as in-
put a variant of the applied pi calculus [6]. This tool has been used to prove the security
properties of various protocols [7,8,9,10]. It can be used to prove secrecy, authenticity
and strong secrecy properties of cryptographic protocols. It can handle an unbounded
number of sessions of the protocol and an unbounded message space. The grammar of
processes accepted by ProVerif is described briefly below.

In order to verify properties of a protocol, query commands may be executed. The
query ‘attacker: m’ is satisfied if an attacker may obtain the message m by observing
the messages on public channels and by applying functions to them. The query ev :
f(x1, . . . , xn)⇒ ev : f ′(y1, . . . , ym) is satisfied if the event f ′(y1, . . . , ym) must have
been executed before any occurrence of the event f(x1, . . . , xn).

An advantage of using ProVerif as a verifier is that it models an attacker which is
compliant with the Dolev-Yao model automatically. We do not need to explicitly model
the attacker.

P, Q, R processes
0 null process
P |Q parallel composition
new n; P name restriction
new x; P variable restriction
if M = N then P else Q conditional
event x; P event launch
let x = M in P replace the variable x with the term M in process P
in(M,x); P message input
out(M,x); P message output

5.1 Signature and Equational Theory

In our model, ProVerif uses the following signatures and equations for calculating and
solving messages. The function getkey retrieves the public key of the particular identity
from the public key table which is stored in the server. In addition, getkey is coded as
a private function to prevent components, other than those involving the system, using
this function. The symmetric encryption and decryption functions are utilising using
senc and sdec respectively while the asymmetric encryption and decryption functions
are done using enc and dec. In order to resolve an encrypted message, ProVerif uses the
decryption equation to decrypt a message using a recognized key. The signed messages
are extracted using the checksign equation. In our ProVerif model, some messages are
hashed using such hash functions as h, g, or f. These hash functions implement two
arguments; one is a key while the other one is a message content.
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(*Signature*)
private fun getkey/1. (*key retrieval*)
fun sk/1. (*session key*)
fun senc/2. (*symmetric encryption*)
fun sdec/2. (*symmetric decryption*)
fun enc/2. (*encryption*)
fun dec/2. (*decryption*)
fun sign/2. (*signature *)
fun checksign/2. (*recovering signature*)
fun pk/1. (*public key*)
fun host/1. (*host function*)
fun h/2. (*hash function*)
fun g/2. (*hash function *)
fun f/2. (*hash function*)
fun hashDoc/1. (*hash function for a document*)

(*Equation*)
equation getkey(host(x)) = x.
equation sdec(senc(x,K),K) = x.
equation dec(enc(x,pk(y)),y) = x.
equation checksign(sign(x,y),pk(y)) = x.

5.2 SMC Process

This process represents the operations and message transmission associated with the
SMC. First, the SMC performs mutual authentication with the user card. It is not stated
how this is done in [1]; we have used the Needham Schroeder Lowe protocol. If success-
ful, it will calculate session keys (SK.CG and SK.CC) and SSC from the authentication
nonces.

The user’s biometric data package is received and deciphered. Next, it encrypts and
calculates the cryptographic checksum of the biometric data, and sends it to the SIM.
If the user’s authentication is successful, it will receive the verification result back from
the user card, send the reply back to the SIM, and wait for the hash of the document
to be sent back. After receiving the hash of the document, it will verify the validity
of the document, encrypt, and calculate the cryptographic checksum of the hash of the
document with the session keys SK.CG and SK.CC respectively.

let SMC =
(* Authentication using Needham Schroeder

Lowe Protocol *)
in(c,hostX);
let hostSMC = host(pkSMC) in
out(c,(hostSMC,hostX));
in(c,ms);
let(pkX,=hostX) = checksign(ms,pkS) in
new Na;
out(c,enc((Na,hostSMC),pkX));
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in(c,m);
let(=Na,NX2,=hostX) = dec(m,skSMC) in
out(c,enc(NX2,pkX));
let SKCG = h(Na,NX2) in
let SKCC = g(Na,NX2) in
let SSC = f(Na,NX2) in

(* After the authentication succeeds*)
new n;
out(c,n);
in(c,(m1,m2));
if h((sSKCC,n),m1) = m2 then
(

let BDreceived = sdec(m1,sSKCG) in
out(c,OK);
in(c,m13);
let BDsenc = senc(BDreceived,SKCG) in
out(c,(BDsenc,h((SKCC,SSC),(m13,BDsenc))));
in(c,(m8,m9));
if h((SKCC,SSC),m8) = m9 then

if m8 = success then
out(c,OK);

in(c,(m16,m17));
if h(sSKCC,m16) = m17 then
(

let M1 = sdec(m16,sSKCG) in
let M1senc = senc(M1,SKCG) in
out(c,(M1senc,h((SKCC,SSC),M1senc)))

)

).

5.3 SIM Process

In the real-life model, the user is presented with the document that he will sign using his
key on the secured viewer. If he agrees to sign it, then he places his biometric data on
the biometric reader which is installed in the SIM. Therefore, for ease of understanding,
in the ProVerif model, the document that the user wants to sign is created within the
SIM. The SIM receives a fresh random nonce and then sends the user’s biometric data
encrypted with *SK.CG, along with the cryptographic checksum created using *SK.CC,
and the nonce, to the SMC. When the SIM receives the signal from the SMC that the
user’s biometric data is correct, it sends the user’s command authorizing the signature
as a reply.

The SIM carries out the security protocol between the SMC and the user card by
receiving and forwarding messages between those two components. After the user’s
authentication succeeds, the SIM generates the hash value of the document, encrypts
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it, and calculates its cryptographic checksum. It then sends these data to the SMC. The
SMC is waiting to receive the document which is to be signed by the user card.

let SIM =
(* communiation messages start *)

in(c,nx);
in(userChBD,BD);
in(userChText,userText);
let BDsenc = senc(BD,sSKCG) in
out(c,(BDsenc,h((sSKCC,nx),BDsenc)));
in(c,m20);
if m20 = OK then
(

out(c,userCommand);
in(c,(m4,m5));
out(c,(m4,m5));
in(c,(m6,m7));
out(c,(m6,m7));
in(c,okm);
if okm = OK then
(
let digest = senc(hashDoc(userText),sSKCG) in
out(c,(digest,h(sSKCC,digest)));
in(c,(m13,m14));
out(c,(m13,m14));
in(c,m15)
)

).

5.4 UserCard Process

First, the user card executes the mutual authentication with the SMC. Then, it calculates
the session keys SK.CG and SK.CC, and SSC. Next, the user card awaits a package of the
user’s biometric data. It verifies the validity and authenticity of the received message.
It decrypts the package and verifies the received biometric data against the stored bio-
metric code. If they match, the verification result is set to be successful. In our ProVerif
model, they are always set to match so that we can verify the protocol until the end (the
signing process of the document) without blocking through failure in biometric verifi-
cation. The verification result is sent out along with the checksum of the result which is
computed using SK.CC. Then, it acquires the hash of the document and signs it using
the user’s signature, which is stored in the user card.

let UserCard =
(* Authentication using Needham Schroeder

Lowe Protocol *)
in(c,m);
let(NY,hostY) = dec(m,skUserCard) in
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let hostUserCard = host(pk(skUserCard)) in
out(c,(hostUserCard,hostY));
in(c,ms);
let(pkY,=hostY) = checksign(ms,pkS) in
new Nb;
out(c,enc((NY,Nb,hostUserCard),pkY));
in(c,m3);
if Nb = dec(m3,skUserCard) then

let skcg = h(NY,Nb) in
let skcc = g(NY,Nb) in
let ssc = f(NY,Nb) in

(* The authentication succeeds,
message communication starts *)

in(c,(m10,m11));
if h((skcc,ssc),(userCommand,m10)) = m11 then
(

let BDsdec = sdec(m10,skcg) in
if BDsdec = BD then
let SW = success in
let m12 = h((skcc,ssc),SW) in
out(c,(SW,m12));
in(c,(m18,m19));
if h((skcc,ssc),m18) = m19 then
(

let M2 = sdec(m18,skcg) in
out(c,sign(M2,skUserCard))

)
).

5.5 U Process

To demonstrate user interaction in the protocol, we model the process U. The user
receives a document and checks it. If he is satisfied with the contents, he will place his
finger on the reader.

let U =
in(TextCh,t);
if t = Text then
out(userChBD,BD);
out(userChText,t).

5.6 S Process

In order to authenticate identities using the Needham Schroeder Lowe protocol, the
server is modelled using process S, which is used for providing a public key to the
identity. The server process receives the request from the identity a that it wants to
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communicate with identity b. The server process retrieves the public key of the iden-
tity b from the server’s public key table. It then signs the package of the public key
and the identity b using its private key and outputs to the channel. The receiver of this
package ensures that the public key it received comes from the genuine server by check-
ing the signature. The public key will be used later in the receiver process in order to
perform the Needham Schroeder Lowe authentication which needs the public keys for
decryption.

let S =
in(c,m);
let(a,b) = m in
let sb = getkey(b) in
out(c,sign((sb,b),skS)).

5.7 Main Process

In the main process, the static keys *SK.CG and *SK.CC, and the private keys of the
SMC, the SIM and the user card are created. Private channels for the user’s document
and biometric data are set up. The public keys of each of the components are distributed
on the public channels. There are many SMC, SIM, user card, and U processes in the
system. The U processes represent Alice and Bob who input the documents and the
biometric data.

process
new userChBD;
new userChText;
new AliceTextCh;
new BobTextCh;
new BobBD;
new AliceBD;
new sSKCG;
new sSKCC;
new skSMC;
let pkSMC = pk(skSMC) in
out(c,pkSMC);
new skBobUserCard;
new skAliceUserCard;
let pkBobUserCard = pk(skBobUserCard) in
let pkAliceUserCard = pk(skAliceUserCard) in
out(c,pkBobUserCard);
out(c,pkAliceUserCard);
new skS; let pkS = pk(skS) in
out(c,pkS);
!out(AliceTextCh,AliceText);
!out(BobTextCh,BobText);
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((!S) | (!SMC) | !SIM |

(let TextCh = AliceTextCh in
let Text = AliceText in
let BD = AliceBD in !U) |

(let TextCh = BobTextCh in
let Text = BobText in
let BD = BobBD in !U) |

(let skUserCard = skAliceUserCard in
let BD = AliceBD in !UserCard) |

(let skUserCard = skBobUserCard in
let BD = BobBD in !UserCard))

6 Analysis of the Protocol

A signature application protocol is used as an example of using biometric authentication
in order to verify the user who uses the smart card to sign a document that he is the
correct user.

An intruder could interfere between the smart card and smart card reader to try to
listen to the communication and capture user’s biometric data [4]. Moreover, an intruder
could play with messages to lead a legitimate user to sign her messages.

6.1 Secrecy of the Biometric Data

This property is used to verify that the protocol does not reveal the user’s biometric
data without permission. Even though we consider the biometric data to be public, it is
good practice to keep it private so that no one else except the sender and the receiver
knows the content of messages. The protocol should not allow the data presented by
user to be announced to others. Analysis of this property verifies whether an attacker
can intercept the biometric data when it is sent from one component to another. In our
model, the biometric data is represented as BobBD, the biometric data of legitimate
user, Bob. The ProVerif implementation is:

query attacker : BobBD

ProVerif responds to the query command by using a Dolev-Yao style attacker to
attempt to compose or decompose messages and establish whether an attacker can reach
the biometric data (BobBD).

6.2 Safety

This property is used to verify that the document is signed only if the user’s authen-
tication is successful and that only the legitimate user signs the agreed document. We
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analyze this by checking whether an attacker can sign someone else’s documents using
the signature of the legitimate user. From our assumption, we check whether an intruder,
Alice, can intercept messages to make the legitimate user, Bob, sign her document. The
ProVerif implementation is:

query attacker : sign(AliceText,skBobUserCard)

ProVerif analyzes this query command by checking whether an attacker can sign
AliceText (which is not the document that is shown to the legitimate user, Bob) using
Bob’s signature. We assume that the user’s signature is the same as the private key of
the user card that the user holds.

7 Conclusion

We have analyzed two properties of the protocol: secrecy and safety.
Although we consider the biometric data to be public, we still need to verify that

the protocol which uses this resource does not reveal it without the user’s consent.
The data should not be revealed to anyone who is neither the sender nor the intended
receiver. The positive result of the verification illustrates that the presented biometric
data remains private within the protocol and an attacker cannot acquire it.

The positive result of the safety property shows that the protocol guarantees that even
if the presented biometric data is captured from the previous submitted data packet, it
cannot lead the user card to sign a document that the user is not willing to sign.

Since the biometric data can be captured (as explain in section 1), the hardware is
required to be capable of ensuring that the biometric data has come from the user’s live
presentation, not (for example) a fake rubber finger.

The properties of the biometric authentication protocol should be proposed and stated
clearly when creating a biometric authentication protocol. In future work, we will con-
sider which properties are desirable of a biometric authentication protocol.
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Abstract. In this paper, we propose an improved method of an efficient secure 
access control labeling under dynamic XML data streams environment. The 
proposed method enables an efficient secure real-time processing of a query in 
a mobile terminal and supports insertion of new nodes at arbitrary positions in 
the XML tree without re-labeling and without conflicting. Although some 
researches have been done to maintain the document order in updating, the 
main drawbacks in the most of these works are if the deletion and/or insertion 
occur regularly, then expensive re-computing of affected labels is needed. 
Therefore we focus on how to design an efficient secure labeling scheme for 
XML trees which are frequently updated under dynamic XML data streams.  

Keywords: Access Control, Labeling Method, Query Processing, Dynamic 
XML, Data streams. 

1   Introduction 

In recent, XML has become an active research area and a popular standard for 
representation and exchanging data over the Internet. Query language like XPath [2] 
and XQuery [5] are developed by W3C group for XML data. The efficient secure 
processing of XPath or XQuery is an important research topic. Since the logical 
structure of an XML document is a tree, establishing a relationship between nodes 
such as parent-child relationship or ancestor-descendant relationship is essential for 
processing the structural part of the queries. For this purpose many proposals have 
been made such as structural indexing and nodes labeling. Relatively little works have 
been done to enforce access controls particularly for XML data in the case of query 
access control. Moreover, the access control within traditional environments has been 
a system-centric method for environments including finite, persistent, and static data. 
However, more recently, access control policies have become increasingly needed in 
continuous data streams [1], and existing access control models and mechanisms 
cannot be adequately adopted on data streams [7]. In particular, the need for an 
efficient secure access control method of dynamic XML data streams in ubiquitous 
environment has become very important.  

The main contributions of this paper are summarized as follows. First, we propose 
an improved method that supports the inserting of new nodes at arbitrary position in 
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the XML tree without re-labeling. Second, our proposal supports the representation of 
ancestor-descendent relationships between any two given nodes by looking at their 
unique label. Third, given the unique label of the node, one can easily and securely 
determine its accessible roles and its ancestor/descendant relationship. 

The rest of this paper is organized as follows. Section 2 presents related works in the 
area of XML access control, query processing, and labeling scheme. Section 3 
introduces the algorithm and method of the improved access control labeling. Section 4 
shows the experimental results from our implementation and shows the query 
processing efficiency and security of our framework. Our conclusions are contained in 
Section 5. 

2   Background 

2.1   XML Access Control 

The existing XML access control enforcement mechanism [3, 4, 8, 9] is a view-based 
enforcement mechanism. The semantics of access control to user is a particular view 
of the documents determined by the relevant access control policies. It provides a 
useful algorithm for computing the view using tree labeling. However, aside from its 
high cost and maintenance requirement, this algorithm is also not scalable for a large 
number of users.  

To overcome the view-based problems, M. Murata et al. [16] proposed the filtering 
method to filter out queries that do not satisfy access control policies. B. Luo et al. 
[15] took extra steps to rewrite queries in combination with related access control 
policies before passing these revised queries to the underlying XML query system for 
processing. However, the shared Nondeterministic Finite Automata (NFA) of access 
control rules is made by a user (or a user’s role). Thus, the shared NFA involves many 
unnecessary access control rules from the user’s query point of view, which further 
result in time-consuming decisions during which the user’s query should have already 
been accepted, denied, or rewritten. 

An authorization defined by a security manager is called explicit and an 
authorization defined by the system, on the basis of an explicit authorization, is called 
implicit in the hierarchical data model. An implicit authorization is used with an 
appropriate ‘propagation policy’ to benefit the advantage of storage. With an 
assumption that the optimized propagation policy varies under each of the different 
environments, ‘most-specific-precedence’ is generally used. On the other hand, 
‘denial-takes-precedence’ is used to resolve a ‘conflict’ problem that could be derived 
from propagation policy by such implicit authorization. Since positive authorization 
and negative authorization are also used together, ‘open policy, which authorizes a 
node that does not have explicit authorization, and ‘closed policy’, which rejects 
access, are used. The policies ‘denial-takes-precedence’ and ‘closed policy’ are 
generally used to ensure tighter data security [16]. 

2.2   XML Query Processing 

XML data has a hierarchical structure and the required capacity might be very huge. 
The high practicality of mobile terminals and computing power is necessary for the 
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feasibility of ubiquitous computing. The efficiency of memory, energy, and process-
ing time is also especially needed. A method that can takes XML data into appropriate 
fragmentation so as to process it in pieces is consequently needed for the small 
memory of a mobile terminal to manage massive XML data [8, 20]. When XML data 
streams are generated under a sensor network, the data is structurally fragmented and 
transmitted and processed in XML piece streams, the efficiency of memory and the 
processing time of mobile terminals can be reconsidered. Moreover, when certain data 
are updated in an XML data streams, not the whole XML data but only the changed 
fragment needs to be transmitted, taking advantage of a reduced transmission cost.  

The Hole-Filler Model [4, 7] has been proposed as a method that fragments XML 
data structurally. XFrag [6] and XFPro [12] proposed an XML fragmentation 
processing method adopting the Hole-Filler Model. Nonetheless, this method has 
problems of late processing time and waste of memory space due to additional 
information for the Hole-Filler Model. The XFPro method has improved processing 
time by improving the pipeline, but does not solve some of the Hole-Filler Model  
 

 

Fig. 1. XML Medical Record 

<stream:filler id=“1.1” tsid=“5”> 
<patient>

    <pname> Mark </pname>  
    <sex> Male </sex> 
    <age> 56 </age>  
   ...  
  </patient> 
</stream:filler> 

<stream:filler id=“1” tsid=“1”> 
  <hospital> 
   <doctor> 
      <dname> David </dname> 
        <patients> 
          <stream:hole id=“1.1” tsid=“5”/> 
   ... 
   </doctor> 
   ... 
  </hospital > 
</stream:filler> 

<stream:filler id=“1.1.1” tsid=“9”> 
  <disease> Cancer </disease> 
</stream:filler>  

 

Fig. 2. Fragmented XML Document 
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issues. A medical records XML document [11] is shown in Fig. 1, and a fragmented 
XML document by the Hole-Filler Model [6] is shown in Fig. 2. 

2.3   XML Labeling  

For the query processing of a dynamic XML document, a labeling method, which is 
easily applied to insert and delete elements, is needed. Some existing labeling methods 
lack the document updating capability and search whole XML document trees again to 
re-calculate the overall label of the node, thus bringing costs higher [16]. 

A new labeling method has shown up as a consequence of the appearance of the 
dynamic XML document. This method is typical of the prime number labeling 
scheme [18, 19] applied to information which rarely affects other labels. This method 
assigns a label for each node, a prime number, to represent the ancestor-descendant 
relation and is designed not to affect the label of other nodes when updating the 
document. However, since it searches a considerable range of the XML tree again and 
re-records updated order information during the updating process, it presents a higher 
updating cost.   

3   Efficient Secure Access Control 

The proposed environment of an efficient and secure access control is shown in Fig. 3. 
It depicts medical records that need accurate real-time query answers by checking the 
authority and the role of valid users via access control policy when a query is 
requested.  

 

Fig. 3. Query Processing under XML Data Streams 
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3.1   Improved Role-Based Prime Number Labeling 

An improved role-based prime number labeling scheme is explained under a certain 
environment as Fig. 3. First of all, considering the characteristics of the proposed 
environment, the fragmentation of the XML document in Fig. 1 is shown in Fig. 4. 
Problems such as low processing time and waste of memory space needed due to 
additional information for the Hole-Filler Model in existing XFrag [6] is minimized 
as shown in Fig. 4. This means that information such as tag structure is no longer 
needed because the order of XML documents no longer needs to be considered. 

<stream:filler id=“1.1” > 
  <date> 05-09-2007 </date> 
  <doctor> 
    <diagnosis> cancer </diagnosis> 
    <dname> David </dname> 
  </doctor> 
  <bill>$40,000</bill> 
  <patient> 
    <pname> Mark </pname>     
    <sex> Male </sex> 
    <BT> 38 </BT> 
    <BP> 150 </BP> 
   ...  
  </patient> 
</stream:filler> 

<stream:filler id=“1”> 
  <hospital> 
   <deptname>Surgery</deptname> 
      <record> 
          <stream:hole id=“1.1”/> 
          <stream:hole id=“1.2”/> 
      …              
      </record> 
  <deptname>Pediatry</deptname> 
      <record> 
          <stream:hole id=“2.1”/> 
          <stream:hole id=“2.2”/> 
      …              
      </record> 
  … 
  </hospital> 
</stream:filler> 

 

Fig. 4. Partial Fragmentation in XML Data Streams 

Table 1. Role-Based Prime Number Table 

Role Role-Based Prime Number 

Patient 2 

Doctor 3 

Researcher 5 

Insurer 7 

 
After a fragmenting procedure of XML data streams, proper role-based prime 

numbers are assigned to nodes of the medical records XML data streams of Fig. 1 as 
shown in Table 1. Since roles are limited in any organization, it is possible to 
represent roles with a prime number. 

 

Improved Role-Based Prime Number Labeling Notation. The labels of all nodes 
are constructed by three significant components (L1, L2, and L3), which are unique. 
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1. Ancestor label component (L1) – The component that represents to the 
label of the parent node.  

2. Self label component (L2) – The component that represents the self label 
of a node in the XML document. 

3. Prime number product component (L3) – The component that represents 
the prime number product of accessible role for a node. A unique label is 
created by three components, which are concatenated by a “delimiter(.)”. 

 
Improved Role-Based Prime Number Labeling Scheme. The Labeling for an XML 
document is following. 

L1.L2.L3 

1. The root node is labeled with “null” because the root node does not have 
a sibling node and a parent node. 

2. The first child of the root node is labeled with label (N1),“a1.L3”. The 
second child of the root node is labeled with label (N2), “b1.L3”. 
Because of the parent node’s label (L1) is “null”, L1 and L2 is 
concatenated. The third component (L3) is optional in this level. If the 
third component is all roles’ accessible, the third component is able to 
omit. 

3. The first child of the second level N1 is labeled with label (NN1), 
“a1.a1.L3”. The second child of the second level N2 is labeled with label 
(NN2), “b1.a1.L3”. Because of the parent node’s label (L2) is inherited. 
The third component (L3) is labeled with prime number product for a 
node’s accessible roles. 

4. The first child of the third level NN1 is labeled with label (NNN1), 
“a1a1.a1.L3”. The second child of the third level NN2 is labeled with 
label (NNN2). “b1a1.a1.L3”. Because of the parent node’s label (L1 and 
L2) is inherited.  

5. The first child of the third level NNN1 is labeled with label, 
“a1a1a1.a1.L3”. The second child of the third level NNN2 is labeled 
with label, “b1a1a1.a1.L3”. Because of the parent node’s label (L1 and 
L2) is inherited. 

6. The third component (L3), prime number product of accessible roles for 
node is generated by following. 

 

- Date (210) : product of 2,3,5,7 ← accessible roles’ prime number 
- Doctor (30) : product of 2,3,5 
- Bill (14) : product of 2,7 
- Diagnosis (30) : product of 2,3,5  
- Dname (6) : product of 2,3  
- Patient (210) : product of 2,3,5,7  
- Sex (210) : product of 2,3,5,7  
- Pname (42) : product of 2,3,7  

The below Fig. 5 is the labeled XML tree by applying the above labeling scheme. 
The root node is labeled with an empty string. Then, the self label of the first child node  
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Fig. 5. Improved Role-Based Prime Number Labeling of Medical Records 

is “a1”, the second child is “b1”, the third is “c1”, and the fourth is “d1”. In Fig. 5, the 
label of the node concatenates its parent’s label and own label. For the two nodes 
“a1.a1.L3” and “a1a1.a1.L3”, “a1.a1.L3” is an ancestor of “a1a1.a1.L3” if “a1.a1.L3” is 
a prefix of “a1a1.a1.L3”. 

3.2   Query Processing Using Improved Role-Based Prime Number Labeling 

The proposed access control system’s architecture is shown in Fig. 6. The query 
processing procedure in Fig. 6 can be considered in two steps. The role check is done  
 

 

Fig. 6. Efficient Secure Access Control System 
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Table 2. Role Privacy Table 

Role 
Department Record 

Patient Doctor Insurer Researcher 

a1.a1 Mark David ING - 

a1.b1 Mary David AIG - 

... ... … … - 

Sugery 
(a1) 

… ... ...   … - 

b1.a1 Mary Angela AIG - 

... ...  … … - 
Pediatry 

(b1) 
… …  ... … - 

... ... …  ... … - 

 
in Step 1 using the ‘Role-Based Prime Number Table’ and final access authority is 
checked at Step 2 using the ‘Role Privacy Table’. Once a query from a mobile 
terminal is registered, access authority is checked at Step 1 by checking the prime 
number of the query terminal node. That is, access to Step 1 is permitted when the 
remainder of the L3 (prime number product of accessible roles) divided by the role of 
user becomes zero. Accessibility is finally checked at Step 2 referring to the ‘Role 
Privacy Table’ of Table 2. Moreover, as indicated in Section 2.1, query access is 
rejected by ‘denial-takes-precedence’. 

 
Example 1. (predicate + positive access control + positive access control) 
 
(1) //record/patient[pname=Mark]  
(2) "David" with role of doctor requests a query  
 
- step1, terminal node Pname=Mark’s label is verified : ‘a1a1d1.b1.42’  
- David's role = doctor : 3  
- 42%3=0, access is permitted  
- step2, only prefix label ‘a1a1’ and ‘a1b1’ are permitted for David by 'Role 

Privacy Table'  
- finally, ‘a1a1d1.b1.42’ (//record/patient[pname=Mark]) access permitted 
- response to the query  
 
Example 2. (predicate + positive access control + negative access control) 
 
(1) //record/patient[pname=Mark]  
(2) "Angela" with role of doctor requests a query 
  
- step1, terminal node pname=Mark’s is verified : ‘a1a1d1.b1.42’ 
- Angela's role = doctor : 3  
- 42%3=0, access is permitted  
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- step2, Only prefix label ‘b1a1’ is permitted for Angela by 'Role Privacy Table' 
- [pname=Mark] is ‘a1a1d1.b1.42’, access rejected  
- access to step1 permitted, access to step2 rejected.  
- finally query access rejected  
 
Example 3. (negative access control) 
 
(1) //record/patient/pname  
(2) one with role of researcher requests a query  
 
- step1, terminal node pname’s label is verified : *.*.42  
- researcher's role : 5  
- 42%5≠0, access rejected  
- finally, query rejected  

 
As shown in Example 3, the main benefit of the proposed method is that it 

processes the rejection query quickly. Because step 1 verify target node label and 
query requester’s role. 

3.3   Dynamic Role-Based Prime Number Labeling 

In this section, updates on XML documents are described by commonly used tree 
operations, namely, INSERT an element, text, or attribute, and DELETE an element, 
text, or attribute. In fact, deletion can be realized more easily. The deletion of a node 
will not affect the ordering of the nodes in the XML tree. However, INSERT operation 
is slightly more complicated than DELETE operation. 
 
Definition 1. (Insert Operation) For any two existing adjacent self labeling, Nleft and 
Nright, a new labeling Nnew can always be allocated between them without modifying 
already allocated labeling by the following Insert operation, where len(N) is defined 
as the bit length. 

1. Insert a node before the first sibling node, Nnew = Nleft with the last bit 
“1” change to “01” (⊕ means concatenation) 

2. Insert a node after the last sibling node, Nnew = Nright with the last bit 
“1” + 1 (+ means summation, If the last bit is “9”, last bit extension 
“9→91”, “99→991”) 

3. len(Nleft) ≥ len(Nright) then, Nnew = Nleft ⊕1 
4. len(Nleft) <  len(Nright) then, Nnew = Nright with the last bit “1” change to 

“01” 
 

Given two label strings “a01” and “a1”, “a01”≺“a1” lexicographically because the 
comparison is from left to right, and the second bit of “a01” is “0”, while the second 
bit of “a1” is “1”. Another example, “a1”≺ “a10” because “a1” is a prefix of “a10”. 
 

Definition 2. (Lexicographical order ≺) Given two labels Nleft and Nright, Nleft is 
lexicographically equal to Nright iff they are exactly the same. Nleft is said to be 
lexicographically smaller than Nright (Nleft ≺ Nright) iff 
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1. Nleft is a prefix of Nright, or 
2. “a01” ≺ “a1” ≺ “a10” ≺ “a2”, or compare Nleft and Nright by string. 

If the current string Ncurrent of Nleft and the current string Ncurrent of Nright satisfy 
condition (1), then Nleft ≺ Nright and the comparison is discontinued [13].  
 

Algorithm 1. Insert Between (Nleft, Nright) 

Input: Nleft ≺Nright  

Output Nnew such that Nleft≺Nnew≺Nright lexicographically 

Description: 

1 : if len(Nleft) ≥ len(Nright) then  

2 :    Nnew = Nleft ⊕1   // ⊕means concatenatin 

3 : else if len(Nleft) < len(Nright) then  

4 :    Nnew = Nright with the last bit “1” change to “01” 

5 : end if 

6 : return Nnew 

 
To insert a label string between “a1” and “b1”, the size of “a1” and “b1”is equal, 
therefore we directly concatenate one more “1” after “a1” (see lines 1 and 2 in 
Algorithm 1). The inserted label string is “a11”, and “a1” ≺“a11” ≺“b1” 
lexicographically. To insert a label string between “a1” and “a11”, the size of “a1” is 2 
which is smaller than the size 3 of “a11”, therefore we change the last “1” of “a11” to 
“01”, i.e. the inserted label string is “a101” (see lines 3 and 4 in Algorithm 1). 
Obviously, “a1” ≺ “a101” ≺ “a11” lexicographically. To insert a label string between 
“a11” and “b1”, the size of “a11” is 3 which is larger than the size 2 of “b1”, therefore 
we directly concatenate one more “a111” after “a11” (see lines 1 and 2 in Algorithm 1). 
The inserted label string is “a111”, and “a11” ≺“a111” ≺“b1” lexicographically. 

Our proposed dynamic role based-prime number labeling scheme guarantee that 
we don’t have update costs in XML updating such as Fig. 7. 

 

Fig. 7. Dynamic Update Labeling 
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3.4   Node Relationship 

Using labels of the parent nodes as a part of creating labels for child nodes helps to 
determine the ancestor-descendant relationships and the sibling relationship between 
nodes. For instance, in Fig. 7, by knowing a node called “a1.a1”, we can understand 
that its parent node label is “a1” and all nodes beginning with “a1” are its siblings. All 
of its children nodes shall have “a1a1” attached at front. 

Therefore, our labeling scheme will help to reduce the number of nodes that need 
to be accessed to carry out those tasks. These advantages make the tasks of doing 
retrieving, inserting, deleting or updating a lot easier. 

4   Experiments 

In this section, we compared our proposed labeling method in various ways. We used 
one PC with an Intel Pentium IV 2.66GHz CPU, with a main memory of 1GB using 
the MS Windows XP Professional OS. We have implemented a proposed labeling 
method in JAVA (JDK1.5.0) and used SAX from Sun Microsystems as the XML 
parser. For the database, we used an XMark datasets to generate XML documents [17]. 

4.1   Label Size 

We analyzed the label size of GRP (GRoup based Prefix labeling) scheme and LSDX 
(Labeling Scheme for Dynamic XML data) scheme, which supports dynamic XML 
data and we used XMark to generate the first ten XML documents, same as that used 
by [14]. We generated labels from those documents using our proposed dynamic 
labeling scheme and compared with those two schemes in term of total length of 
labels. We discovered that our dynamic labeling scheme can be average 3 times 
shorter compared to GRP scheme and more than average 2 times shorter compared to 
LSDX scheme [10]. Detailed figures are presented in the Fig. 8. 
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Fig. 9. Re-label Size 

For prime number labeling [18] are required to re-calculate is counted in Fig 9. But 
our proposed labeling need not re-label the existing nodes in updates. 

4.2   Rejection Query 

A rejection query is a user query that has to be rejected at all cases. Thirty intended 
rejection queries that suited each type of query were made up, and access control 
policy and actual number of detection of rejection queries was compared to this. The 
result is shown in Fig. 10. The experiment was conducted in three cases: "/" axis, "//" 
axis, and a case that has a predicate in a terminal node. The result demonstrates that 
the intended 30 rejection queries were detected 100%. 
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Fig. 10. Detection of Rejection Query   
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Fig. 11. Query Processing Time 

4.3   Query Processing Time 

Average query processing time was compared in two cases: one applied the access 
control method proposed in this paper and the other did not. Average processing time 
was measured according to random samples of XPath query numbers (50, 100, 200, 
300, and 500). Processing time is represented by an average time so that error of 
measurement can be minimized. Proposed access control time was not included in the 
processing time in the proposed method because it is reconstructed when an update 
such as insertion or deletion of medical records XML documents is made. Referring 
to role-based prime number which is generated before query processing, and query 
processing time including the pure procedure of authority checking was measured. 
Nonetheless, the fact that referring to access control information does not affect the 
system performance was discovered. Fig. 11 shows the results. 

5   Conclusions 

We presented the improved role-based prime number labeling scheme for an efficient 
secure access control in dynamic XML data streams. And we pointed out the 
limitations of existing access control and labeling schemes for XML data assuming 
that documents are frequently updated. We proposed the improved dynamic role-
based prime number labeling method where labels are encoded ancestor-descendant 
relationships and sibling relationship between nodes but need not to be regenerated 
when the document is updated. Our improved labeling scheme supports an infinite 
number of updates and guarantees the arbitrary nodes insertion at arbitrary position of 
the XML tree without label collisions. 

In this paper, Medical records XML documents and the proposed environment 
have the characteristic of infinite additions in width rather than in depth because of 
the increment of patients. In this manner, the proposed method was able to fully 
manage the size of documents that increase to infinity and can minimize the 
maintenance cost caused by dynamic changes. In terms of security, system load is 
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minimized and a perfect access control is implemented by application of two-step 
access point check. 
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Abstract. A secure and dependable dynamic partial reconfiguration (DPR) sys-
tem based on the AES-GCM cipher is developed, where the reconfigurable IP
cores are protected by encrypting and authenticating their bitstreams with AES-
GCM. In DPR systems, bitstream authentication is essential for avoiding fatal
damage caused by inadvertent bitstreams. Although encryption-only systems can
prevent bitstream cloning and reverse engineering, they cannot prevent erroneous
or malicious bitstreams from being accepted as valid. If a bitstream error is de-
tected after the system has already been partly configured, the system must be re-
configured with an errorless bitstream or at worst rebooted since the DPR changes
the hardware architecture itself and the system cannot recover itself to the initial
state by asserting a reset signal. In this regard, our system can recover from con-
figuration errors without rebooting. To the authors’ best knowledge, this is the
first DPR system featuring both bitstream protection and error recovery mecha-
nisms. Additionally, we clarify the relationship between the computation time and
the bitstream block size, and derive the optimal internal memory size necessary
to achieve the highest throughput. Furthermore, we implemented an AES-GCM-
based DPR system targeting the Virtex-5 device on an off-the-shelf board, and
demonstrated that all functions of bitstream decryption, verification, configura-
tion, and error recovery work correctly. This paper clarifies the throughput, the
hardware utilization, and the optimal memory configuration of said DPR system.

1 Introduction

Some recent Field-Programmable Gate Arrays (FPGAs) provide the ability of dynamic
partial reconfiguration (DPR), where a portion of the circuit is replaced with another
module while the rest of the circuit remains fully operational. By using DPR, the func-
tionality of the system is reactively altered by replacing hardware modules according
to, for example, user requests, performance requirements, or environmental changes. To
date, various applications of DPR have been reported: content distribution security [1],
low-power crypto-modules [2], video processing [3], automotive systems [4], fault-
tolerant systems [5] and software-defined radio [6] among others. It is expected that in
the near future, it will be more popular for mobile terminals and consumer electronics
to download hardware modules from the Internet in accordance with the intended use.

In DPR systems where intellectual property (IP) cores are downloaded from networks,
encrypting the hardware configuration data (= bitstream) is a requisite for protecting the
IP cores against illegal cloning and reverse engineering. Several FPGA families have

K. Matsuura and E. Fujisaki (Eds.): IWSEC 2008, LNCS 5312, pp. 261–278, 2008.
c© Springer-Verlag Berlin Heidelberg 2008



262 Y. Hori et al.

embedded decryptors and can be configured using encrypted bitstreams. However, such
embedded decryptors are available only for the entire configuration and not for DPR.
In addition to bitstream encryption, bitstream authentication is significant for protect-
ing DPR systems [7]. Encryption-only systems are not sufficiently secure as they cannot
prevent erroneous or malicious bitstreams from being used for configuration. Since DPR
changes the hardware architecture of the circuits, unauthorized bitstreams can cause fa-
tal, unrecoverable damage to the system. In this regard, a mechanism of error recovery
is essential for the practical use of DPR systems. If a bitstream error is detected after the
bitstream has already been partly configured, the system must be reconfigured with an
errorless bitstream. Note that the system cannot be recovered by asserting a reset signal
since the hardware architecture itself has changed.

Based on the above considerations, we developed a DPR system which is capable
of protecting bitstreams using AES-GCM (Advanced Encryption Standard [8]-Galois/
Counter Mode [9, 10]) and recovering from configuration errors. To the authors’ best
knowledge, a DPR system featuring all mechanisms of bitstream encryption, bitstream
verification and error recovery has not yet been developed, although several systems
without recovery mechanism have been reported so far [11, 12, 13].

AES-GCM is one of the latest authenticated encryption (AE) ciphers which can guar-
antee both the confidentiality and the authenticity of message, and therefore AE could
be effectively applied to DPR systems. Indeed, data encryption and authentication can
be achieved with two separate algorithms, but if the area and speed performance of
the two algorithms are not balanced, the overall performance is determined by the
worse-performing algorithm. Therefore, AE is expected to enable more area-efficient
and high-speed DPR implementations. Since other AE algorithms are not parallelizable
or pipelinable, and thus not necessarily suitable for hardware implementation [14], the
use of AES-GCM is currently the best solution for protecting bitstreams.

The configuration of a downloaded IP core starts after its bitstream is successfully
verified. Bitstreams of large IP cores are split into several blocks, and verification is per-
formed for each block. If the bitstream verification of a particular block fails after some
other blocks have already been configured, the configuration process is abandoned, and
reconfiguration starts with an initialization bitstream. In this configuration method, the
size of the split bitstream significantly influences both the speed and the area perfor-
mance. Since the decrypted bitstream must not flow out of the device and is thus stored
to the internal memory, the size of the split bitstream determines the required memory
resources. Although it is often thought that the speed performance can be improved by
increasing the size of the available memory, our study revealed that the overall through-
put can be maximized by using optimally sized internal memory.

This paper describes the architecture, memory configuration, implementation results,
and performance evaluation of an AES-GCM-based DPR system featuring an error re-
covery mechanism. The system is implemented targeting Virtex-5 on an off-the-shelf
board, and we demonstrate that its mechanisms of bitstream encryption, verification
and error recovery work successfully. The rest of this paper is organized as follows.
Section 2 introduces past studies on DPR security. Section 3 explains the process of
partial reconfiguration of a Xilinx FPGA. Section 4 briefly explains the cryptographic
algorithms related to our implementation. Section 5 describes the architecture of our
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DPR system and explains the functions implemented in it. Section 6 determines the op-
timal memory configuration of the DPR system and describes the experimental results,
implementation results, and evaluation of the systems. Finally, Section 7 summarizes
this paper and presents future work.

2 Related Work

Xilinx Virtex series devices support configuration through encrypted bitstreams by uti-
lizing built-in bitstream decryptors. Virtex-II and Virtex-II Pro support the Triple Data
Encryption Standard (Triple-DES) [15] with a 56-bit key, while Virtex-4 and Virtex-5
support AES with a 256-bit key. The key is stored to the dedicated volatile memory
inside the FPGA. Therefore, the storage must always be supplied with power through
an external battery. Unfortunately, the functionality of configuration through encrypted
bitstreams is not available when using DPR, and if the device is configured using the
built-in bitstream decryptor, the DPR function is disabled. Therefore, in DPR systems,
partial bitstreams must be decrypted by utilizing user logic.

Bossuet et al. proposed a secure configuration method for DPR systems [11]. Their
system allows the use of arbitrary cryptographic algorithms since the bitstream decryp-
tor itself is implemented as a reconfigurable module. However, although their method
uses bitstream encryption, it does not consider the authenticity of the bitstreams.

Zeineddini and Gaj developed a DPR system which uses separate encryption and au-
thentication algorithms for bitstream protection [12], where AES was used for bitstream
encryption and SHA-1 for authentication. AES and SHA-1 were implemented as C pro-
grams and run on two types of embedded microprocessors: PowerPC and MicroBlaze.
The total processing times needed for the authentication, decryption, and configuration
of a 14-KB bitstream on PowerPC and MicroBlaze were approximately 400 ms and 2.3
sec, respectively. Such performances, however, would be insufficient for practical DPR
systems.

Parelkar used AE to protect FPGA bitstreams [13], and implemented various AE
algorithms: Offset CodeBook (OCB) [16], Counter with CBC-MAC (CCM) [17] and
EAX [18] modes of operation with AES. In order to compare the performance of the
AE method with separate encryption and authentication methods, SHA-1 and SHA-512
were also implemented using AES-ECB (Electronic CodeBook).

3 Partial Reconfiguration of FPGAs

This section briefly describes the architecture of Xilinx FPGAs and the features of par-
tial reconfiguration with Xilinx devices. Detailed information about Xilinx FPGAs can
be found in [19,20]. For more detailed information about Xilinx partial reconfiguration,
see [21].

3.1 Xilinx FPGA

Xilinx FPGAs consist of Configurable Logic Blocks (CLBs), which compute various
logic, and an interconnection area which connects the CLBs. CLBs are composed of
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several reconfigurable units called slices, and slices in turn contain several look-up ta-
bles (LUTs), which are the smallest reconfigurable logic units. In Virtex-5, each CLB
contains two slices, and each slice contains four 6-input LUTs. In Virtex-4 and earlier
Virtex series devices, each CLB contains four slices, and each slice contains two 4-input
LUTs. While the LUTs can be used as memory, Xilinx FPGAs also contain dedicated
memory blocks referred to as BlockRAMs or BRAMs.

3.2 Partial Reconfiguration Overview

In Xilinx FPGAs, modules which can be dynamically replaced are called Partially Re-
configurable Modules (PRMs), and the areas where PRMs are placed are called Par-
tially Reconfigurable Regions (PRRs). PRMs are rectangular and can be of arbitrary
size. Figure 1 shows an example structure of the partially reconfigurable design.

The smallest unit of a bitstream which can be accessed is called a frame. In Virtex-5
devices, a frame designates a 1312-bit piece of configuration information corresponding
to the height of 20 CLBs. A bitstream of PRMs is a collection of frames. In Virtex-II
Pro and earlier Virtex devices, the height of the frame is the same as the height of the
device. Figure 2 illustrates the frames of Virtex-II Pro and Virtex-5.

3.3 Bus Macro

All signals between the PRMs and the fixed modules must pass through bus macros
in order to lock the wiring. In Virtex-5 devices, the bus macros are 4-bit-wide pre-
routed macros composed of four 6-input Lookup Tables (LUTs). The bus macros must
be placed inside the PRMs. Furthermore, the bus macros of older device families are
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8-bit-wide pre-routed macros composed of sixteen 4-input LUTs, which are placed on
the PRM boundary.

3.4 Internal Configuration Access Port

Virtex-II and newer Virtex series devices support self DPR through the Internal Con-
figuration Access Port (ICAP). ICAPs practically work in the same manner as the Se-
lectMAP configuration interface. Since user logic can access the configuration memory
through ICAPs, the partial reconfiguration of FPGAs can be controlled by internal user
logic. In Virtex-5 devices, the data width of the ICAP can be set to 8, 16 or 32 bits.

4 Cryptographic Algorithm

4.1 Advanced Encryption Standard

AES is a symmetric key block cipher algorithm standardized by the U.S. National In-
stitute of Standard and Technologies (NIST) [8]. AES replaces the previous Data En-
cryption Standard (DES) [22], whose 56-bit key is currently considered too short and
not sufficiently secure. The block length of AES is 128 bits, and the key length can be
set to 128, 196, or 256 bits.

4.2 Galois/Counter Mode of Operation

The GCM [9] is one of the latest modes of operation standardized by NIST [10]. Fig-
ure 3 shows an example of GCM operation mode.

In order to generate a message authentication code (MAC), which is also called a
security tag, GCM uses universal hashing based on product-sum operation in the finite
field GF(2w). The product-sum operation in GF(2w) enables faster and more compact
hardware implementation compared to integer computation. The encryption and the de-
cryption scheme of GCM is based on the CTR mode of operation [23], which can be
highly parallelized and pipelined. Therefore, GCM is suitable for hardware implemen-
tation, entailing a wide variety of performance advantages such as compactness to high
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speed [24, 25]. Other AE algorithms are not necessarily suitable for hardware imple-
mentation as they are impossible to parallelize or pipeline [14].

AES-GCM is one of the GCM applications which uses AES as the encryption core.
Since AES is also based on the product-sum operation in GF(2w), either compact or
high-speed hardware implementation is possible. Therefore, the use of AES-GCM can
meet various performance requirements and is the best solution for protecting FPGA
bitstreams in DPR systems.

5 AES-GCM-Based DPR Systems

This section describes the architecture of our DPR system, which uses AES-GCM for
bitstream encryption/decryption and verification and is capable of recovering from con-
figuration errors. Figure 4 shows a block diagram of said system. The length of the AES
key and the initial vector (IV) are set to 128 bits and 96 bits, respectively, and the AES
key is embedded into the system.

5.1 Configuration Flow Overview

Encrypted bitstreams from PRMs are transferred from the host computer via RS232
and are stored to the external 36x256K-bit SSRAM. The configuration of the PRM
starts when a configuration command is sent from the host computer. The downloaded
bitstreams are decrypted by the AES-GCM module, and their authenticity is verified si-
multaneously. Since the plain bitstreams must not leak out to the device, the decrypted
bitstreams must be stored to the internal memory (Block RAM). Furthermore, since the
size of the internal memory is relatively small, large bitstreams are split into several
blocks, and decryption and verification is performed to each bitstream block. To distin-
guish the divided bitstream block from the AES 128-bit data block, we define the former
as Bitstream Block (BSB). In the system, the memory size is set to 128x2k bits, and is
at most 128x8192 (1 Mb) due to device resource limitations. After the integrity of the
bitstream has been verified, the decrypted bitstream is read from the internal memory
and transferred to the ICAP to configure the PRM.
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Bitstream Encryption and Authentication Using AES-GCM 267

Note that AES-GCM requires initial processing such as key scheduling and IV setup
for each BSB. Therefore, the computation effort for the same bitstream increases with
the number of BSBs. The smaller the internal memory is, the more compact the sys-
tem will be; however, computation effort will increase. Conversely, if the memory size
is large, computation effort will decrease, although the system will require more hard-
ware resources. Furthermore, since additional data such as a security tag, IV, and data
length, are attached to each BSB, the size of the downloaded data increases with the
number of BSBs. The trade-off between internal memory size, downloaded data size
and computation effort is clarified in Section 5.3 and Section 5.4.

The consideration is that simply dividing a bitstream into several BSBs will be vul-
nerable against removal or insertion of a BSB. Though AES-GCM can detect tamper-
ing with the BSB, it does not care the number or order of the successive BSBs. For
example, even if one of the successive BSBs is removed, AES-GCM cannot detect the
disappearance of the BSB and thus the system would be incompletely configured. In
addition, if a malicious BSB with its correct security tag is inserted to the series of the
BSBs, AES-GCM will recognize the inserted BSB as legitimate and thus the malicious
BSB will be configured in the device, causing system malfunction, data leakage and so
on. Therefore, some protection scheme to prevent BSB removal and insertion is nec-
essary for DPR systems. The protection scheme against these problems is discussed in
section 5.7.

5.2 Data Structure

In order to decrypt a PRM bitstream with AES-GCM, information about the security
tag, data length, and IV need to be appended to the head of the bitstream. Large bit-
streams are divided into several BSBs, and each BSB contains such header information.
In addition, the first BSB contains information about the total bitstream length. Figure 5
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Fig. 5. General structure of bitstreams stored to SSRAM
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shows the structure of the downloaded bitstream together with the header information,
which is loaded from SSRAM and set to the registers in the AES-GCM module when
the PRM configuration begins.

5.3 Bitstream Decryption and Verification

In the AES-GCM module, the major component (the S-box) is implemented using com-
posite field. The initial setup of AES-GCM takes 59 cycles, and the first BSB takes 19
additional cycles for setting up the total length of the entire bitstream. A 128-bit data
block is decrypted in 13 clock cycles, including SSRAM access time, and the decrypted
data are stored to the internal memory. The last block of BSB requires 10 clock cycles
in addition to the usual 13 for the purpose of calculating the security tag. The secu-
rity tag is calculated using GHAS H function defined below, where A is the additional
authentication data, C is the ciphertext and H is the hash subkey.

Xi =

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

0 i = 0

(Xi−1 ⊕ Ai) · H i = 1, . . . ,m − 1

(Xm−1 ⊕ (A∗m||0128−v)) · H i = m

(Xi−1 ⊕Ci−m) · H i = m + 1, . . . ,m + n − 1

(Xm+n−1 ⊕ (C∗n||0128−u)) · H i = m + n

(Xm+n ⊕ (len(A)||len(C))) · H i = m + n + 1

(1)

The final value Xm+n+1 becomes the security tag. In GHAS H function, the 128 x 128-bit
multiplication over Galois Field (GF) is achieved using 128 x 16-bit GF multiplier eight
times for saving the hardware resources. Fig.6 shows the GF multiplier implemented in
the AES-GCM module. The partial products of the 128 x 16-bit multiplier are summed
up into the 128-bit register Z. The calculation of Z finishes in 8 clock cycles.

An example timing chart of the AES-GCM module including the initial setup is
shown in Figure 7. Suppose that the size of the entire bitstream is S bits, and that it is
split into n BSBs. Let the size of the k th BSB be bk bits, and b1, b2, . . . , bn−1 be BSBs
of the same size b. Then, the entire size S is expressed as follows:

S =
n∑

k=1

bk =

n−1∑

k=1

b + bn = (n − 1) · b + bn. (2)

As Figure 7 illustrates, the required number of clock cycles Taes for the decryption
and verification of the entire bitstream is

Taes = 19 + (n − 1) ·
(

59 + 13 · b
128
+ 10 + 2

)

+

(

59 + 13 · bn

128
+ 10 + 2

)

= 19 +
13 (n − 1) b + 13 bn

128
+ 71 n

=
13 S
128

+ 71 n + 19 (∵ S = (n − 1) b + bn) . (3)

As the above equation indicates, the computation effort for AES-GCM increases with
the number of BSBs n.
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5.4 PRM Configuration

Unlike other DPR systems, our system does not use an embedded processor to control
the partial reconfiguration. The input data and control signals from the ICAP are directly
connected to and controlled by the user logic. Thus, our system is free from the delay
of processor buses. In the system, the width of the ICAP data port is set to 32 bits.
When the frequency of the input data to the ICAP is f [MHz], the throughput of the
reconfiguration process Picap is

Picap = 32 f [Mbps]. (4)

In Virtex-5, the maximum frequency of the ICAP is limited to 100 MHz, thus the ideal
throughput of the reconfiguration process is 3,200 Mbps.

Figure 7 also shows the timing of the configuration of the PRM bitstream. When the
size of the BSB is b bits, the configuration of the BSB finishes in b/32 cycles. The last
BSB takes 5 additional cycles to flush the buffer in the device. Therefore, the required
number of computation cycles for the PRM configuration Trecon f is

Trecon f = (n − 1) · b
32
+

(
bn

32
+ 5

)

=
S
32
+ 5 (∵ S = (n − 1) b + bn). (5)

5.5 Error Recovery

In the system, the first several bytes of the SSRAM are reserved for the initialization
PRM, which is used for recovering the system from DPR errors. The use of the initial-
ization PRM enables the system to return to the start-up state without rebooting the en-
tire system. Thus, processes executed in other modules can retain their data even when
DPR errors occur. The bitstream of the initialization PRM is encrypted and processed in
the same way as that of other PRMs. If the bitstream size is S bits, the computation time
for decryption, verification, and configuration is derived from equations (3) and (5).

When bitstream verification fails with AES-GCM, the current process is abandoned
and configuration of the initialization PRM is started. Note that the unauthorized BSB is
still in the internal memory and it will be overwritten by the initial PRM. Therefore, the
unauthorized bitstream will be safely erased and will not be configured in the system. If
the verification of the initialization PRM fails due to, for example, bitstream tampering
or memory bus damage, the system discontinues the configuration process and prompts
the user to reboot the system.

5.6 Overall Computation Time

The decryption, verification, and configuration of the BSBs is processed in a course-
grained pipeline, as shown in Figure 7. The configuration of all BSBs except the last
BSB overlaps with the decryption process. Therefore, the total computation time T ,
including bitstream encryption, verification, and configuration, is

T =

(
13
128

S + 71 n + 19

)

+

(
bn

32
+ 5

)

=
13

128
S + 71 n +

bn

32
+ 24. (6)
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If the bitstream encryption, verification and configuration cannot be processed in a
pipeline, the total number of computation cycles T ′ is

T ′ = Taes + Trecon f

=

(
13

128
S + 71 n + 19

)

+

( S
32
+ 5

)

=
17

128
S + 71 n + 24. (7)

Considering that S ≥ bn, the improvement of the computation time due to the use of
a course-grained pipeline architecture is

T ′ − T =
S − bn

32
(≥ 0). (8)

5.7 Countermeasure against BSB Removal and Insertion

As mentioned in section 5.1, dividing the bitstream into several BSBs is vulnerable
against attacks of BSB removal and insertion. One scheme to protect such attacks is
to use sequential numbers as the initial vector (IV) for calculating security tag. In this
protection scheme, each BSB has Block Number (BN) that denotes the position of the
BSB in the bitstream. The initial BN is unique to each PRM. The BN of the first BSB
is used as IV and simultaneously stored to the internal register or memory. The stored
BN is incremented and used as IV every time a BSB is loaded. If the loaded BSB has
different BN from the stored value, the configuration is immediately terminated and the
recovery process is started.

The computation time slightly increases when BN is used for the bitstream protec-
tion, because reading BN from SSRAM takes several clock cycles. Suppose that the
length of BN is lBN . The clock cycles required to read BN are �lBN/32�, as the width of
the SSRAM is 32 bits. In this case, the total computation time with pipeline processing
(TBN) is

TBN =

(
13
128

S +

(

71 +

⌈
lBN

32

⌉)

n + 19

)

+

(
bn

32
+ 5

)

=
13

128
S +

(

71 +

⌈
lBN

32

⌉)

n +
bn

32
+ 24. (9)

The increased time due to the use of BN is

TBN − T =

⌈
lBN

32

⌉

n. (10)

The equation (10) indicates that the additional BN will have more effect on computation
time as the number of the BSBs n increases. As is given in Section 6.2, the size of n is
typically 4 to 16. Thus, the time increase caused by using BN is quite small compared
to the total computation time.

This study is the first step toward developing a secure practical DPR system and its
main purpose is to demonstrate the feasibility of the recovery mechanism of the AES-
GCM-based DPR system, so the additional protection logic with BN is currently not
implemented. Implementing the additional protection logic is left as future work.
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6 Implementation

This section describes the implementation results of the abovementioned AES-GCM-
based DPR system (hereinafter PR-AES-GCM). PR-AES-GCM is implemented tar-
geting Virtex-5 (XC5VLX50T-FFG1136) on an ML505 board [26]. The systems are
designed using Xilinx Early Access Partial Reconfiguration (EA PR) flow [27] and are
implemented with ISE 9.1.02i PR10 and PlanAhead 9.2.7 [28].

6.1 PRM Implementation

In order to test whether all mechanisms of bitstream encryption, verification, and
error recovery work properly, we implemented two simple function blocks, a 28-bit up-
counter, and a 28-bit down-counter as PRMs. In addition, two bus macros were placed
in the PRR for the input and output signals, respectively. The most significant 4 bits
of the counter were the outputted from the PRM and connected to LEDs on the board.
The PRR contained 80 slices, 640 LUTs, and 320 registers. The size of the bitstream
for this area became about 12 KB (= 96 K bits), which could change slightly depend-
ing on the complexity of the implemented functions. The sizes of the up-counter and
down-counter PRMs were 87,200 and 85,856 bits, respectively.

6.2 Internal Memory

In order to determine the required size of the internal memory, equation (6) should be
transformed to express the relationship between T and b. For estimation purposes, we
suppose that the size of the last BSB bn is b bits. In this case, equation (6) is rewritten
as follows:

T =

(
13

128
S + 71 n + 19

)

+

(
bn

32
+ 5

)

=
13

128
S +

71 S
b
+

b
32
+ 24. (∵ S = n · b) (11)

Figure 8 illustrates the variation of the total computation time T in accordance with
the BSB size b under the conditions S = 216, 217, 218, 219 and 220. For comparison,
equation (7) is transformed as follows, and its graph is also shown in Figure 8.

T ′ = Taes + Trecon f

=

(
13

128
S + 71 n + 19

)

+

( S
32
+ 5

)

=
17
128

S +
71 S

b
+ 24. (∵ S = n · b) (12)

As Figure 8 clearly shows, the course-grained pipeline architecture is effective for
shortening the overall processing time. The computation cycles in non-pipelined cir-
cuits decrease monotonically, while those in pipelined circuits have minimal values, as
indicated by the arrows in Figure 8. When the entire size S is 216, 217, 218, 219 or 220,
the respective BSB sizes b which minimize T are 214, 214, 215, 215 and 216. The most



Bitstream Encryption and Authentication Using AES-GCM 273

103

104

105

106

22021821621421221028

C
om

pu
ta

tio
n 

cy
cl

es
 (

T
) 

[c
yc

le
]

Bitstream block size (s) [bit]

min

pipeline, S = 220

pipeline, S = 219

pipeline, S = 218

pipeline, S = 217

pipeline, S = 216

non-pipeline, S = 220

non-pipeline, S = 219

non-pipeline, S = 218

non-pipeline, S = 217

non-pipeline, S = 216

Fig. 8. Relationship between the BSB size b and the total number of computation cycles T and T ′

time-efficient DPR systems were realized by setting the size of the internal memory to
b as derived here. Equation (11) is useful for balancing the computation time and circuit
size under the required speed and area performance.

Incidentally, the system with the BN-based protection shows completely the same
results as ones given above, that is, the respective optimal sizes b are 214, 214, 215, 215

and 216 for the same S values.
After deriving the relationship between T and b, we determined the most time-

efficient memory configuration for the PRMs introduced in Section 6.1. The size S
should be set to a slightly larger value than the prepared PRMs in order to accommo-
date other PRMs with different sizes. Therefore, S is set to 217, which is the minimal
2w meeting the requirement 2w > 87200. As Figure 8 illustrates, the optimal BSB size
b under the condition S = 217 is 214. Therefore, the internal memory configuration is
set to 128 × 128 (= 214) bits.

6.3 Hardware Resource Utilization

Table 1 shows the hardware utilization of PR-AES-GCM implemented on a Virtex-5.
The “Overall” item shows the total amount of hardware resources used by all mod-
ules except PRM. Table 1 also describes the hardware utilization of each module as a
standalone implementation.

The hardware architecture of Virtex-5 is vastly different from that of earlier devices
such as Virtex-II Pro and Virtex-4. Each slice in Virtex-5 contains four 6-input LUTs,
whereas that of earlier devices contains two 4-input LUTs. Thus, the number of slices
is smaller in the Virtex-5 implementation. In order to give a fair comparison with other
studies, we also implemented the above system on a Virtex-II Pro (XC2VP30-FF896).
The hardware utilization of PR-AES-GCM on Virtex-II Pro is given in Table 2.
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Table 1. Hardware utilization of the static module of PR-AES-GCM on Virtex-5 (XC5VLX50T)

Module Register (%) LUT (%) Slice (%) BRAM (%)
Overall 2,876 10.0% 5,965 20.7% 1,958 27.2% 5 8.3%
AES-GCM 1,382 4.8% 3,691 12.8% 1,615 22.4% 0 0.0%

MAIN CTRL 463 1.6% 643 2.2% 360 5.0% 0 0.0%
AES CTRL 164 0.6% 277 1.0% 192 2.7% 0 0.0%

SSRAM CTRL 103 0.4% 174 0.6% 97 1.3% 1 1.7%
RECONF CTRL 68 0.2% 142 0.5% 76 1.1% 0 0.0%

RAM CTRL 143 0.5% 156 0.5% 161 2.2% 0 0.0%
CONFIG RAM 0 0.0% 0 0.0% 0 0.0% 4 6.7%

Table 2. Hardware utilization of the static module of PR-AES-GCM on Virtex-II Pro (XC2VP30)

Module Register (%) LUT (%) Slice (%) BRAM (%)
Overall 2,900 10.6% 8,080 29.5% 4,900 35.8% 4 2.9%
AES-GCM 1,387 5.1% 5,566 20.3% 3,233 23.6% 0 0.0%

MAIN CTRL 463 1.7% 1,133 4.1% 713 5.2% 0 0.0%
AES CTRL 173 0.6% 316 1.2% 166 1.2% 0 0.0%

SSRAM CTRL 103 0.4% 218 0.8% 132 1.0% 0 0.0%
RECONF CTRL 59 0.2% 153 0.6% 94 0.7% 0 0.0%

RAM CTRL 143 0.5% 168 0.6% 97 0.7% 0 0.0%
CONFIG RAM 0 0.0% 0 0.0% 0 0.0% 4 2.9%

Here we consider the hardware utilization of the additional protection logic using
BN. The logic needs registers or memory to store BN and comparators to verify if the
BSB has correct BN. In addition, an adder is required to increment the BN stored in the
register. To estimate the required resources for the protection logic, we implemented it
on Virtex-5 and Virtex-II Pro under the condition that the size of BN is 128 bits. As
a result, the logic utilizes 129 registers, 173 LUTs and 45 slices on Virtex-5, and 129
registers, 194 LUTs and 99 slices on Virtex-II Pro. These utilizations are all less than
1% of the entire resources. Therefore, the additional circuit will have little effect on the
resource utilization of the whole system.

6.4 DPR Experiments

In order to experimentally demonstrate that all functions of bitstream encryption, verifi-
cation, and configuration as well as the error recovery mechanism operate correctly, we
configured the PRMs on the developed DPR system. Figure 9 shows the structure of the
bitstreams in the DPR experiment. The PRM with the up-counter (hereinafter PRM0) is
placed at address 0 as the initialization bitstream, and the PRM with the down-counter
(hereinafter PRM1) is placed at address 8192. Configuration with an erroneous bit-
stream was emulated by inverting the first byte of the bitstream of PRM1 and using the
bitstream thus obtained for PRM2.
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Fig. 9. Bitstream structure in SSRAM in the DPR experiment

The experimental procedure is outlined below.

1. The system is booted. Note that the most significant 4 bits of the counter in the
PRM0 are connected to LEDs on the board.

2. The configuration command is sent from the host computer with the SSRAM ad-
dress “8192” to configure PRM1.

3. The bitstream at address 8192 is loaded from SSRAM, decrypted, verified, and
configured.

4. The configuration command is sent from the host computer with the SSRAM ad-
dress “16384” to configure PRM2.

5. The bitstream at address 16384 is loaded from SSRAM, decrypted, verified, and
configured.

When the system was booted, the LEDs indicated that the up-counter was imple-
mented in PRM0, and after PRM1 was configured, the LEDs indicated that the down-
counter was implemented in PRM1. This result shows that the decryption and verification
with AES-GCM worked correctly and that DPR was performed successfully.

After PRM2 was configured, the LEDs indicated that the up-counter was imple-
mented in PRM0. Note that PRM2 is an erroneous bitstream generated based on the
output of PRM1, which is equipped with the down-counter. This result shows that the
configuration of PRM2 failed and the system was reconfigured with PRM0, which is
equipped with the up-counter. Therefore, the error recovery mechanism was demon-
strated to operate correctly.

6.5 Performance Evaluation

The clock frequency of PR-AES-GCM is 100 MHz. In order to enable comparison
with [12], the computation time required to configure a 14,112-byte (112,896-bit) PRM
is described in Table 3. Decryption, verification, and configuration with PR-AES-GCM
can be implemented in a pipeline, and the respective computation time is derived from
equation (6).

In PowerPC and MicroBlaze systems, authentication, decryption, and reconfigura-
tion are performed sequentially, and therefore the overall processing time is simply the
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Table 3. Comparison of the performances of different secure PR systems (14,112 bytes PRM)

System Device Slice Verification Decryption Configuration Overall Ratio
PR-AES-GCM XC5VLX50T 4,900∗ 119.110 µs 35.3 µs 123.72 µs 1

947.8 Mbps 3195 Mbps 913 Mbps
PowerPC [12] XC2VP30 1,334∗∗ 139 ms 208 ms 56 ms 403 ms 3257

812 kbps 543 kbps 2016 kbps 280 kbps
MicroBlaze [12] XC2VP30 1,706∗∗ 776 ms 1472 ms 32 ms 2280 ms 18429

145 kbps 77 kbps 3528 kbps 50 kbps
AES-OCB [13] XC4VLX60 2,964 601 Mbps - -
AES-CCM [13] XC4VLX60 2,799 255 Mbps - -
AES-EAX [13] XC4VLX60 2,993 287 Mbps - -
∗ The slice utilization of Virtex-II Pro is shown for the purpose of fair comparison.
∗∗ Includes only the reconfiguration controllers.

sum of the processing times of each step. Table 3 also gives the throughput of other AE
algorithms as reported in [13].

6.6 Analysis of the Results

The results of the experiment in Section 6.4 indicate that all functions of bitstream de-
cryption, verification, configuration, and error recovery work properly. Thus, the system
described above is the first operational DPR system featuring both bitstream protection
and error recovery mechanisms.

As shown in Table 3, PR-AES-GCM achieved the highest overall throughput of over
900 Mbps with only about 1/3 slice utilization. Note that PR-AES-GCM includes er-
ror recovery logic, an SSRAM controller, etc. Additionally, the AES-GCM module
achieved a throughput of about 950 Mbps, which is faster than those of other AE meth-
ods of OCB, CCM, and EAX. It is remarkable that such high throughput is achieved
with such small size of the internal memory as determined by equation (11). The per-
formance of the system is often thought to improve as the memory size increases. How-
ever, in course-grained DPR architectures, equation (11) reveals that optimally sized
internal memory can maximize the throughput of the entire system. The device can ac-
commodate at most 128× 213 bits of memory, while our system uses only 128× 27 bits.
Therefore, sufficient memory resources are available for various user logic.

Furthermore, PowerPC and MicroBlaze DPR systems require an overall computation
time between several hundred milliseconds and several seconds, which is unacceptable
for practical DPR systems. Therefore, authentication, decryption, and reconfiguration
should be processed using dedicated hardware in order to realize practical DPR systems.
Compared to software AE systems, our approach attained extremely high performance,
where PR-AES-GCM achieved a 3257 times higher throughput than the PowerPC sys-
tem and an 18429 times higher throughput than the MicroBlaze system.

7 Conclusions

We developed a secure and dependable dynamic partial reconfiguration (DPR) system
featuring AES-GCM authentication and error recovery mechanisms. Furthermore, it
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was experimentally demonstrated that the functions of bitstream decryption, verifica-
tion, configuration, and error recovery operate correctly. To the authors’ best knowl-
edge, this is the first operational DPR system featuring both bitstream protection and
error recovery mechanisms.

Through the implementation of the above system on a Virtex-5 (XC5VLX50T),
AES-GCM achieved a throughput of about 950 Mbps, and the entire system achieved
a throughput of more than 910 Mbps, which is sufficient for practical DPR use, and
utilized only 1/3 of the slices. This performance is higher than that of other modes of
operation such as OCB, CCM, and EAX.

Remarkably, it was found that using optimally sized internal memory entails the
highest throughput in the DPR system. Although it is often thought that the performance
of the system improves as the memory increases, our study revealed that optimizing the
size of the internal memory depending on the size of the entire bitstream provides the
shortest processing times. Thus, our system was able to achieve the highest throughput
with the least amount of memory resources.

The future work of this study is to implement further security mechanisms to prevent
attacks such as the bitstream block removal and insertion. This paper showed that the
protection scheme using block numbers as the initial vector would be implemented with
hardly sacrificing the computation time and hardware resources. Another future work is
to develop various application systems, such as content distribution and multi-algorithm
cryptoprocessors, based on the DPR system described above.
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Abstract. On today’s open computing platforms, attackers can often
extract sensitive data from a program’s stack, heap, or files. To address
this problem, we designed and implemented a new primitive that helps
provide better security for ciphers that use keys stored in easily accessible
locations. Given a particular symmetric key, our approach generates two
functions for encryption and decryption: The short-key function uses the
original key, while the functionally equivalent long-key version works with
an arbitrarily long key derived from the short key. On common PC archi-
tectures, such a long key normally does not fit in stack frames or cache
blocks, forcing an attacker to search memory space. Even if extracted
from memory, the long key is neither easily compressible nor useful in
recovering the short key. Using a pseudorandom generator and addi-
tional novel software-protection techniques, we show how to implement
this construction securely for AES. Potential applications include white-
box ciphers, DRM schemes, software smartcards, and challenge-response
authentication, as well as any scenario where a key of controllable length
is useful to enforce desired security properties.

1 Introduction

On today’s computing systems, security often relies on public-key cryptography
and symmetric ciphers. Protection of cryptographic keys against eavesdroppers
is a crucial issue. While the problem of keeping secret keys secret during key
exchange is well understood in principle, hiding data in memory or on disk
is difficult on open platforms. In particular, symmetric keys are often used for
performance reasons, but support only “private” operations that must be secured
against malicious observation and tampering. For example, viruses and bots
can scan a user’s hard drive or launch side-channel attacks on cryptographic
functions [25, 30]. Widely available tools like debuggers and system monitors
facilitate both manual and automated extraction of keys from unsecured storage.

In practice, software has used various key-protection approaches to create
roadblocks against access to sensitive data at runtime. For example, white-
boxing [8, 9] transforms keys into code that performs cryptographic operations
without using key material explicitly. Obfuscation and tamper-resistance tech-
niques [1, 2, 6, 10, 11, 21, 28] similarly help to prevent hackers from easily finding
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and extracting keys. Unfortunately, such methods provide limited solutions that
work only under restrictions and offer few security guarantees or analyses.

In this paper, we approach the problem from a different angle and implement
a secure cryptographic system based on our long-short-key primitive (LSK). LSK
is a universal tool to address concerns with easy key extraction and distribution.
Like white-boxing, our method generates code for cryptographic operations with
a given key. However, instead of obfuscation, we transform the key into an arbi-
trarily long data stream that is used to implement encryption and decryption.
This transform is one-way, so that the original short key cannot be efficiently
reconstructed from the long version. Moreover, the long key cannot be easily
compressed, forcing a lower bound on the size of any hack derived from the long
key. The idea of LSK is related to theoretical approaches to bounded storage
and retrieval [5, 14]; however, earlier work has not applied such techniques to
the problem of keys exposed during cryptographic operations.

More specifically, our approach accepts a symmetric key as input and gener-
ates two corresponding functions for cryptographic operations using that key:

– The short-key function uses the original unprotected cipher key for efficient
encryption and decryption. The secret key may be either incorporated into
the function code or passed in as a parameter, so that a single short-key
function can suffice for all keys. Typically compact and efficient, this func-
tion’s implementation should run only in a secure environment, such as a
protected server or tamper-resistant smartcard.

– The long-key function is operationally equivalent to the short-key version,
but uses an arbitrarily large data block derived from the short key. The
size of the long key is a security parameter. The owner of the short key
generates the long key from the short key and an optional secret. Given the
long key, efficient recovery of the short key is not possible. The entire long
key is required for encryption and decryption of data in general, though a
particular input text may use only a portion of the long key.

The main goal of our approach is to provide a guaranteed security property,
namely minimum effort needed to analyze a long-key function, as well as to ex-
tract, store and reuse a long key. This has various applications, such as protection
of long-lived symmetric keys in DRM systems and secure smartcard simulation
in program code where key exchange is not possible. Usage scenarios extend be-
yond encryption; for example, a challenge-response authentication protocol can
depend on a server’s short key to verify a client’s possession of a long key (e.g.,
via periodic requests for random blocks of that key).

Our method does not fully address all possible security issues with key protec-
tion. For example, an adversary can still copy a long key, as well as simply call
a long-key function to perform encryption and decryption. However, such situa-
tions are beyond the scope of this paper. As in bounded-data models [5, 14], we
assume that an adversary has restricted storage capabilities, or at least limited
bandwidth for data retrieval. We analyze security mainly in this context.

Depending on usage scenario, obfuscation of the long key may be useful to
complicate the task of extracting key bits and calling the long-key function. For
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example, one may build a platform-specific long-key implementation bound to a
particular application via additional mechanisms. This paper also presents some
novel obfuscation techniques to increase the attacker’s workload, but our basic
method does not depend on obfuscation for its main security property.

Our approach focuses on symmetric block ciphers such as DES and AES, but is
applicable to stream ciphers and public-key systems as well. More generally, the
duality of long and short keys is of independent interest in various cryptographic
scenarios, including protocols and authentication.

The following is a summary of our contributions in this paper:

– We define a new cryptographic construction, the long-short-key primitive,
and propose its usage as an alternative to other key-protection methods in
some scenarios.

– Using a cryptographic pseudorandom generator and a standard block cipher,
we show that an LSK scheme can be implemented in practice with provable
security (equivalent to breaking the generator and cipher).

– We present several applications, including white-boxing, DRM, software
smartcards, and challenge-response authentication.

– We explain some LSK-specific obfuscation techniques and describe an AES-
based implementation of the LSK primitive with reasonable performance
penalty.

1.1 The Case for Long Keys

The long-short-key primitive can significantly improve security in various sce-
narios, as described later. Below we summarize several applications:

Block-Cipher Security. Since the short key may change on every block-cipher
operation, our construction significantly improves security of encryption. For
example, it becomes difficult to carry out the types of ciphertext-correlation
attacks possible in ECB mode. In addition, the long key can improve security of
white-box ciphers, which aim to protect keys by hard-coding them into programs.

Digital Rights Management. On modern computing systems, reverse engineers
and hackers can typically inspect contents of memory and disk. Widely accessible
tools, such as debuggers and system monitors, allow sophisticated users to access
runtime state and files, including sensitive data like cryptographic keys and au-
thentication credentials. Even when hardware enforces data protection, security
exploits and side-channel attacks [29] may still render secret bits open to obser-
vation. Such transparency creates problems for various popular applications that
need to protect cryptographic keys. For example, DRM systems decrypt content
on PCs, enabling attackers to extract symmetric keys from memory. Since such
keys are quite short (e.g., 128 or 256 bits), they can be easily shared across
different devices and distributed via pirate channels. In general, symmetric-key
encryption usually relies on well known, standardized ciphers that allow easy
reuse of keys lifted from memory. A leaked key may even be typed in by a PC
or device user. Using LSK, however, a long key can be megabytes or possibly
gigabytes in size, preventing such attacks.
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Software Smartcards. In many cases, it is desirable to implement software smart-
cards that perform the same functionality as their hardware counterparts. While
hardware can make key extraction very difficult via physical tamper-resistance,
this is not possible in open software. A smartcard key extracted from software
enables hardware forgery of the smartcard. Using LSK, however, it is possible to
have a software long key from which it is difficult to extract the short smartcard
key. The adversary is forced to extract the code that carries out the encryption
or other key-based operations. Moreover, the long key may not be practical to
include or use on a smartcard, preventing easy hardware forgery.

Remote Timing Attacks. Side-channel attacks [29], such as remote timing at-
tacks, are a common threat on the Internet. By simply measuring the time
required by a remote node to encrypt selected messages, it is possible to derive
the full secret key. If the remote node encrypts under LSK, enough randomness
is added to encryption timing, complicating implementation of remote timing
attacks.

Challenge-Response Authentication. In a standard challenge-response protocol,
the challenger picks a set of arbitrary variables presented to the responder. The
responder is authenticated only upon presenting the correct answer to the chal-
lenger. Many challenge-response protocols use cryptographic techniques, with
the responder needing to encrypt a nonce under a specific key. When the key
leaks, an adversary can always answer the challenge. With LSK, however, key
leakage is less likely, depending on key length and any additional key-hiding
measures.

2 Security Model

For most considerations in this paper, we assume an open platform such as a
PC. The user has full access, and can use tools like debuggers and disassemblers
to reverse engineer code and inspect memory. When we discuss remote attacks,
a weakened model applies: The adversary is able only to trigger encryptions
remotely and measure the time it takes to return results.

As a building block, we use a presumably secure cipher (e.g., AES). The
adversary has access to the public code of the cipher, but not to the secret key.
However, when attacking the cipher, the adversary is able to carry out side-
channel attacks such as fault injection and timing analysis.

In addition, we assume that storage size is bounded, and an adversary can
copy only a limited amount of data at a time (similar to [5, 14]). Storage size
and bandwidth may vary, depending on the attack scenario – e.g., a virus trans-
mitting data remotely versus a local attacker using a debugger to retrieve data.

3 The Long-Short-Key Primitive

The LSK primitive stipulates a short key k and a long key l. Both keys can
be used to encrypt plaintext x such that ciphertext c = E′k(x) = E′l(x). The
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long key l can be derived from the short key k. However, given the long key l,
efficient retrieval of the short key k is not possible. In reality, the long key can
be hundreds of megabytes, whereas the short key may contain only 128 or 256
bits, as in AES.

This paper focuses on LSK-based encryption schemes built with a block ci-
pher. The encryption and decryption operations can be implemented in various
ways, each of which has its own advantages and disadvantages. In every scheme,
the encryption function requires an initialization vector IV:

– Sequential key-block encryption uses a sequence of long-key blocks to encrypt
plaintext x. The sequence is predefined, and depends only on the IV and the
length of the plaintext.

– Counter-based key-block encryption uses a random sequence of long-key blocks
as encryption keys for consecutive plaintext blocks, but without dependencies
on ciphertext.

– Selective key-block encryption selects a random block of the long key and
passes this to the cipher, retrieving the next random key block based on the
resulting ciphertext.

3.1 Long-Key Construction

One secure implementation mechanism for LSK involves using a cryptographic
generator to derive the long key, with the short key serving as a seed; we then
treat blocks of the long key as separate symmetric keys. More specifically, we
construct the N -bit long key l from a short key k by using a cryptographic
pseudorandom number generator or stream cipher R(k, N). R accepts k as a
seed and generates N pseudorandom bits. For efficiency, R can be a random-
access stream cipher, such as a block cipher in counter mode, which enables
generation of an arbitrary long-key block without first computing any other
long-key parts [20]. Encryption and decryption use blocks of the long key-stream
l = R(k, N) as individual cipher keys. Since these operations use the original
standard cipher E() as a building block, cipher security is preserved.

After Alice computes the long key l from the short key k, she sets up encryp-
tion by handing a portion of l to Bob. During the encryption, l serves as the
’code book’ for Alice and Bob. When Alice encrypts a plaintext message m, she
computes c = Ek′ (m), where k′ is the j-th sub-key of the long key (for some
index j). She then sends (c, j) to Bob. Bob looks up the j-th sub-key of the long
key l and decrypts c. Alice is much more powerful than Bob in this setting, since
she can derive any long-key portion from her short key k, whereas Bob is tied
to the long-key fragment he received. He is able to encrypt as well, but only
within his set of sub-key blocks. When Alice decides to black-out Bob, she sim-
ply switches to a different range of sub-keys in l. The following paragraphs will
show how important this seemingly simple technique can be in implementations.

Operation Modes For LSK. In our construction so far, Alice is solely re-
sponsible for security, since she can pick which parts of the long key l to use
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for encryption. In the worst case, she could degrade the whole long-key secu-
rity to the cipher’s security – i.e., when she picks only the first long-key block
every time she encrypts a plaintext message. To eliminate this risk, we present
three different mechanisms that enhance the security of the long-key encryption
scheme.

Sequential key-block encryption. One scheme is to use consecutive long-key
blocks as keys. In the first ciphertext message, Alice sends to Bob the pair (c, i),
where c is the ciphertext and i indicates the i-th long-key block used as the
encryption key; in all consecutive messages, she sends only c. Bob automatically
uses blocks i + 1, i + 2, ... for decryption. Alternately, Alice can simply encrypt
each plaintext with long-key blocks 0, 1, 2, ...

Counter-based key-block encryption. In the counter-based scheme, Alice encrypts
sequences of numbers i, i + 1, i + 2, ..., using the cipher EIV under some initial-
ization vector IV . When she sets up the communication, she sends IV to Bob.
When she encrypts the first data block, she uses key-block with index Ek(i)
mod N from the long key; for the next data block, she uses Ek(i + 1) mod N ,
and so on. Bob also computes the same sequence of block indices and decrypts
the messages accordingly. For a simpler scheme, i can begin at 0, and the first
long-key block can be used as the initial value IV .

As compared to sequential key-block encryption, the advantage of the counter-
based method is less locality during encryption. To decrypt a ciphertext, an
adversary needs to obtain arbitrary parts of the long key l. In addition, this
method has a random-access property for decryption; i.e., any block can be
decrypted independently of other blocks.

Selective key-block encryption. Similar to CBC mode in block ciphers, the next
key block to use from the long key can also be decided based on the most recent
ciphertext and key. Alice starts encryption using some block kj of the long key
(e.g., the first block or a block determined by an initial value). She then computes
the first ciphertext block c0 based on key block kj and first plaintext block p0.
The next key-block index is then c0 mod N . In general, for i > 0, the i−th
key-block index is ci−1 mod N , which encrypts the i−th plaintext block pi.

Selective key-block encryption has a significant advantage over the counter-
based method, since the former uses a different key block combination for dif-
ferent plaintexts. Therefore, this mode randomizes the key block accesses best
and requires an adversary to obtain all long-key bits in general.

Depending on the random distribution used in an implementation, key blocks
in both counter-based and selective key-block encryption are potentially scat-
tered across the entire long key. In addition, different random subsets of the
long key may be used for operations with each specific short key. With the se-
lective key-block encryption scheme, the long-key subsets also depend on the
input text. This provides better protection against an adversary who has par-
tial knowledge of the long key. Also, this defends against side-channel attacks,
such as cache-timing analysis. However, these methods could be slow because
the random memory accesses may cause many cache misses.
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Sequential key-block encryption simply uses consecutive long-key blocks to
process consecutive text blocks, wrapping around whenever text size exceeds
long-key size. This is a simple strategy that does not offer the capability to use
random subsets of the long key. The apparent trade-off that we need to analyze
more carefully is the security through randomization vs. the performance penalty
due to random memory accesses.

4 Applications

4.1 Block-Cipher Security

A typical problem with block ciphers is susceptibility to correlation attacks
in ECB mode. If used in CBC mode, ciphers must be synchronized. This of-
ten causes problems in unreliable communication channels, such as UDP-based
transmissions. LSK improves upon ECB without this drawback of CBC, be-
cause an adversary without knowledge of the long key cannot correlate identical
ciphertext blocks, even if Alice uses a simple operational mode and sends the
long-key-block index on every transmission.

In addition, LSK improves the security of white-box block-cipher implemen-
tations. Often it is possible to carry out fault-injection attacks (e.g., [22]) to
extract the key from the white-box cipher. With support from the long key,
this attack becomes difficult, because the cipher key may change on every block
encryption.

4.2 Digital Rights Management

A main goal in DRM is to protect a secret key k of a common publicly known
cipher Ek(x) on an open platform (such as Microsoft Windows). After k leaks,
an attacker can decrypt any ciphertext c using x = Dk(c). To determine k, an
attacker can use disassemblers, debuggers and other reverse-engineering tools
that help investigate memory during program execution. When k is located
within a single stack frame or memory location, identifying and extracting k may
pose few difficulties. Similarly, side-channel attacks like cache-timing analysis
and fault injection can isolate k, which may comprise only a few bytes.

With a long key, an attacker’s tasks become more difficult. First, the key k
does not fit into a single stack frame or memory location. Secondly, side-channel
attacks are significantly more difficult when an attacker has more key bits to
retrieve. Also, common white-box techniques are more effective when applied to
a cipher that uses a large amount of key material.

To ensure security, it is also important that the construction of the long key be
transparent and derivable from common cryptographic primitives. Our present
work does not generate a new cipher, but uses existing symmetric encryption to
create a new cipher construction that has better security properties for imple-
mentation on open platforms.
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4.3 Software Smartcards

Smartcards are a ubiquitous technique for authenticating users. It would be
desirable to have a software pendant for hardware-based smartcards on PC plat-
forms – not only to avoid proliferation of hardware readers, but also to stream-
line smartcard updates. One problem, however, is to protect smartcard-specific
secrets in software. When the user types in a PIN code, smartcard software typ-
ically uses this to compute a ciphertext validated against a stored ciphertext.
When smartcard-specific secrets leak, an adversary can forge PIN codes and
compromise the system.

On an open platform, LSK hides the short smartcard secret inside the long
key. Smartcard-simulator software runs in selective key-block mode and contains
only the long key. When the user types a PIN, the software encrypts the PIN
via the LSK construction, and compares this to a stored ciphertext. There is no
need to secure a separate secret on the open platform, while hardware tamper-
resistance protects the short key in the smartcard.

4.4 Remote Timing Attacks

In remote timing attacks (e.g., [4]), an attacker exploits timing properties of an
encryption algorithm (e.g., RSA-CRT) to extract secret keys. Typically, these
attacks can be countered by blinding the input data. This additional randomness,
which is unknown to the adversary, forces the encryption algorithm to process a
different plaintext message. In many encryption schemes, such as RSA, blinding
can be inverted after encryption by exploiting algorithmic properties. For the
adversary, the key becomes hard to extract, while the performance penalty is
small. However, blinding does not work on all encryption schemes, because it
may be hard to revert the blinding operation without handing out the secret
randomness to every receiver. For remote attacks to be successful, the adversary
must measure the timing of a certain number of encryptions under the same key.
An LSK-based scheme fixes this problem, because LSK uses a different cipher
key for every encryption. Given that the long key can comprise a few hundred
megabytes, this will stretch the duration of the attack significantly, if not render
the attack practically impossible.

4.5 Challenge-Response Authentication

In cryptographic challenge-response authentication protocols, the key must not
leak. If it does, an adversary can easily answer any arbitrary cryptographic chal-
lenge from the verifying party. Using an approach based on LSK, the challenger
can simply hand the long key to the responder and later request parts of the long
key, combining this with encryption of nonces to provide better security. For an
adversary, it is virtually impossible to answer challenges without knowing the
entire long key, which is difficult to extract because of its size and any additional
protection measures.
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5 Implementation

An important part of this work is implementation of LSK-based schemes in a
secure manner. In some contexts, a problem stems from an adversary’s ability
to copy the long key onto media like DVDs or over the network, transferring
the key to another machine. Therefore, the long key should also be hidden in
software code. Extracting portions of the key may be feasible, but obtaining the
entire key should be difficult.

In practice, choosing an appropriate length for the long key will depend on
the application. If the goal is mainly to prevent humans from memorizing or
writing down keys, even several hundred bytes or a few kilobytes of long key
may suffice. If we wish to make electronic key distribution unwieldy, several
hundred megabytes or more may be the minimum if the Internet or CD/DVD
media are involved. Advances in networking and storage capabilities may affect
the required long-key size as well. In general, the protection designer should
carefully consider aspects such as hardware and software capabilities, as well as
security requirements in particular scenarios.

We have implemented a construction we call ExAES, which is an LSK-based
scheme with AES as a cipher. In ExAES, we expand the secret AES key into a
long key using a pseudorandom number generator. We then replicate the AES
code, embedding blocks of the long key in each replica. Finally, we merge the
different AES cipher implementations to hinder attacks that attempt to extract
portions of the key.

5.1 Iterated Obfuscation

As a novel technique, we use iterated obfuscation to establish a general framework
for the implementation of our obfuscation techniques. This methodology involves
the iterated application and recombination of various obfuscating transforma-
tions (or primitives) over code, with the output of each successive transformation
serving as input to the next. Via this strategy, even simple and easy to implement
primitives can be cascaded to yield effective obfuscation.

As an example, the technique of oblivious hashing (OH) [7] can serve as an
obfuscation primitive. A single OH transformation injects code to hash a pro-
gram’s runtime state (i.e., data and control flow), thus ascertaining execution
integrity of the original code. Applying OH again to the transformed program
protects both the original program and the first OH round. In general, each new
OH round verifies the integrity of both the original program and all previous
OH rounds.

To increase security further, arbitrary other primitives can be combined and
iterated with the OH rounds. For ease of design and implementation, such prim-
itives can be quite simple – e.g., conversion of variable references to pointer ref-
erences, and even source-to-source translation among different code dialects or
languages. Via iteration, the interaction of simple primitives can lead to emergent
code behavior and achieve the effect of far more complex obfuscation operators.
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This is related to both iterative complex systems (e.g., cellular automata) and
iterated rounds in cryptographic constructions.

5.2 Generic Block-Cipher Obfuscation

In this section, we define an obfuscation operation O′(·) intended to compose
two different cipher keys. This operation transforms a concatenated block cipher
Ek0 · Ek1 into an obfuscated sequence O′(Ek0 · Ek1 ) in which it is difficult to
isolate Ek0 and Ek1 . Both ciphers are obfuscated individually on a per-round
basis, but have the same security as the original. We assume that the per-cipher
obfuscation is weak, so that key bits can be extracted in constant time from
every round.

Interleaving Rounds. To combine two cipher instances, we interleave their
rounds. As in shuffling two decks of cards, we pick cipher rounds randomly from
each cipher, with the long key serving as a source of randomness. Formally, given
Ek0 = R1

k0
·R2

k0
· ... ·Rn

k0
= ∪n

i=1R
i
k0

and Ek1 = R1
k1

·R2
k1

· ... ·Rn
k1

= ∪n
i=1R

i
k1

, we

construct Ek1 �Ek2 = ∪2n
i=1R

ρ(i)
kπ(i)

, where ρ(i) is a permutation and π(i) ∈ {0, 1}
randomly selects k0 or k1.

Weakly obfuscated, the rounds themselves remain in the same order as in
the original ciphers (i.e., ρ(i) < ρ(i + k) when π(i) = π(i + k)). The computed
ciphertexts may be different than in the original cipher, depending on the inter-
leaving. However, security remains unchanged, since the same round functions
are used. In the appendix, we describe methods to merge and obfuscate the
rounds themselves.

5.3 Performance

A main trade-off in our white-box is the number of rounds for the long key. This
number is significantly larger than the number of rounds in a normal cipher. To
gauge the effect, we measured the number of cycles consumed for every encrypted
byte with different numbers of rounds and different obfuscation levels.

Figure 1 shows the results. The additional performance overhead becomes
superlinear relatively early when the obfuscation level becomes larger. However,
these additional operations are necessary to disguise round boundaries.

We also compare our white-box (WB) to AES and RSA (from Microsoft’s
Crypto API) in terms of performance. We chose a key size of 512 bits in all
cases.

Figure 2 shows the performance comparison with AES and RSA in cycles
per encrypted byte. The compact white-box implementation with the short key
and without any additional obfuscation is only slightly slower than AES. How-
ever, even with obfuscation turned on, our white-box is still faster than RSA.
(Involving symmetric and asymmetric encryption, this comparison is only for
illustration.)
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Fig. 1. White-box performance when increasing the total number of rounds and the
obfuscation level

Algorithm Cycles per Byte
AES 200
RSA 2000
WB Compact 202
WB 1500

Fig. 2. Performance comparison between WB, AES, and RSA

5.4 Security Assessment

Our obfuscation algorithm does not depend on precise types and quantities of
primitives. Due to space constraints, we have omitted such specifics in our de-
scription. However, when analyzing the security of our algorithm, we assume
the adversary has complete knowledge of all obfuscation primitives used; we do
not assume any security-by-obscurity in choice of the primitives. The adversary
does not know the random sequence which determines the application of the
primitives, as such knowledge would be tantamount to knowing the private key.

The powerful side-channel and fault-injection attacks [22] mentioned in §6
show that round boundaries in an obfuscated cipher must be difficult to de-
tect. Below we provide an example of an attack on ExAES, given knowledge of
round boundaries. The problem is that each round is composed of several dis-
tinct types of operations. For example, the AES and ExAES ciphers used here
alternate variable XOR operations with permutation and field operations im-
plemented via table lookups. The operations must be applied sequentially; thus,
if the distribution of hardware instructions reveals this alternation, the round
boundaries could be discovered and the cipher broken.
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Fig. 3. Effect of obfuscation on round boundaries. Note the visible segmentation in
the leftmost curve, which clearly indicates round boundaries. As more obfuscation is
applied, the segmentation becomes less apparent, thus hiding the boundaries.

As a concrete example, consider the Mix operation in AES. The multiplica-
tion in the AES field is implemented by a lookup table indexed by data bytes
whose entries are XORed together to produce the result. To implement this in
hardware, XOR instructions with both operands variable are used, in contrast
to XOR instructions with static constants that are used to mix in key data be-
fore applying the S-Box. These variable XOR instructions may be discovered
statically and their cumulative total plotted against the number of instructions
to produce a cumulative distribution curve.

This has been done in Figure 3 with various levels of obfuscation applied.
The figure plots the cumulative distribution of variable XOR instructions by
total number of instructions with various levels of obfuscation applied. Plots
with higher levels of obfuscation are flatter, as the total number of instructions
is higher. The key point is to see how the round structure is clearly visible in
the non-obfuscated version (leftmost curve), and that structure disappears as
the obfuscation level is increased (middle and rightmost curves).

Attack Against a Single Round. To illustrate the importance of hiding
round boundaries, we show how a single ExAES round may be attacked even if
no information is known about the byte permutation or the S-Boxes. We note
that an attack against a round of AES is even simpler, since the key is involved
only in the XOR performed before the S-Box.

The crux is that the Mix operation mixes only four bytes at a time. Hence,
by comparing the action of the round on inputs that vary at single bytes, the
permutation can be discovered up to the order within each column. After the
Mix operation, unknown dummy operations will XOR with each column to pro-
duce the output, 32 bits in total. The Mix operation itself is known. By guessing
the 32 bits of dummy XOR after the Mix operation, then guessing which of
the 24 possible permutations were used on the input identified as forming the
column, we arrive at a guess of the state of those bytes immediately after the
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S-Box operation. Varying each input byte to reconstruct the S-Box and con-
firm the guess completes the attack against that column. Repeating this for the
remaining columns reveals the rest of the round key.

This attack takes approximately 240 work, which is very feasible on a modern
processor. The attack can recover the several thousand bytes of key that are
used in the case of independent random S-Boxes, in addition to the permutation
and final layer of dummy operations. Further improvements to this attack only
underscore the need for an obfuscator to hide fully the round boundaries of the
cipher.

6 Related Work

Software obfuscation is a well known problem that has never seen a compre-
hensive solution. [10] is a systematic taxonomy of obfuscation techniques in the
context of Java bytecode. Many of these apply to our problem, and are incor-
porated into our system. In particular, we use data obfuscation by aggregation
and ordering, as well as control-flow obfuscation; see [10] for definitions. Some
of the obfuscation techniques in [10] are used with complex control flow, data
structures or procedure networks, and do not apply to the less general problem
of white-boxing ciphers that we consider here. The extension of [11] describes
opaque predicates, which are used for obfuscated control flow. We use a limited
form of these in our current version and will incorporate more complex construc-
tions in future versions.

Other approaches to secure computation include secure circuit evaluation [16,
18, 23, 32, 33]. In this model, several parties hold separate inputs to a common
function, and want to compute the function without revealing any information
about their inputs other than what is contained in the function output. The
multiparty-communication nature of this problem produces solutions inappro-
priate for our white-box model. In particular, protocols for secure circuit evalu-
ation rely on random choices that must change with each run of the protocol. In
a white-box context, an adversary is able to reset any state, including random
counters within the attacked program.

The specific obfuscation problem of creating a white-box cipher (DES) was ad-
dressed in [8, 9]. This was later attacked using fault-injection techniques [22, 27].
The idea of [8, 9] first hard-codes the DES round keys into the round computa-
tion. The DES encoding is then seen as a series of functions – some affine, while
others entirely non-linear and implemented with lookup tables (the S-Boxes).
Random invertible functions are chosen, paired with their inverses, and inserted
into the series of DES-related functions. The encoding operation is then re-
associated to combine the random functions with the DES steps, expanding the
affine functions into lookup tables as appropriate. The goal is to hide the key
operations with the random invertible functions.

The construction in [9] was attacked in [22] by injecting faults before the last
round to probe for key bits. The essential point is that once the boundaries can
be discovered, the round function can be taken apart in spite of the obfuscating
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random functions applied to it. Their construction differs from ours in being
a very specific algorithm—table composition and re-association—applied at a
high-level to the cipher. As described below, our method is applied across all
levels of white-box program generation, from the high-level representation of
the operation sequence to the the low-level access of individual bytes.

Much work has been done in areas of distributed execution and security of mo-
bile code [17, 24]. This often focuses on running untrusted programs on trusted
machines, which is opposite to our problem of running a trusted program on an
untrusted machine. A related area is software tamper-resistance [26, 31], where
the problem is to guarantee that distributed code is executed unmodified on un-
trusted machines. In white-box applications, it is immaterial whether or not the
white-box code is modified, provided that the output is correct. The only aim
is to compute while keeping a secret hidden. Many tamper-resistance solutions
implicitly rely on keeping obfuscated secrets, such as locations of checksumming
that occurs in code. Software white-boxing addresses this secret-hiding explicitly
and does not attempt wider security goals.

Recently, side-channel attacks have been shown to be effective against even
software implementations of ciphers [3, 4, 29]. In cache-timing attacks, an ad-
versary detects the number of cache misses during encryption operations and
reconstructs the key bits based on this information. In particular, ciphers like
AES that access memory locations based on the values of the key are prone to
this attack. Our white-box protects against these attacks because of the long
key and the additional amount of randomness in the cipher algorithm.

The extended limitations on obfuscation presented in [19] suggest that obfus-
cation is more difficult in the presence of auxiliary dependent information. An
example of this in the context of our system would be an adversary who has
access to two white-box versions of the cipher with a particular key. While we
believe our system should be practically secure against this attack, a detailed
analysis remains to be performed.

Finally, there is a large body of work on cryptographic algorithms for bounded
storage [5, 12, 13, 14, 15]. Typically, the security framework is similar to our LSK
platform, with the exception of remote attacks in bounded-data models (e.g., a
virus sending secret data over a network with limited bandwidth).

7 Conclusion

We proposed a new construction, the long-short-key primitive, that hides keys
and improves implementation security of block ciphers. Our method creates a
compact, efficient implementation of encryption, along with white-boxed long-
key decryption code that may be arbitrarily large, as controlled by the user.
Unless a cryptographic pseudorandom generator is broken, any hack of the white-
box must have a provably large size to recover the full long key. In essence, we
provide a private encryption function that uses a short key, along with a corre-
sponding public decryption function that requires a long key. In addition, differ-
ent encrypted content requires different sections of the long key for decryption,
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so that breaking the obfuscation enough to decrypt one ciphertext does not nec-
essarily allow decryption of others. The key sections required for decryption may
be revealed only as decryption proceeds.

Our method has a number of practical applications, including DRM key man-
agement and software-based smartcard simulators designed to hide a short key
present on tamper-resistant hardware smartcards. Our main provable security
metric, namely the minimum size of any white-box hack, is of independent theo-
retical interest as well. While our system provides a symmetric cipher, the novel
asymmetric paradigm of short “private” keys and arbitrarily long “public” keys
may find other applications that currently rely on true asymmetric cryptography.
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A Merging Rounds

When block-cipher rounds are simply shuffled, a brute-force method could suc-
cessfully rearrange rounds in the original ciphers. In addition, various other
key-extraction attacks are possible if round boundaries are easily discernible. In
this section, we present a list of operations that preserve semantics but enhance
security by merging operations of different rounds.

Our approach obfuscates an operation sequence by applying a series of obfus-
cation transformations. Most of these are peephole; i.e., they are applied locally
to small groups of instructions, usually pairs. The transformations are organized
below into several classes. When variously composed and iterated, the combined
transformations will increase the complexity of the obfuscation more than the
sum of each individual transformation. As attacks against our obfuscation de-
velop, new transformations will be become apparent and can easily be integrated
into our system.

We combine these transformations randomly to obfuscate code. Some tuning
is required to maximize the avalanche effect of the obfuscations while minimizing
the increase of program size. For example, dummy permutations, which translate
into a large number of instructions, are inserted sparsely into rounds between
commuting and combining transformations, which have a smaller impact on code
size. This heuristically maximizes the amount of diffusion from each permutation
while minimizing the total number of permutations performed.

Space constraints do not permit us to describe all transformations in detail.
We will elaborate on several illustrative techniques and leave the remainder gen-
eral. An advantage of our obfuscation method is that the exact transformations
used are not critical; we believe most reasonable simple ones can be used itera-
tively to produce effective obfuscation.

Our machine model assumes a simple processor operating over a random-
access array. We view a program is a sequence of operations over a logical array
of bits. The operations are only those needed to implement the cryptographic
functions of interest, such as bitwise Boolean operations, permutation, copy-
ing, addition, multiplication, and some simple control flow. We do not expect
the operations to be universal in the sense of ability to describe any computa-
tion. This operation set was chosen as the smallest sufficient to compute AES
efficiently, as well as introduce execution that cannot be analyzed in a purely
static way. In particular, while control flow is not strictly necessary to produce
an AES-like program, this is useful in obfuscation when combined with opaque
predicates [11].

Simple Transformations. Our first class of obfuscations is simple transforma-
tions that do not cause internal changes to any operation. For example, a ran-
dom permutation of a subset of the working data can be applied, followed by
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A B =⇒ A x=x^c x=x^c B
A x=x^c =⇒ x=x^c A

if A does not contain x

y=y^c x=T[y]=⇒ x=S[y] y=y^c
with S[a]=T[a^c]

x=T[y] x=x^c=⇒ x=S[y]
with S[a]=c^T[a]

Fig. 4. Some simple obfuscation transformations. In the above, ^ denotes XOR, lower-
case letters are working data locations, upper-case letters signify generic operations,
and braces are used to denote table lookup.

a permutation that moves the working data back to its original location. Sim-
ilarly, two XOR operations with the same random constant can be performed
on a subset of the working data. Both these operations may seem nonsensical,
but become quite powerful when combined with other operations below. We also
note that if the input and output sets of an adjacent pair of operations do not
intersect, they may be commuted. That is, the sequence of two operations [ A
B ] may be replaced by the sequence [ B A ].

Morphing Transformations. Techniques in this class of obfuscations commute
two operations in ways that cause the operations, but not their number, to
change. For example, an operation and a permutation may be commuted by
modifying the operation to apply the permutation to its inputs and outputs.
The permutation or its inverse is applied, depending on whether the operation
precedes the permutation or vice-versa. This makes the simple transformation
above useful. Several more complicated ones are shown in Figure 4.

Lookup-Table Obfuscations. These transformations apply to lookup tables. The
above transformations can take a single lookup table from an unobfuscated ver-
sion of a program and create several obfuscated versions, each permuted and
changed. While this increases the obfuscation, it also leads to a large amount of
static data. Furthermore, because most of the tables are byte-oriented, they are
vulnerable to exhaustive analysis of all 216 possible modifications.

We use two techniques to address these problems – gradual lookup-table cor-
rection and dummy lookup tables. In the former, the lookup tables are stored
with errors that are corrected and changed as the program executes. The latter
allows for dummy operation sequences, described below, to use actual lookup ta-
bles for computation interleaved with the error correction. This obscures which
values in the lookup tables are correct and which are erroneous.

B Low-Level Obfuscation Techniques

Our low-level obfuscations hide patterns of data access by operations indepen-
dently from the semantics of the operations. After these obfuscations, the code
generated for a byte-array read or write is more complicated than a simple lookup
into the array.
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An example of this technique is byte-array indirection. Logical bytes are stored
discontinuously throughout the lookup tables, which are changed over the course
of the program’s execution. A set of indirection indices is used to look up the
location of each byte. These indices are spread discontinuously throughout the
lookup-table data. As their locations are known statically at generation time,
moving indices will effect a permutation of data elements indirectly.
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